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Fig. 1 Schematic diagram of the agricultural industry chain trusted data space architecture
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X} L AE g -6 4244

Al 7 Ml B P A B 2 1)

WA

watE

s

B ER S Al o A e 4, JAR T )
Bt oAl I O Aolk 5K 5 U5 Y

AT Sel IR R R HL 5
. f}gg@k*ﬁﬁfﬂiﬁméﬁmirj A
A AR AR 5 ) %
TIRYE e

VB L, i g —

Z s A ]
SR AR (IS T L)

FRAELLPE, R R

AR P AR e bR A
BRI Z AN AT 5 == (| IR 45T &
EIBEGUIN EaE ]

PRUEZEHERS G — (R P

RGN e AR SR OUARS: 0 sUAEH A2 31y a8

FANTE TR B A IR, i T A AT R
23 (LA PR IX BB . B AATHER | SRR AR AT I
) S B ARAEA 7 Ml R P A BRI S AR .
T, i XCEARAE ST RO Z IR SRR R
B AR AL R ARSI ] T 5
R EREs BUS A4 R i 2
A" TR R FRRA T S O A ) DT
JE R H5cH e AN S S S B T R A A AN

240 XRESE RS ANTITaA%E | KMk
7o BRI AT SR SR A AR 25 5 AT A7
ite mitt, ARSOEMBIAR “ XHeBE+BIR 7 >+
IR WIFSIALG, e UECF 5 20 0 ML A
alr AR AT s DABSRA TS A (BN T
F1EE DL S T SR B Al Il K
AT E R AR

BALF L ERIRER A AR

@ MRl (PEP)
o 12
EE

BEE

£ B2

BALATEA

=

EI==]

EI=lm)

RATREER o/ R
\Vj
AR

Ly

AR RIEST
X

SR | FHAH

TR

m
po%‘o
Y ¢

R SeEfkA

B2 Rk 7= b 5k 5T A3 238 % 18] 124738 8 R U AL B
Fig. 2 Circular view of the operational logic of the agricultural industry chain trusted data space

3.1 ETAME . THFESMIREEHREIEX
BiR{FiZ1E

RS Al ™ Ml B PR TR B . RS
JE S Ak — BRSO A, ARSCTE B M B R A
Y e P R L, PR R TR | STl S
TR T Fl A AR 2 T L EARENLR . — 2 RG
AR A A 4 A A U A% 0 SRS SRR
P, AR AT AT L SR ROl 7l BE O LA A
B, N DA 5 3R A8 LA 37 B — BN IR 5“1
XS RSEAE . TR SEPR AT, Al s

TR SARFTEAS b A A I AR 48 T e A A 5 JIG J2 7 B 1Y
TS, B i S0 AR G 45 R Bh
S sk iRl RIS €T E B S DOPA W X IV 1Y (153
AREEBELIHLER TR “S5MX 557, =2 XE
R, REGI AR FEHIR K 5 K
HUEYL, H WS G BRIk BARE 55 1R SCoE R
“TESCIHIED” . XN gt # CREET HE CiE
B0 =i RN, 7R R KRR L BEA 1R
B AR (Information Technology, IT) %% =AY [H] i,
THBR T B A ™ ML A AR 2 A e 4



244 BEAN (FPIESL) Smart Agriculture

Vol. 8, No. 4

32 ETERFSHUFAANHEENTE
X EHZHE
DR g A Ml 7 U e S AR DR HE DA O BIL 5 T 5 1T
AR “AECIETE” TZRIN R, Alk™ L B AT £ AR
23 (PR 22 A PR R T R UOR T MY e 4

b, IFRAER T A A S s R, T T
AT B SE B R R o Oyt — 2 U W] i e 48 1 5
PEARAETT AT A5 R = 1) R e 55 K o 1 7 2 18] 19
ZAELHIRFR, B3R 7AW ™ b B Al {5 % 2
(] 32 $2 e AR A 5 32 AL

1
: BARR AL TR P IS SO 2= ) i R h Blm A R |
! |
1 1 1
: | vREENE | : [ s | ey ||
1 BF AT | | gl | ERENEE | R B : ﬂﬂ[% £H4T :
1 5 0000 1 . HliE K5
o b 3 I
: oni : 0T ‘ POPREEURS <: I ‘ @ :
» £ T 85 !
| 1|2, At AE B O SRR !
I R YA I N msmese | Amzsdy
j—— e BBl e
! & (=] BN A A — & ||
| RES:IN CABHHHAE I ~ 4y Kl | H’ :
1 N !
i FRENE | [ =) ! :
S — Iy U A SRS I
j i ________ bl | foa N N N N ! wer 2= i
I — I PR : LEEIN CABBWE | |
' £(W o 8T I ' '
I I — X
: AL A B : 3. SREEFENT 53T H & LB : | HEREIZ | :
!
oo RPN L !

B3 Rk = e gk TAS IR R 1) B 5 N IRR A S 48 A AUH
Fig. 3 Internal architecture and controlled interaction mechanism of the agricultural industry chain trusted data space

AR B S R v A RS ORI, R
M7 Sl i A M e IR R B e, IR
S REM A HAY . TR S A IR A %
TN BRI L, Bl T H AR AT
AU A SOR A R T, mEhBr a2, ®
W% TR SR RIS AT A AR RIS B . o, MRt
Jr e A 2 b DS R AR BOS I AR VR A H
. R D RO, AT O AR R
MR IRAT s FLUC, Bl 66 I 7 B O R 1 A
I, AR SRR AR SR E R
B A bR PRI 20 2R 2 5 2 SRS RS i tE AT I
s FHUC, SRR T SRR A 5 4 R i Bl 1
PEAVPAR . R AVFREM R VR A
R, JFRED R R )T RS A E K
B e 2y AR EaRIE T # L B WSO Y T
SR, RS T SO ELRERH T, IR S R R
FAEF I, BRI, X Teasadi T
BOF LB 2B R, A RO T BodE L
TGP . I, ASSCRTIR IR A 9 i R e
FER AR TR S AR i R XA
1k R A W SR, T Ay YRR

fi AR A BT R 2k . e AE FEAGR L X T &
SRV ASAT B A SR sl R AE 5, T i Mk
oY ERIOKED . A HE . B UE REE AR
7 KRR R XS, I A E IS 5 TR
R AR YR S

TESEPRAC B ARG, AZALHI PTG S BE A
RGBS -6 2T 5 R A e - A AT 5 %2
- H R A LEE” 4T moe, EdEfE
J7 MRFE T A Al 2 8] IR 55 15 58 W o U B s &= A
FRG S Hk, $REEy S i b 5 8
MR LAY, IF RIS AL (Policy Deci-
sion Point, PDP) A g A e 5 FRIR, SREEIHAT
4. (Policy Enforcement Point, PEP) X 7217 & ik
SRAERR ES VD AR N e BT AL A L AT el R A
s wJa, REERMMT . FBOMAT . 45K 5
AL AN H AR S A JF BEEAAIE, B 5
BG4 FrhRIsHAT . FHa6E LW (]
o RHETR AR NS O] S S B ENE, AR SCR A CHK
A5 1Y) JavaScript Xf 5 K 78 % (JavaScript Object
Notation for Linked Data, JSON-LD) #& zCH#i ik 3T
FF BT AR (Open Digital Rights Language,



Vol. 8, No. 4

o BAE Al EE AT E RE A 18] BUSHESE GEATHL S St A 245

ODRL) HrifERY R 32 4 30 = feme, X il 6 H
(. RIS R SOES (AT M AT A R
Ko BN, AEAGT RIS E M P E R R, Rl
R A AT AUE B R T R,
IFAEIE R 5 R SEATON.
A=Y “al AR S E A, AR
SCRAAR ™ iR W 55 i Bib ) S 5 D A T U
WP 4R, SR Aol st & i i BE A AR
Dy 2 PRCAE T JEE M e A A SR T, {EAR B

TfEHEERRS &

=
CR A/ RT3 —y —

_______________ IR =IRET
AN HE | WRR| BTR
1

SENATRE/
FRTWMA

RS JEUR I SR, R A R s e AR
5V GRS HE . 55 BRI S 2
XPRERS I . PRI . T 5 R] o BORIAS R B
AT, FF 1 A M 1 A i 8 T e P il 3
W o BB IE, BORLHE ARG A M Z VA, L
Vi) & 2 BRAGE N 7 Mg AL R B .
R R 78, A M58 A A TR | %
Wy i P P BT 2 B e A

H & & L 8EE

88888

SRIEASE. FRIAM. Sl FEERTEREIT

RIGMBEN TR
B &4/ 1 ) S
ZHREHER

T mmRRERER
e e
(PDP) PER) [T ]
]

AU L | RERARAER |
.‘ BB

WA SRR

£ % %
wgs | |fsman o N\ TR/
| misce | | s | RS
%&%ﬁ&}%&

B4 “STRARTL$ARD B FL 2mdpd =28
Fig. 4 Schematic diagram of local sandbox computing and controlled output mechanism for “usable but invisible” data

R SEUR , RGO BT IR 87 &
A RVFEE N ER, i SCE M . HrRs IX E 0=
Tl R A E R, AR SR Bl 5. SR
W, SRMEHNE . BRI . AR S A
KHEBAERAC I EAT H S A EBEAAIE: X T
M AGE R AT 8. ¥ s K, PEP#F
T LABH I ) B e g . e, “al AN Al L
TEARSCHAREL N Rt A B e Sk A BT
B HURZ R RSB ARER
A,
3.3 ETRATEN S TEENELLINH

AN P BEE SN AR, e BEARES Y i
Z I B TR B RS o O S BT R R 3R
ROV, BRI A S . Z2Ir it i
(Secure Multi-Party Computation, MPC) 7£ N ) f&t
AT HARNE R JZ N T3 1%

TEL 55 BRI, 254507 RY IR 2 B SO §0™

& BRI ZEAS M s e B, O 2 A9 2 B 2 ) il 55
FBGE— o RIS AEE A, 7R84 EIREEART
PR RN T R E S HES B H , X
BRI BRI ABGE T B ST EE L,
A BT S BUEIE ) Bi A AL S A T Bk, ik
TUREAR M 7 Ml e B G A 32 2 R AP IR SR 58 Bk &
AR, JEE FIRHLE, AR PR Y 6 AR
RETCAE AL 4 R 0l 55 T 28 S 80P %™, 42
AV B BRI B P R R 5 LB 1

34 EFHIRMN 5B H S TEE

e

A fE R A T AR A SRR R 2 o0 AT
JEAEE | IR RS A (o B3
[FLEAG A5 o AEAO =ik st , HER
LGS Oy MEARLIN | et il H SRS R %
FAELIIN IS S AU R | ST A
SR o BRI S o Herb, B0y AL A T



246 BEAN (FPIESL) Smart Agriculture

Vol. 8, No. 4

BRFERMAE S 5 A AR, H kSRR
FH T 3 A0 Bl = i 09 ] & B AT IR RTAT SR
W B G AN T A EdR R B TR
. AT IS AN ES IR s A R R S AR R
M T ARGEERS . RIS A RIS HATSRA
HVDFE R PATEE AR 5 STRRITAL S50 2s 2 BOAL I H T
SCHERAR I E RS AR B IA

LR R R, X BRI A E AF
WE. B2k M THEW YRR, IR BRI
Jrbf B SCE e . HLBE il S 4 R FE R e e
PRI FIRS D . B A AR AE . RIEPUT
HEMAE . SR MBS AE . SR, mt
() BRI 44 55 IR AR A . BEAL SR
55 W SCAT DR BR AE A5 FIRA M R G AN i 4 132
AT, KSR G A LY fEIE-SR
PAT-HE LEE-HIHE M-SR BT EA%
BIGHATEE DAFUE, SRS S AT B0y .
I AR F B AR, SRS T H A B A
BE LBk, WA Ok OC 32 A0 T R e B
JETEML S Wi 7 AR Je , F R RE G 2945 IR ) 5
e NS

P LB KRGS 1T ZARTER 2 R 53
JAAILT o ARZEAG 3T X HBEAFUE 5 R RE G 29100 A 3))
PATRE J1, M EERLA DTS . AR A S IR
BCAShASBUMALE . — 2R as AU R 1 | TR
55 TR MG AT H & B A0 0 in % v A (A JF R 20 |
B, BB IR A TR BT 2
W )5 Al g 4y B A BEERLIN , JPRA 202 . 7k
F SO S E A TaE &SR — 2 ks ilas ok
SRR R T, B AR A AR C A R AL
FAA AN TE A S BRSSP AT 4G
WG AHE DO LA B T
-5 TP R DRk LA L URCER 9 B AS 38 BH A ]
R, SR A 7 b B RS B ) R S B P A
VIR
4 RUFUETERES OREHRS

F &5 8B5S

SR U BH R SCHR A8 A b i T A 0 2 B AE
AAE MR S IS I T 5, AR SURFEIREIA A &
M B ARl 7 M B AT AR e 5 Rl 255 IR 55 F- 65 T g
skl . el gk efEe B ES
PEMATIAE R G Az O R B, 35 T 1A ) iR 55
S K (Service-Oriented Architecture, SOA) 5K %%

T RN 2R A, XU PR s 2 L XU
%, KBS FE . KBS PEA . SEm Ak . X Rt
B RURRAE AN AR RS T AR, T ARl
b s K B i A WA G R R A L KU 43
Br. BOBRAE Y . BE LAFUE PSR SRR IR S5

AR LRA RS G I IR Al V- 5 R &
G5, MR T 1 AR Ml BE AT AR Ed A ] V4 M 75 2R
SRR S5 F- o HUE B E SR T R s A SR Y
B AR AR EACH . AL X
HUBEAFUE SR TF o JRUBS: i 15 5 8 ) A 45 DG B
WM FE B A ™ A 5 B e B 1 S PR g
AlEAT . TS . B WL S I . AT DL
B ML L R 55 e Sl AL R I 42
AR, 256 2023—2025 4F K117 £ b 22 4 b kG Wl
Bls, ULHSF A B A A At S a . Be T
BT w5 X B A . B AR A . S
BF G, B T ARG S5 AT 55 2R A0, WA SR I . /K.
AR BRI . R G BRTHEE AR W £
A1 1274, Hid 2023 4F 40 096 55 . 2024 4F 43 383
2k, 2025436 582 5%, Emmiok. KR HEERK
A= Eh . S R TSR A A R, U
AR . HZipR . EARIS Y . BRI
R SRR 2 I .

41 ZERSTFEEREAFEHETERA
ZRA B X L K B

AR Al B 2= [RIHOR B8 ) Xl {5 Bodla =
B SF & AR . BFa2 . [N .
FSRAS BERAAIE R TS BE I Y 2R, RSO 2R 5 ik
55 F 5 R DI BERC R S R RE S AT . P AL
B IR A L BE BT SRR W SCO-CE o b, i
Jead e AU PR 2 AR B X BB A R
DR 73 AT i 55 SR, S A 22 IR = Il B 5 R
LARRAR IR | 2P KU IR 2R i
gk AP T

M2 AU, 288 55 6 5 n] A Bl 25 1] 4
ARZER Z AR S BRI R, MR ™ ) 5%
5 2 A KUY B 5T 80T X I 4 E RE S B
AR . R, XU PR ke P o o R B DR SR
TRIRAE Sy, DKUBS: ISR IR R 35 0] 0 o AR fE
J1, DB PR HON AFUE A RE Sy, ABRAE B
ISR e B A RS 7 B 3 A B e A Rl BE T, KL
W T | KU B A R 2 ARG R SRS T DU X 7 ] £ 5 Fh
2 (vl i 7 Ml 55 1 FH A6 Al 55 % i



Vol. 8, No. 4

o BAE Al EE AT E RE A 18] BUSHESE GEATHL S St A 247

xR2

SZERS T ERREAFEREZ R AR RN BINT X &

Table 2 Correspondence between integrated service platform modules and technical architecture capabilities of trusted data space
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Table 3 Correspondence between typical application scenarios and key operational logic
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Fig. 5 Global resource situation awareness cockpit of the trusted data space for the agricultural industry chain
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Fig. 6 Blockchain-based evidence preservation and audit tracing view enabling data sovereignty and dynamic control
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Table 4 Scenario-based description and functional correspondence of the prototype platform for the trusted data space of the agricul-

tural industry chain
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Fig. 7 Four-dimensional implementation pathway and evolutionary architecture diagram of the agricultural industry chain
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Trusted Data Space for the Agricultural Industry Chain:
Theoretical Framework, Operating Mechanism, and
Implementation Path

ZHANG Xin', CHEN Mingyang', ZHAO Zhiyao', CHI Cheng’, WANG Xiaoyi', XU Jiping"

(1. School of Computer and Artificial Intelligence, Beijing Technology and Business University, Beijing 100048, China;
2. National Industrial Information Security Development Research Center, Beijing 100040, China )

Abstract: [Objective] Data across the agricultural industrial chain are generated throughout production, processing, storage, logistics,
sales and supervision. Such data feature dispersed stakeholders, long-link processes, multi-source heterogeneity, and high privacy- and
business-information sensitivity. Nevertheless, current agricultural big-data platforms and standalone technologies including
blockchain-enabled traceability, privacy-preserving computation and federated learning cannot systematically resolve bottlenecks in
cross-entity data circulation, such as data ownership confirmation, controlled utilization, audit tracing and value-oriented collabora-
tion. Accordingly, this paper proposes a trusted data-space framework tailored for agricultural production, circulation, supervision and
service collaboration scenarios to satisfy requirements for trusted cross-entity data circulation. It elaborates the framework's layered ar-
chitecture, core operational mechanisms and implementation paths, offering systematic references for agricultural data sovereignty
protection, controlled data sharing, audit tracing and value collaboration. [Methods] Based on the national standard Technical Architec-
ture of Trusted Data Space and the characteristics of the agricultural industry chain, including multiple stakeholders, long-chain pro-
cesses, limited computing capacity at edge nodes, and data heterogeneity, a domain-adaptation approach was adopted to construct the
overall framework and analyze its operating mechanisms. The framework design focused on semantic interoperability, connector-
based controlled interaction, privacy-preserving computation, and blockchain-based evidence preservation. A self-developed integrat-
ed service platform was then used for preliminary scenario-based analysis, combining about 120 000 food safety sampling and moni-
toring records from a city during 2023 —2025 with the business workflow of an organic farm. The analysis covered standardized data
access and governance, risk profiling, on-chain evidence preservation, trusted traceability, permission control, abnormal request inter-
ception, and audit tracing. [Results and Discussions] A four-layer architecture was established, consisting of an infrastructure and data re-
source layer, a trusted data space core layer, a data capability support layer, and an agricultural industry chain application ecosystem
layer. The operating mechanism formed a closed loop jointly driven by deep semantic interoperability, connector-based controlled in-
teraction, value co-creation through privacy-preserving computation, and dynamic trust supported by blockchain and smart contracts.
Under this framework, ontology models, metadata, and knowledge graphs supported concept alignment, structural mapping, and con-
textual disambiguation; connectors, digital contracts, and usage control policies constrained usage purposes, invocation frequency,
field scope, output forms, and prohibited behaviors; privacy-preserving computation and federated learning enabled cross-entity col-
laborative analysis without centralizing raw plaintext data; and blockchain recorded contract hashes, log hashes, result digests, and ab-
normal interception records for auditable tracing. The platform-based scenario description showed that the framework could support
standardized data access, risk profiling, on-chain evidence preservation, role-based permission control, abnormal operation intercep-
tion, and audit tracing in agricultural and food safety risk governance scenarios. In the organic-farm workflow, the mechanism was re-
flected by keeping raw data off-chain, storing key digests on-chain, controlling data use within authorized environments, and retaining
auditable records of the process. Compared with conventional centralized agricultural data platforms, this framework emphasized
physical distribution with logical integration and extends security protection from access control to continuous usage control after
cross-entity interaction. The four-dimensional implementation pathway further indicated that institutional rules, lightweight connec-
tors and privacy-preserving components, specialized data intermediaries, and progressive pilot deployment should advance in coordi-
nation. [Conclusions| The proposed trusted data space framework provides a systematic approach to controlled data circulation, data
sovereignty protection, auditability, and value collaboration among multiple stakeholders in the agricultural industry chain without re-
quiring centralized aggregation of raw plaintext data. It can serve as a reference for the circulation of agricultural data elements and
the collaborative transformation of the agricultural industry chain, while providing a basis for integration with the national data infra-
structure system.

Keywords: agricultural industry chain; data circulation; trusted data space; data element circulation; data connector; federated learn-
ing; agricultural informatization system
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