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Abstract: Objective With the growing adoption of deep learning in infrared object detection, such detectors have become
core technical support for key applications including nighttime warning in autonomous driving, nocturnal security monitor-
ing, and long-range body-temperature screening in epidemic prevention. Their detection accuracy and resistance to interfer-
ence are therefore closely tied to operational safety and system reliability. Infrared object detectors are widely used because
they are not limited by visible-light conditions and can penetrate certain partial occlusions. Nevertheless, like other deep-

learning-based vision systems, they remain vulnerable to security threats. In particular, the emergence of adversarial
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examples has posed serious challenges to the robustness and security of infrared object-detection models. As an important
tool for evaluating and improving model security, research on adversarial examples is therefore of great significance. Exist-
ing work on infrared adversarial examples mainly falls into two categories: digital adversarial attacks and physical adver-
sarial attacks. Although digital attacks can achieve high success rates, the perturbations exist only in the digital domain
and cannot be directly transferred to the physical world. Current research on physical attacks is concentrated mainly in the
visible-light domain; for infrared imagery, the unique imaging mechanism limits high-level semantic cues such as texture
and color, which makes physical adversarial optimization substantially more difficult. Although existing studies have
explored this area actively, white-box methods remain the most effective attack setting because they can exploit model struc-
ture and parameter information. However, current approaches still suffer from two major limitations. The first is imbalance
in multi-objective optimization: most methods use fixed weights to balance attack effectiveness and physical realizability,
and when the optimization difficulty of achieving strong adversarial effects greatly exceeds that of maintaining physical feasi-
bility, the process can easily lead to insufficient attack strength or poor real-world applicability. The second is inadequate
physical constraint design: existing methods typically consider only basic constraints such as patch size and shape, while
neglecting pixel-level consistency in the digital domain, which often causes the resulting patches to fail under real infrared
imaging conditions. Method We propose a dynamic objective prioritization-driven optimization method for infrared adver-
sarial patches. First, we introduce two regularizers: aggregation regularization and sparsity-binarization regularization.
Aggregation regularization uses a graph-theoretic approximation of the local clustering coefficient (LCC) to force mask pix-
els into a compact and continuous geometry, while sparsity-binarization regularization drives mask values toward a bimodal
distribution with sharp boundaries, thereby facilitating material cutting and fabrication. Next, to avoid the optimization
imbalance caused by fixed loss weights, we devise a dynamic objective prioritization strategy. Key performance indicators
(KPIs) are defined to quantify the current optimization difficulty of the attack loss, aggregation loss, and binarization loss.
Focal loss (FL) is then used to reallocate computational resources: difficult objectives receive larger gradients, whereas
easier ones are down-weighted, ensuring that the solver focuses on the most challenging constraints at each stage. Finally,
we design a dual-projection optimization algorithm that combines projected gradient descent (PGD) , tailored for adver-
sarial tasks, with a momentum-based weighted update. The first projection constrains the updated mask to the feasible set
immediately after each gradient step, preventing wasted gradients; the second projection recalibrates the mask after
momentum fusion, smoothing local gradient noise and promoting global convergence under sirict physical constraints.
Result Experiments were conducted primarily on the FLIR ADAS v1. 3 dataset, with additional validation on FLIR ADAS
v2. 0 and LLVIP. YOLOv3 was used as the target detector, and attack effectiveness was evaluated in both digital and physi-
cal settings. In the digital domain, the average attack success rate (ASR) reached 75.08%, and the average precision
(AP) of YOLOV3 across datasets dropped to 36. 18%, significantly outperforming state-of-the-art methods. Moreover, the
proposed method achieved the best ASR and AP across datasets, demonstrating strong generalization. To verify cross-
model robustness, we further tested the method on detectors with different architectures, including single-stage models
(YOLOvVS5 and YOLOvS), a two-stage detector (Faster R-CNN), and the Transformer-based DETR. Except for DETR, the
ASR exceeded 74% on all models, and the ASR against Faster R-CNN reached 78. 90%, confirming strong transferability
across detector architectures. In physical experiments, heat-insulating gel was used as the thermal-insulation material. The
position and shape of the adversarial mask were optimized digitally, and the material was then cut into physical patches for
testing in both indoor controlled environments and outdoor scenes. Indoors, the ASR reached 98. 5% in the frontal view
and remained above 84.5% at +30” under changes in angle, distance, and posture. Notably, even a single patch main-
tained a high success rate at left and right viewing angles of 30°. In complex outdoor environments, the ASR still reached
90. 5%, indicating that the proposed method can retain high attack effectiveness under diverse physical interference using
only a single patch. Conclusion By integrating dynamic objective prioritization with a dual-projection optimizer, the pro-
posed infrared physical adversarial patch method resolves the core conflict between attack aggressiveness and physical real-
izability. The dynamic strategy balances multiple objectives, the dual-projection optimizer ensures strict constraint satisfac-
tion and stable convergence, and the dual-regularization design reduces fabrication difficulty. The method achieves strong

digital attack effectiveness and cross-model robusiness while maintaining stable performance in complex physical sce-
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narios, thereby striking an effective balance between attack strength and deployment cost. It provides a reliable red-team

tool for security evaluation of infrared detection systems and offers important insights for the design of countermeasures,

especially for safeguarding infrared perception modules in autonomous driving and security applications.
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tion optimization
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o FETHAE T BT, AL B AR R RS AR B AR
GEPEIR AL , 3 Ah G YRR TIC [0 RU™ EE S T XS PR A
A= ) TR AR 5 B AT S 2 ] A

N GEWE X — BR A, A 352 Z AT 55 %% 2 (multi-
task learning, ML) Fr B AT S5 e R lﬂ%(dynamic
task prioritization, DTP) (Guo 55 ,2018) Jij & , & 1 5
T E ) O B 19 3l A H AR L SE 2R I (dynamic
objective prioritization, DOP) . 5 DTP Akt , DOP 7
WEET XX LB AT 55 h i BR 2y i ik = B PP 4 b
AURRPE BT T R TR ey BN e R
T 5 R ITURCER (1) [ 3 0 9] S B TR 0 B
2.2.1 HAREAHHLHI BT

AT ZAL 557 2 L G mg , nERAE 27 > R
AP B TR IR 44 (81 AT 55, B P 5 AR 44155,
XSG AERT POREA AL ) 5 P AAAE 10 3 B L 4
R IENAE PRS2 S B E ARSI R, e 2
SEPUREA TSR A R XA S 1
A Hbr o B DL, AR SCHE HE Y DOP SR R 5
DTP AR [ 1 MEDE S8 B IR A BE I U o AR 35, A SC
5| A K G 6 B8 (key performance indicator, KPI)
(Guo 5§ ,2018) FEALAT 45 MERE , 8 o S IFAG & H A
(LA 2, 20 25 15 fim PRIE H AR 43 e AR [m] s
T B H AR B B2 IR b B DR AE RS I St R rh 4
H bR B S 4t

SR, DTP 5 Mg 4t 3 W 8 19 4F: 55 1k B 48 b
KPL, 411 B #5460 AT 55 o 89 7 29K BE (average preci-
sion, AP) AL XERE . SOUL L st
FHAT S M 24 A (51 an e AL 1Y) 25 a) 3 2t i Ak
REPE ) T8 R B = 2 AT R TP O A 2 Y R
RAGIR , X F B HHA A TR REHE AR Y KPI
E X HI, T BN E T 2 B sk i
BT SE R b ot

R A SCHR T AT IR A AR R
PR B HAROLSR AL o AL i A4
SR IGAE AR R v 8 3 — Ak o7 FE AR Sy G B B 85 96 B
KPI, AR 4 A Ak PR ME AR B2 2l 25 B 4 e AL, Y
Fe—A ST LU ARy, SR B ARDCHAEE K, 5
AR DU 85 ; S 2 W R A, B AR P Ak
TR A T2 AR B Y A A B
2.2.2 KHEVERESE AR KPT

TEXSHUREA A i A b A SO T — M6
Z2 AR pR B S R R, X (9) R, B,

6 T 41 5% pR B i B (A AR 8 R sRBIURT R B R
PRIER . L A AL A SR I AT 2 I Y AT 9 AL

R UR % AR 57 2 i 45 40 R 0 ) B KN, Ik
TV — b A 3 T F3H 5 SR Y B BIAE Sl KL, 26
r R IR S ¢ UGEARIT 100 1R KPR Ry

(1)
kP10 = L
r zLEt)

o, LSR5 r TR TSR ¢ AR A B
SR T A PR B A v R 3 S BOR A
ASAR Y ) B, AR SCH 1AW Bl - 2L X KPT k47
AL, HHTR A KPS A T RT— A I (e 5 Y
RUTHEAE, =l
KPIV =B - KPI'"V+(1-8)-KPI" (11)
X8R R B(HLB = 0.9) T V- b s 5
5 YRR 1R MR, DO 4R AR R R e e S
S,
2.2.3  FET KPR R ZE A i WAL
Sk B 5EO6F PRIME H FR A0 G B, AR S0 AR SR
2% (focal loss, FL) (Lin 25,2017 ) i SR /B b —FpaE
1 ShAS PR AN, 0 5 Ak H AR STk, 39 s
RUGE U 1] R ME B AR BUARE Y 77 o S ASAEE AV AR
IR A KPT A 35 W RS, By
A=A (L p- FL(KPIY))  (12)

FL(p)==(1-p)"log(p) (13)
Arf,u=0.008 HEEHHAF, 0= 1.5 HRES
B, p M (10) A (1) B 45 56 B 97 548 b
KPI, A A B 28 AR S Ag ik 4G o S 2k 19 b
il [ A 2% PR BN 5 VR A ffh 22 7, D R R A
PN F 7 O/ INE 81 o U AR SO T e X
AL, 24 8 H DX TR fioh %2 DR AL LA
A= clip(X s A ) (14)
S elip (+) by i i AT, B 25 5K AL S5
BT 2 AT TN o AL AR O B AR AR R AR TR H
B U543 T 52 W) 19 [ R, 3 DR o 1 2% 5 S S0 A
FE IR TR e . e il oA B
e g S (9) h & HAR SR E S & A
ST VAN
2.3 WEBRIMLKEE
ARSI POREAMAAT 55, AR e —2RHA

(10)
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TR, B, BEN, EA, TRFE, =M/ HSEHRMEREINRLITR FRAL T E

B LR PEACAT: 55, HAZ O 2R B < i 2B ALY
XFHUHIL Bl W™ Ak R 75 S BOE R AT AT 30N o i
120 (9) SKARHETD m , 15 50K A HE LRI 3t 1 HTBEHLES
J T [ (stochastic gradient descent,SGD) 5k I H AR
T A7 2l i Y BE BLES FE R B (stochastic gradient
descent with momentum, momentum SGD) (Zhu %5 ,
2023; Wei 5, 2023a) , {H X 8L 505K 10 BT 9 2 2 1H
] A HRAR A 5%, VBRI nT 74225 6] B i A% 50
SR, TCAT R T E LY o 37 5 rp B 8 HHARACPE SR -
— X LA A B A R IR R A R TP S
AT IR S 2R, — HUR AR B AR T 1 5 A
S BOmATRLN, B T A R B EE R R
Bl 7 53 R AT H 55 A AR 36 T BERBEIRE K 5 k)
HSHO A RS ; IR SR A T ik 2
PRI, T 2 A X B AR 2k pR A R s AR R,
FARACTTAL T B ARy BB e AL, 7™ PR ) 1 e 24 A
)4 R i .

AR LA T, A SO REAAT: 55 thos B A
DAk Ia) AT M b 4R s SR B AR . iRk
FIA G XHUREAE AL 75 2K 5 B 3 B R B L, B
WA TR T BT HE R LA T i 2 SR JEMERE . B AL
A% DI RETE T 24 BT IS 1Y 25000 B9 AT A7 3, 6
MR S5 [ ] 47 4 P B2 e il B R L L DA T A R
AR AL rp g — A v [R] ffp 49 A il S 2 TR AR

BRI %07 il A 7 B B BOY T RS
PGD (Madry 4%, 2018 ) 5 A 2y i S2 PR W, 38 £ AL
W B 5 A S i il 52 B 2 AR AL ot R A
Al b, A gl i AR £ B P s g
GRS KIERAT 1 . M TR G sl i R [
SE A 14 i s AR R PR, WU S A 12
FAETE T D5 S R AR & b Al kAT e
W G PL A Fe, AT R T8 Jm) R B2 1 e 21
Wl , ek G DR Bk P 3 21 S B HE D 45 g g 2 5 43¢
AL T — PR A U X R R g X 2y s
] ) AR BB . S IC A R AL b S R S
W (%) S L, 3 0 R R 2R R A B X T
FROESR B R4 A A SR AR e P . B pLHI
PRIRIVE T, e DR R i A RS 1k (4 [RT I, R £ 7 15

TE 3l BN AP 06 BE T BERE 2 b, 1 e iy

I B B ERAE B Y TR m, VR 10K BRBC A6 B2
TV, LB K g, ZECERERRIn 25 Z,,
HAK R

Z =1, (m, +nv,L,) (15)
K g =0 1N K I, () WEGEEAE B4
B BAR SN0, 1] HEMEAE NPT s
JEWR D RSB AL E 5 A A E) & RFRLH]
P R E . TR IO BRI ki
ABEFE B W D s BB R D, 5y
AT (Z, - m, )& B3 & R4 o A T InA
B AR RS TR i D, AR

D,=aD,_, +(1-0)(Z -m,) (16)
K, o AACE ZE, BUE 0. 75, P88 Dy s #5524
AR ) DT ERAY

FEARAS A TG BRI & D, )5, T 2
INE Y FFERD m, 1, B 5K B G S i 4R A
FHRUC SR [E AT AT 0, 1], DAY A= Jlt B 3 I 1 4 %
m, ., B H

m,+1=H|0J|(mt+D,) (17)

AR SR H ) A T AR P U  h n
BT 3 A H bR Je 9 5K 80 10 28 40 %k B A i Ak
ik

BN T BRI S5 RHER T3 AR 2R
8, e KRB KB T, XIS m, , B2 bR B A r A
PRI, IR S HCR A B R D,

i A XS HUHERS m

DRI - BEALAE 500 5 RS m,, 8325 PR
S r MR IAE S 1 RIEARSEA, B D7 s B
wD,=0;

2) 3 2 BFR AL 2 R L, ;

3) W AL TR R m, . TSI
Bt i Z, =10, ((m, + nV,L,); G20 (16) T B
JEHH D, B A S m,,, = T, ,(m, + D,);

4) BhA BARE SE AR W BB 5 R A ALY AR
= (10) F =X (11) 315 KPIY: KPIY =B - KPI' ™) +
(1-8) KPIO; St 25 AL TR A A = AU
(1+y - FL(KPIY)),

S)IEAR AT A B 1) —4) TR, i H e &6 Bt
i m,.
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3 £ If

3.1 HBUIEENEA

Z% 3C f#i A} FLIR ADAS (advanced driver assis-
tance systems) v1_3 o F ZHAGAE (AN TCHRFIR UL ,
B IR S A D B A S H bR ) o g A
LS 10 228 i BN TORG AibR 7 I D 40 AN AR
WA N ATHE JREMR 428 Bbr. BSRE
S A 3 S A R B, i FLIR Tau2 #U54%
(13 mmf/1. 0, /K437 45° , 3 H A% 377,640 x 512
182 NETD < 60 mK) o X A7 ARG IAT: 55, A SC i
B AT ABRZE R 9 900 i A SUREA , IR Al 254
AR AE o I R 4E 40 5 7 873 MR %, 4 £
2 027 g EHE, FHK I h e S gk I 2] H AR Y
FUG B Xt i B ARAEAS

B UE AR SC O iz AL Be ), iE— 25 7E FLIR
ADAS v2. 0 1 LLVIP (low-light vision infrared paired )
P EE 5 F TR, Hir  FLIR ADAS v2. 0%k
PTG AR ST AR R A RS 1 2551
X103 R I 248 878 i I 4E 377 R 5 LLVIP 54 4
SIS AR B AT AFREE A BOREAR 5 004 7, AH
R4 RN ZREE 3 503 i A AE 1 501 1@
3.2 LWiEE
3.2.1  Hbrkamg

6 F B By B K A5 A4 YOTLOv3 (Redmon Hil Far-
hadi,2018) . SZEG 1, 4 18 YOLOV3 i SC 5 2ok, H:
i A ES 5y PR G — S i E 416 x 41612 % . i
YOLO ‘B J7 $2 i) 11l ZrA T, I 7 A S 2 114 X
e LA E RN SR, IR AR TR £ 31| 5 A 5 )
AR LAY S B SR BN T - 7F FLIR ADAS v1_3,
FLIR ADAS v2. 0 FI LLVIP Yl 24 -, 2045 4 5
iAF 95. 28% .92, 34% F197. 21% ; 7 XF Wi i 4L [,
SEEAHE FE I A 92. 13% .90. 44% F1196. 56%.
3.2.2 X

T VAR A SO I AR AR SCHE BT 3
5 IR B B s (state-of-the-art, SOTA ) #£47
T b sy, AL T &Ik U7 vE AP (Wei 55
2023a) LA M J8 &5 Yoty 7 2 HCB (Wei 45, 2023b) |
AdvIB(Hu %% ,2024) . AdvICRS (Jia %5 ,2025) . fE4<
SCHIT IR B A RS B I A AT T G — AR L S
5o PSS, i TS B S I R AL b

BHEFEARTR], X L IFAR Ao B AAS SCREDL i F )
Pl b RE B (18 7 1 ATP(Wei 55 ,2023a) 3256
ZA 5SS AT . A SCHRE T
M & B mg , B Ha SCRPEAS M .
3.2.3 LEikE

AN S 56 78 B sk NVIDIA GeForce RTX 3090
TR XA A BRI ST 5 e
Sk, B LA 100 25

Kl 4(a) BeoR T ) BRI S0 50 B i 45, A 36 14>
XU f3] AR AL 1A = B DL K P 4 K
AR SCAE FH BELARGERE A A A8 G b4 RE () Bk S 56 v
BRI B P2t 2 MR A TS PRAR A ), KT 4(b)
7R T FH B AAGE e ARG 308 T 22 AT N Hrw,
HAELLAMANL T AR A AT, HAT AN B Lk
DRTAITE . BT B S 00 o I s b RMR R AE S
LN 0, X5 1 P4 2 A RHE B8 AR L v 1Y) e AT 8 S
M 13

B RS

pedestrian 0.95

B

0

(@ TR (b) PRI
B4 RS U A S AN LA R

Fig. 4 Experimental devices and heat insulation effect of

thermal insulation materials ((a) experimental equipment

(b) influence of aerogel material )

3.2.4 iTfhifEtR
9T BT BN R R AT ARSI A R A
SCR P IUEAME bR -~ B0R5 I (AP) 5 BUt s 2 3
(attack success rate, ASR) . APl i 715K fE—4
[ pH 2T 198 T AR S B ) S T X ORE AR - 18 R A
AE , BUE R W] TP 858 s ASR e SCAAE T
A rh AT B AR A I B AT N SR E N R, it 4 Eh
Jo B A BEAR T BRI 0 2 7 i ST o L. ASR
Y]
ASR = 1 —]IVW:F(y:,U.) (18)
0 ¥y <05

F(y:bj):{l Al (19)
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Ao,y 2 B AR AS DU 9 4T S R A A H
T 0 G I A B o B I S A DU 5 L 1
H0.5,
3.3 XRERSSH
3.3.1 H5ERINERX LT

R SR A ST VR I B BOR RNz AR RE T, A
5N ASR FTAP AN FE IR, B AR SOk 5 FE i
POE TN G T Rv i Wl S S P 2 NeA R 4 €15 S wkvi
32, f2#% FLIR ADAS v1_3.FLIR ADAS v2.0 Al
LLVIP, SE5R 25 R a0k 1 s .

SR AE RN AR SRR 2 A LLAM R AR
o R R o O R Y S P R T SR T AL Rz
fEE ST o P )RR F] 75. 08% , B fe A
PRI RG RS FEE - YA E A 36. 18% , 34 & T iy
Boo XS5 A VLR TR SO TR I SRR AR

Pk

AR B S SE I 25 Ok - 5 Tk AP
(Wei %¢ ,2023a) \HCB (Wei %5 , 2023b) , AdvIB (Hu
%,2024) L K AdvICRS (Jia 55, 2025) #H Eb , AR SCH
PAE A IR B e 42 [ ASR A1 AP P51l %
Moo FEBIAR SOy Bk H AR A I 48 04 T3 d5c M A 5K
R 78 AR 5T AR Y 5 B 4 FE #K i 1 LLVIP £
WA b AR SCH AT RE AR5 5 34 73. 58% 1Y K i L
D gk — el T HAESZ BN S h g
3

ST LU b R T AR SCRT B i ) S B AR
S AR T A I URE AR ARG X L &
A LA AR SO VR AR B sl AR i Xr e sl
EOEMIUMIRAR , B E R A seei: , 3t sh
INA ARG B ARG H

F1 5EXRAENERITLE
Table 1 Comparisons with SOTA infrared attacks

1%

FLIR ADASv1_3 FLIR ADAS v2.0 LLVIP SEHME
WiRis HARKAE  FWE

AP ASR AP ASR AP ASR AP ASR
HCB(Wei4#,2023h) Ba SR 4640 63.53 49.66  60.61  51.35 5944  49.14  61.19
AdvIB(Hu %:,2024) Ba MG 4328 68.69  46.87 6437 4293  66.64 4311  66.57
AdvICRS (Jia%¢,2025) B XSGR 37.16 7143 38.44 7056  41.66  68.71  39.09  70.23
AIP(WeiZ,2023a) EF XM R 36.94 73.56 41.67 6827 4225 6743 3931  69.75
AL M XA 3343 7751 36.86  74.14 3825 73.58  36.18  75.08

T L R RIZe PR B 3R A S L AR S

PHEEA

=

5

Examples of adversarial samples in the digital tests

Fig. 5

o

AT ERCF B HUREA R 71
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3.3.2  fbantERET Rl S

R BEAS SO B B AR AT E X T A S
2y A IA) R ) S BRAE T, AS /N AR SCH H A L
H B A A T A% G2 T 2 A AK 7 12 SGD (Rob-
bins fl Monro, 1951 ) .Momentum SGD(Polyak ,1964) .
PN 280 07 R 2 5 o B BE R B (Nesterov accelerated
gradient, NAG) (Nesterov, 1983) . H i W i 1 T
(adaptive moment estimation, Adam) (Kingma #/1 Ba,
2015) DL KA L3R4k T 7 PGD (Madry 55,2018 ) £
[i] 7 4012k SHCEE A b SR T IR R SE IR X L SEER A
mFE 2PN,

PN 2 SR T LAF Y, AR SCH H A WU 4%
ARSI ASR H 76. 60% , Bk F A4S . X
PUREAE S P AL IR E] Hy 14. 46 s R AR B AL
TEIERT TR HUREA A iR A RARAAT 55 ] LA
R TC 249 o 5 1 1 v A 2 [B] P IR RR R L DA K
B —B5E PGD J7 VXA ROk B 43 1) 3k B2 e o, 3
o By IR A B SR 4 O ) — SO, i i A
2 R Ry R L B R TSR T B oA T B R

*2 HERGEMAFFENHBERITLE
Table 2 Comparison results with traditional

optimizer methods

ik ASR/%  WAl/s
SGD(Robbins £l Monro, 1951 ) 73.56  10.74
Momentum SGD(Polyak , 1964) 73.56 1642
NAG (Nesterov, 1983) 7264 1574
Adam(Kingma 1 Ba,2015) 7538  10.33
PGD (Madry %,2018) 7477 10.80
WEB AR 76.60  14.46

TE IR RS R & 9 B A4 2R

3.3.3 AR

J T B AE AR SCHR H ) DOP S s 5 XU $ R4
A () 25 BT P AN X AN B i A T
TIHRSEE . SR A A L g shw LT Y PGD fL ik
Ty AR ARAR SCHRE H 1 LB 43 5% 0 A B LA R [T 52 AL
H7 LAE DOP B PPN FE bRy ASR FIXF BT A%
AT ], IR AR 3 PR . R 3L
Wb, a5 A AL gt sh AL % PGD i i AR 1) 5L
LA, AR FH DOP Al ASR M 75. 08% 42+ &
76.29%, [F) Bf & 25 47 4 A Ak ik TR 22 9. 13 s, K]

DOP R 1 [ 38 i ] B 453 2 AN F ok 44 B 40 Fic 9 U5
PIIIEE Y5 g8

MAUE FDSCE B2 AR A S i R AT 3T 4
B R 5 B AL B A 34 % 14. 46 s, {H ASR £ 7+ =
76. 60% , 7% B F 52 Bk RE A AR R s i), Y
DOP 5 WUE B A ALk U [F] TAE R, BUS 1
i) ASR (77. 51%) F1 £ AL B a] (10. 38 s) , #5 1 DOP
AT RCVR AN SUE 85 O A SRk i TS AR R A, TP
S P R 3 BEORONT , Fe 263 JORG BE 5  EE  TR) 25 Ak
Hir.

R3 HBKKER

Table 3 Ablation experimental results

Wiy MR

vob s POP ppqers. ASR% A
! oo - 7508 10.80
v - J - 7629  9.13
- v - J 76.60  14.46
- - J V 7751 1038

Y & NI =43 3 R R A P87 7 B SR

3.3.4 WSS

FPEAG A S 1) 2h A BRI SE 9 R sl i 214k
XTI Fr AR 7 0 45 Fh 32 ikl 2% L i Yoo 4
PE AN R AR SO VX AN [R] SR A A6 T 2% , 045 SRy
BE K I #5 A YOLOv3 (Redmon A1 Farhadi, 2018) |
YOLOv5 ., YOLOvS (Rejin 1 Sambath, 2024) ; ¥ By Bt
K M 452 7Y Faster R-CNN (Ren %5 , 2017) DL &2 DETR
(detection transformer) (Carion %5 , 2020) #1725,
WAL TS FR 0 AP FTASR, SEERZ5 RN 4 iR, Wik
T ARSI R FREB 3 2 A U 25 ) B e

MR 4 SEER A TR UE AR AT M e
JIT AT ARSI 25 ZE M4 A AP (E 338 5 90% , 22 B
SEAR R A B HAG AR SR KT RE T) o AEAS SOOIk kAT
Wi, 4 R 2 B0 1 AP 2 8 B0 0k e =X
[ Bk ELAT o ey B 3, R WAAS SCHR s i i ik
HAW Rz ALaE ) . BARKE X T YOLO #741
Fl Faster R-CNN 45 3 Jii 4 I 2% , 5056 5 19 ASR 3458
i T 74%, Horh Faster R-CNN A 3] T 78. 90%., X ik
WA SO A U AT sl e i A RO O 22 Fh i T
TRBEE 2% 2 R U ASE A . SR M7, DETR #5274 32 30 1 AH
X #5¢ B B MR, G ASR X 38, 18%, AP A ML
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92.33% I K2 73. 94%, A bt T H A A5 78 4k e e
A R Y AP FITFEAIRAY ASR .

XA 22 F Al GEYR T YOLO & 41 Fil Faster R-CNN
o A FR A4 8 4 FRARAE R AT R A R R R I J R R
BBk B R 52k

x4 ATRHYEBEWHRREFEETREY
KMillEE ERSRIREER
Table 4 The results of the proposed method on
dectors with different architectures
1%

) wlo Brili w/ Bk
i &%

AP ASR AP ASR
YOLOv3 92.13 - 33.43 77.51
YOLOv5 91.80 - 32.83 76.16
YOLOv8 94.57 - 37.46 74.45
Faster R-CNN 90.47 - 28.96 78.90
DETR 92.33 - 73.94 38.18

T who Wit RoR TG, w/ Behi s A o, - Fom oty
Y AR b .

ATy B R ING AT e A TR Jy S O
FRAE ST R T4 . 10 DETR AR RRAF $R R0 2% 2
FE T Transformer 11, GEAEHH 7 42 Jm 1 Bl A9 RR11E
WCAHOC Z B MRl G 42 Jm) bR SCRYRAIE R IR X Fh 4
JRy R Rl BB T T AR R R B BT R B i S PR kg
BA R AIMRARE S . WAFE B BT R, 2k
T R b 22 I 245 Ao U ASE AR 1) 5 B S 80 T, 3

x5

BB 7 o XX AR

Xt SRR IC s i BEURME B 5 . ] Transformer ) F 7 2
IR AT 3 R AR E AR DR X, XEAS SOy
P A B JR AR A T SOG2GBS fE
J1, 28T T TP g, i DETR BRI XA 3¢
JIT A I R 2R T A S AT A B . AR T
TR AN S R BIE T AR SOy R AR B R IL
LR B R RS T HAE Sy — i 2 s
H AT B 1. [FIEE, DETR BRI AGAIE ASR
WA T AARMFE T Ui 35S P R 1]
3.3.5 HSEHT

R g e E R TP R Ky S i
B o XPUIG PR BE A S, AR A [ E Bk S8
FEAly b XTI S EGHE AT AR S I L ER ASR il
APHEAR, SLH S5 AN 5 TR .

M S B SEEe 2 T I, 25y 5 o IBUE
XU PEREAAAE R . n = 0. 1A, AN[F] e B
T B ASR AP BN R AMUE s < 0. 1B 2P RN,
S EC R R BOME L AE A B 22 AR B W Sk B o A
fiftsm > 0. 1BF, KK, i FRIE T IR 8
IR BSOS U N U A S R e S e
BER, AL IEr .

R AERK =010, (% o N 0.5 %
0.75,ASR M 57. 75% 542 I T+ % 76. 60% (F AL ) ,
AP {H M\ 53.36% F & % 34. 62% (5l ) . WA LIt
ooy BRUT Py s B T 2 B AR e s AR AR
PEAT R 0 Jrg M A W] B ORRE 1 x4 2k ot T 22 R Y
FAR Y, B S A R AL A

LA

Table 5 Influence of hyperparameters 7 and o~ on adversarial patch performance

1%

o=05 o =0.6 o=0.7 o =0.75 o =08 o =0.85 o =09
! ASR AP ASR AP ASR AP ASR AP ASR AP ASR AP ASR AP
0.05 38.60 6937 4529 6477 5471 5691 5775 53.76 5623 5497 5494 5553 48.63 61.36
0.10 57.75 5336 6474 4326 74777 33.12 76.60 34.62 7508 33.56 7234 3773 6747 41.64
0.15 5228 5533 59.27 51.70 65.65 46.27 69.30 3828 69.00 38.77 6626 4338 63.53 4647
0.20 41.64 6994 4924 58.65 55.02 5493 58.66 5338 57.14 5483 54.10 56.55 48.63 60.99
025 30.09 77.89 36.17 7271 4195 69.35 44.68 6621 43.16 68.81 40.73 70.29 37.99 7223
0.30 2097 91.04 2523 8479 3040 7743 3222 76.63 3130 77.24 2888 8248 2432 8431

VE RIS R SRR T S HEH & T i i as R .
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T (12) FI (13) S 55 o Rl X XTI
RFPEREM SE ), A/NTTERE S8 n=0.1,0=
0.75,8 = 0.9 iy 5Lal -, il tb# ASR 5 AP #5845,
DI IR S E & . BRSEIR S5 R 3R 6 IR .
M6 IR ZE AT A L B o A 0. 503 % 3. 00,
ASR I AP # A 2 IS E TS T Ry #, A2 AP A
EE1, 1. 5] X ], Yo < 1H, B RSHORUE , W)
PETHRCEE VR 0 B S RE H bR R AR RE T, i fifk
iR s o > 1 SEE SR, 5 3 B0 T B
P35 , ZOHAD BAR I TR 3 83k . &
B A5 Ak 355 A5 42 #E 0. 008, 0. 010 ] w < 0. 008
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