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Research on the Application of Intelligent Recognition Technology
for Sensitive Railway Ticket Data Based on Data Knowledge Base

HAO Xiaopei, YAN Zhiyuan, ZHANG Junfeng, [.I Wen,
LIU Xiangkun, SHI Ruijun

(Institute of Computing Technology, China Academy of Railway Sciences Corporation Limited, Beijing 100081, China)

Abstract: To address the data security risks arising from the explosive growth of railway passenger transport
data, the core lies in achieving intelligent identification and dynamic protection of sensitive information. Then,
an intelligent identification technology for sensitive data in railway passenger tickets based on data knowledge
base is proposed. Firstly, a three-level knowledge base of “laws and regulations-industry standards-enterprise
norms” is constructed. Secondly, combined with historical railway passenger ticket data, a multi-level intelligent
identification algorithm for sensitive data is designed, thereby efficiently and accurately identifying sensitive
information in multi-modal data. On this basis, the graph technology is finally introduced to construct a data
asset and sensitive data lineage graph, and based on the topological relationship of data flow, the efficient
propagation of sensitive information labels among related data nodes is achieved. The results show that the
sensitive information identification efficiency of the proposed technology reaches about 217 000 messages per
second in structured data processing, which is almost twice as high as the traditional solution. In unstructured
data processing, through domain knowledge graphs injection, the F, value of sensitive entity recognition is
increased to 91.24%, and the context misjudgment rate is reduced to 5. 88%. The accuracy of text extraction
and sensitive information recognition of multimedia images reaches 93. 71%. This technology can significantly

improve the accuracy and processing efficiency of sensitive data identification in railway passenger tickets.

Key words: Sensitive data; Knowledge base; Railway ticket; Intelligent recognition; Label propagation; Lineage
graph
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