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Research on aircraft control system fault risk assessment

based on hybrid probability models

SHI Tongyu, GAO Yi, WANG Yantao
(National Key Laboratory of ATM Operation Safety Management, Civil Aviation
University of China, Tianjin 300300, China)

Abstract; To address the flight safety risks posed by faults in aircraft control systems, a composite
framework for fault risk assessment based on IRPN was proposed. This framework comprehensively
considered four key risk factors: fault probability, severity, detectability, and risk damping. First, system
fault modes were deduced bidirectionally using FMECA-FTA method. Second, human and environmental
factors were incorporated, and a Bayesian network approach was employed to construct a hybrid probability
model for calculating fault probabilities. Third, fault severity was categorized into three evaluation
parameters, which were comprehensively assessed using the Analytic Hierarchy Process and Fuzzy

Comprehensive Evaluation methods. Next, utilizing resources such as pilot quick reference manuals and
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aircraft type design manuals, a criterion-based reasoning method was applied to establish detectability
scoring criteria, allowing for a more scientific evaluation of fault mode detectability levels. Finally, the
FRAM was introduced to define risk damping coefficients, characterizing the propagation of risk during the
evolution of fault risks. The computational validation was carried out with the case of jamming failure mode
of aircraft flap seam wing actuation system. The research results show that its IRPN assessment result is
158, which is in perfect agreement with the actual operation. The validity and accuracy of the failure

composite risk index calculated by the IRPN composite risk assessment framework are confirmed by the

failure mode example simulation and the real verification of unsafe events.

Keywords: aircraft control systems;
priority number ( IRPN) ;
tree analysis( FTA) ;
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Fig.2 Framework diagram of risk evolution analysis based on FRAM
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Fig. 6 Network analysis diagram based on FRAM model



424

I GE T4 L TR G LR B RALERIN R el e XU T - 19 -

F, ATRE MR B o 5L 3R ) 30 e g sk i
BT AR BHJE 0N, BV TR0 32 31 1 38 s
UEB BEEE ] B R REGE N o 0.8, Y F
O [T e i A A o U Al A e il 128 71
TR SN A2 TR, B IA S 7R B[] Ly
UK REL ap R 12 MG AR, 2 F (A
AR R KSR IE, X Fy B MER A BT R,
A BRJRAE A, BE PRSI R RN o, =0. 8,
MR WS REAR LR < TCRE M BORRE T R F
TR0 v W ) 5 A 0 % 97 P A R R R R B
a,=1Ffla, H1.2,

WL BRI FRAM ALY HETT 434, 718 AN TR
R B A 45 114 XSG BEL G 2R 50, 7 1 4 3 < L o
KB ¥ TE B[R] RS BE B 04 T B8 R AR 1 43 1k
Q. =2 F1Q, =3, WRIEARERIEBST AN
AR BELE 2258 D 43000 A (P A8 AR 38 2R 49 St o
R 1. 015, #aaa R BHAE 267 S it 2 B 7 il by 2. 184,
PR s 3 R BT Sl & B i b 3. 694,
3.5 #RBVIE

Sk BRI F o A P R R R S B
T HEAT X A B, 2019 AR SR H AL A S K
A320 KHLZEPA T V0 28 g s AU BRI IE T B B vhr , AL
AT — AR T s, 7ENES 1+F
(Mg 3R R IT A BE) 1B 2S5 0 Bk i B2 b KLY
HEHE AR AR BRI IES, A% RPN

DA AR, KR SE 50k 36, R i Ak
H A AR KA 3R G TRPN 5 IR 25 6 PP A
2 R e IR i, 25 R R ) i R AR (W =
3.34x107, 4545 3) JUEAEE (S = 3.752) A K
MFLRE (E=3.8) LK Dy REAS R (4 5 2000 5 BUX
RrAL R XERBLIE (D = 3.694) 1155443 IRPN
H>4 158. 00, o7 X 4 it Ay 32 T 5 Bl , 33X — oz % 4 it
GYBRPAT T G — B e T AL R

4 &

1) Eit454 FMECA Fl FTA 7 09 XL #E 2
BRI BN, $E AT AR 3R 35 K 25 0 5 M AL 4%
Mr, BT T BB RS AOAS A X R O vk
WCHE T ARG e PR DA 72X, Sk 2R GE BB o B A
T — RS AR R R T

2) $EH T IRPN A9 R XU &2 G 22374k
FRRY  EAL G i KU 2 B (ANl e A 30 ™ o 78R
R ) Feaih b, 51 AFEF FRAM A9 XU i AL B 6
X7V RE S TE AR IS T 1 B XURS: FHL e &
B, A SOR AN AT R KU AR AR AL AN I, SR KL
B A R TR LA A T A

3) 3E AR 2 Y A BRI 2 4 S
SEHSUE  UESE T IRPN &2 & U D1l A 22 15545 5]
PR B 2 DRSS 18 50 114 A 3550 1 R A M, Rl oA Rl
AL e PR T XSS TEA B (AL RS At

2 % x

(1] T=58.BFEE EFNERIERLSILS TN ] PEZERNZFR,2020,30(5) :33-38.
WANG Yantao, CHEN Guanming. Short-time prediction of flight operation risk based on time series models[ JJ. China

Safety Science Journal, 2020, 30(5) . 33-38.

(2] T=5.ZT2R,.0HY. EF2ESEENERINMIDaIXMIIEREL)]. TIERF SR, 2020,42(12)

1664-1673.

WANG Yantao, LI Jingliang, GU Runping. Flight operation risk prediction model based on the multivariate chaotic time
series[ J]. Chinese Journal of Engineering, 2020, 42(12) . 1664—1673.

(3] GUL M, YUCESAN M, CELIK E. A manufacturing failure mode and effect analysis based on fuzzy and probabilistic risk
analysis[ J]. Applied Soft Computing, 2020, 96. 1-12.

(4] GRFR,NER, &R, 5. 2T S TOPSIS-FMEA 8Y %41 IDG XEIEN(1]). RATRSHBFEAR, 2022,

44(6) . 2060-2 064.

SHI Xudong, CHENG Boyuan, HUANG Kun, et al. Risk assessment of aircraft IDG based on fuzzy TOPSIS FMEA[J].
Systems Engineering and Electronics, 2022, 44(6) . 2 060-2 064.
[5] §I&ER,I\RE, TiEik. EFo00H FMECA-FBN ] ER 8ViBIN DBEWANKITGLT]). ZESHMIETE, 2022,

29(6) . 10-21.

XIE Lugiang, SUN Jiachen, WANG Haiyan. Risk assessment of bauxite maritime logistics based on improved FMECA-
FBN and ER[J]. Safety and Environmental Engineering, 2022, 29(6) . 10-21.



hoE e B o $35%

- 20 - China  Safety Science Journal 20254F

(6] =i, XITE. =MEBXLIIEH T CHBBXMMEDAN]. TENZFER, 2023, 45(10):
1759-1770.

WANG Yantao, ZHAO Xinyi. Advanced warning method for aircraft landing risk under air-ground data real-time
transmission conditions[ J]. Chinese Journal of Engineering, 2023, 45(10). 17591 770.

(7] SR IVEH. R BEFRBFREANRA WIBBXRMETSAL]. MZBFIR, 2017, 38(10):
155-163.

GUO Yuanyuan, SUN Youchao, LI Longbiao. Failure risk assessment method of civil aircraft based on Monte Garlo
method[ J]. Acta Aeronautica et Astronautica Sinica, 2017, 38(10) . 155-163.

(8] H—=.B8%,25.,5 FTA-BN THZBEANESHEMEROMPONBELI]. LSRR, 2023,
23(5). 1361-1367.

XU Yimin, TIAN Mengying, LI Zhi, et al. Analysis of influencing factors of airport runway incursion accident based on
FTA-BN[J]. Safety and Environmental Engineering, 2023, 23(5). 1361-1367.

(9] APPOH F, YUNUSA-KALTUNGO A. Composite hybrid framework for through-life multi-objective failure analysis and
optimization[ J]. IEEE Access, 2021, 9. 71 505-71 520.

(10] LI Jun, XU Huibin. Reliability analysis of aircraft equipment based on FMECA method [ J]. Physics Procedia,
2012, 25. 1816-1 822.

[11] CATELANI M, CIANI L, GALAR D, et al. FMECA assessment for railway safety-critical systems investigating a new risk
threshold method[ J]. IEEE Access, 2021, 9. 86 243—86 253.

[12] FRA,ERIm. FMECA SR RREMNAIM]. IER . EFTIVHBR*T,2014; 58-64.

(13] HOLLNAGEL E. FRAM. the functional resonance analysis method: modelling complex socio-technical systems[ M ]J.
Aldershot: Town Publishing Ltd. , 2012. 101-106.

[14] CARVALHO P V R D. The use of functional resonance analysis method ( FRAM) in a mid-air collision to understand
some characteristics of the air traffic management system resilience[ J]. Reliability Engineering & System Safety, 2011,
96(11). 1482-1498.

(15] ERF,ERX. EF FRAM VERZERWLZZIRBFXEEDHLI]. PERERNZZR, 2023, 33(5):
88-95.

WANG Hanyu, TAN Qinwen. Semi quantitative analysis of safety duties in confined space operations based on
FRAM[J]. China Safety Science Journal, 2023, 33(5) . 88-95.

(16] BHRTF, DER, BFN,F. BEFUEDERROIAD sSPo XKDEKHAR. [1]). PELZERFZR, 2024,

34(6) :29-38.
SHI Tongyu, MA Yusen, CAO Yujie, et al. SPO risk evolution based on improved functional resonance analysis
method[_J]. China Safety Science Journal, 2024, 34(6) . 29-38.
EEEA: WaF (1988—), 5 WALKE DA WA, PR, 32 F Rzt y MU
PEWESE . E-mail : tyshi@ cauc. edu. cn,
=, o

i



