H36% H2 M S N T Vol.36  No.2
2026 42 H China  Safety Science Journal Feb. 2026

R AR AR, RSO, B, OCHEILAIN B 22 4 BEIRC AL T ST 0] vh [ 2 2272741, 2026,36(2) :218-226.
FE 5| A& HUANG Jicheng, CHEN Wenjing, JIA Nan. Research on security resource allocation optimization of critical infrastructure[ J].
China Safety Science Journal,2026,36(2) :218-226.

XEEMZELERBREMLUAR

AR, HRLH " s, WA
(HFEARAZKE AR %L%A%K, L 100038)

TED S X956 STERMRAGAS : A DOI; 10. 16265/j. cnki. issn1003—-3033. 2026. 02. 0519

HEESWNB . pRERESIRHFWSBEETR SR ( 2024JKF03) ;LR SRSFESEHREN(21JCC108) ,

[ E] I REXEEBAELLNRRENSERSARYE, BAER T EELL2RELR

P 5 R e T T N R R, TR #6 (PT) (B F N1 7 7] B (ASD) #7 Stackelberg 1§ 7F 2

W o EK SRR LA TR ERMAE, &k, B WHE ASD-Stackelberg 1 78 £ Al 5k A7 % 42

Hab % N LA RIFEN A E MRS ; 0k, 5N PT # b2 & J B R 7 o9 A IR MR, 7 2 &

Rz A FFERNAE; &G, AR ZH RN ECATELIETR, EREA AR THAZRE

Bk, XPHEEARENERRERE 7 £, E9EZ 0 BERT R ER; 25.9%, A%

BEHBEERRLLRBERNE, RERIEEHEAERBRAEE F E Al AR ES T, B2

ERALZLG T TEHEARE MMM,

[X@iA)] XxeEXEaikn, ZX2HFEEE; WEREL(PT); WFANERFIE(ASD);
Stackelberg 18 75 15 A

Research on security resource allocation optimization of

critical infrastructure

HUANG Jicheng, CHEN Wenjing, JIA Nan
(School of Information Network Security, People’s Public Security University of China,
Beijing 100038, China)

Abstract; In order to improve the rationality and effectiveness of critical infrastructure security resource
allocation, and solve the shortcomings of traditional methods in the balance of security resource allocation
and protection effectiveness, an optimization model of critical infrastructure security resource allocation was
constructed based on PT, ASD and Stackelberg game theory. Firstly, the ASD-Stackelberg game model
was constructed to solve the optimal spatial allocation of security resources within critical infrastructure.
Secondly, the PT theory was introduced to describe the bounded rationality characteristics of both attack
and defense sides, and the optimal security resource investment threshold was determined. Finally, the
nuclear power plant security system was taken as a case study. The verification and analysis results show
that compared with the traditional empirical configuration method, the optimal resource allocation scheme

output by this model has significantly improved the overall security effectiveness of nuclear power plants by
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25.9% , and can accurately identify the optimal amount of security resource investment. This result not

only confirms the effectiveness and feasibility of the model in solving the optimal configuration scheme, but

also quantitatively establishes its significant superiority in enhancing security protection capabilities.

critical infrastructure ;

Keywords

intrusion sequence diagram (ASD) ;

0 3| &

] % 114 X Sl 8%t — L3 % 401 3 kI g
0, K X B 5K 2 4 At 2 Bk S R MR 3T
di, KREMAILZ B MER R, BRH X
B N RTINS 70 i & oy L % L 2 S
TR e H R, 20 2016 4F | 77 6 58 /R L7 Al b 2k g
YEZR ) 52019 47, V05 BT 55 4 i i it 7% o =
PP BRI PR BU T, A B A
B AR AR R SR LRI ) B AR BE T, (o G A
SER A B R 2R N LR S A I
SRS /N BB Y R R 1 A D Y
[)

A B b RN 2 4 IR AR R 28 o
T B R s AT R R R 3 R
1M, 2 TR 2R 8 T 3R n) i) i D 7 vk
MAJOR " B 2% 16 36 5] AR 28 o 15 ¢ 4 5L fil
Wit % 4 IR B 9 b, A A R i 32 38
DRV, & B0 PT 3 2o £ T3 B T 2 ok R Ak e 4 9% Y
B, GORDON'" il it # 37 H it e iR A7 | i fk
TR TR R B bR & sh 78 T R, K
it H b 2z 28 T 0 e G4 22 4 B U5 1Y) T ORI
FENG Qilin 45" SR JH DU i 25 7 ik | 45 & KUK 1
BRI BFFE T 3 TT N 22 A0 ) T I o A R i 2
A B2 A IR A BC IR B, CUT Yan 450 F gt D1t
Hr 2 AR B AR TR AFF 5 I A8 1 R
ML, 2k RUBS: PP A AR Y SR R, 158
BOEE T %2R A, W mE" KT
Stackelberg {HZFHE N7 I 542 4> B I B2 A AL | 38 aok
B AL T VLI R 267 11 a2 B 4k $2 T
TFHIRAOFABOR, EREE " 5] AHZES
SEAR B —Fh 2 R A A 7, W <A T B
HEAT B HE Y |, 418 e 4 42 e VRN S e B T v XU
B R TS RGN RR R M, ME IS
PEG AR K, I 22 s AR (F S
TR ORI SR SRR 5] A 28 42 W TR I
g SR, MRTF IS AEAE LT LT TR . OB
AWK ZE ARSI BB B s &5 4T,

security resource allocation

adversary

prospect theory (PT) ;

Stackelberg game model

RAEFE T KRBT B S s, 5 B 4 BT IR
BRCEA RN QB BT N A2 H
s e % R IRAE 2 A HARZ 81 HY 73 ; T
e 5 — BRI 5 b S e PR B0t R BRI
(O FRIXE . BUAT 14 TR A A B s ) et 3 R B Al
TE DRSS 2 0 B AY  (EAE IS T, el X7 T
TR s T AR 4 X HME AN B4R 2 T BE ST AK
THARP BRI (B 09 42 4 58 U5 26 R XU, 3 fefi 15
B LS A AR A ]

YT BB I — E AR O B Rl RO 1) B
SEAG O, 45 A BF AR IF S IEl (Adversary Sequence
Diagrams, ASD ) Fl Stackelberg 1# 25 316, ¥y 7 56 4
LR RN 22 ATt PR IC B AU AR | 5803 K AR B
FEATHC LAV IRAY SE s 3, D01k 5C S BE flt i it
N R Y 2 4 e IR IC & 5 R A, 51 AR 5 338 ( Prospect
Theory, PT) , %5 B N (AT BRIRIEAT Sy BEAUL L B X5
AR IREEN TR AL R 22 R IR B 5 PRt
BRANIHIT G iR R T, 30 e A B i Wl 47 1 A
P, DU OGS BE A0t 22 4 W R G B o S A
R

1 B—BiHRRIPFREFEBE EH
ik

RO | % T ) 25 S i R il 15 it A A S 7Y
“EPHE S HAR” R 5, R L R
TET AR E R B T W B R Bk RN
AL 0l 1R

Tk AR AN (AR BRI X)) AR 2] 56§ 5
il e A (A0 DX ) EAT IR, T O B R i 15 it 22
SR BN (B ) AR Z 28I, AT
ST W 7/BE 8591 IR I1E S NS W [ W i e
AL e  NAT I8 5 B0 By 5 9 AR R A
IRtk B G B X 28 22 R BT IR B fc i
(2 A= B PP OR RSO e R R, O Tl
R B TR 27 A B DR B AR R DBk
LG T SRR B R L IR E BT
FEFR W] Wk AR AT TR 80% LA MR B,
QUi #F A UG A4 5 D R bR 2



hoE e B o e

- 220 - China  Safety

Science

H36%:
20264F

Journal

FEFRAH X
Pl X

e N ) —

ZSalrs

J 5 el 4
B X

Wrim) @

BRI Bz

NATIEE

2PN |

JE 5 A

JA 57 el
1 XEEMIEE4EEHLTE
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critical infrastructure
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diagram based on ASD-Stackelberg
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Table 3 Security resource configuration of each security

node after optimization
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Fig.4 Path costs for attackers using different strategies

before and after optimization
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Table 4 Optimal security resource allocation and shortest path cost with different security resource inputs

FWE Z+z Xy ) X3 Xy Xs Xe X7 Xg B
S0 800 157.0 165.0 169.0 25.0 56.0 25.0 32.0 169.0 214.0
Su1 880 183.9 188.0 188.0 27.5 27.5 27.5 49.6 188.0 238.0
S 960 200.3 205.0 205.0 30.0 33.2 30.0 50.8 205.2 259.6
S.s 1 040 214.3 222.1 222.1 32.5 52.0 32.5 42.4 222.1 281.1
Sua 1120 219.8 231.6 237.3 35.0 78.7 35.0 45.3 237.3 300. 5
Sus 1 200 247. 4 256.3 256.3 37.5 59.0 37.5 49.8 256.3 322.5
Su6 1280 251.2 264.7 271.2 40.0 90.0 40.0 51.9 271.2 343.4
S, 1 360 282.0 291.0 291.0 42.5 66. 2 42.5 51.0 291.9 367.6
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Table 5 Attacker prospect utility value under different

security resource input
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Table 6 Defender prospect utility value under different

security resource input
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