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Modeling and resilience assessment of CPS network in airfield area
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(1 Key Laboratory of Internet of Aircrafts for civil aviation, Civil Aviation University
of China, Tianjin 300300, China;2 AVIC XAC Commercial Aircraft Co., Ltd.,
Xi‘an Shaanxi 710089, China)

Abstract; In order to assess the resilience of CPS in airport flight areas and provide a reference for rapid
recovery in emergencies, a refined and real-time airport flight area CPS network model with flight area
control network as the information network and flight area taxi path network as the physical network was
proposed. For CPS network in airfield areas, the connectivity of the network was calculated by selecting
the relative values of the largest connected subgraphs. The network “s resilience was evaluated by
combining robustness, performance loss, and comprehensive resilience indicators. CPS situation in airfield
areas under different disturbance recovery strategies was compared to determine the optimal recovery
strategy. Taking Xi‘an Xianyang Airport flight area CPS as an example, the results show that betweenness
perturbation causes the greatest damage to the control network, while degree value perturbation causes the
greatest damage to the taxiing path network. Using betweenness recovery can enable faster recovery of CPS

resilience in airfield areas, and CPS network of the flight area of the airport shows a higher level of
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resilience under random perturbation. The research results can simulate and predict relevant nodes and

provide certain reference significance for ensuring the safety of flight area operations.
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