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Abstract: In order to address the increasingly serious cloud-native container security threats arising from
large-scale cloud migration of systems, the ISM method merging IPFS, DEMATEL, and method were
proposed to identify the key tactical factors influencing cloud-native container security threats and their

hierarchical logical relationships from the security intruder perspective. The findings of this research are as
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follows : the centrality and causality of the persistence and privilege escalation tactical phases are high,

positioning them at the core of the entire cloud-native security threat landscape. Security attacks during

these two phases require high-priority attention. Threat attacks during the execution and persistence

tactical phases constitute essential factors in cloud-native container security. The threats during the initial

access, credential theft, and lateral movement tactical phases have the most direct impact on cloud-native

container security. In comparison with traditional and triangular fuzzy sets improve - our
t ty. 1 p th traditional and triangular fuzzy sets improved DEMATEL-ISM,

proposed method has better performance in identifying container security-related critical factors.

Keywords: interval pythagorean fuzzy set (IPFS);
(DEMATEL) ;
critical tactical factors
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Table 2 Initial direct influence matrix A

[EN WG A AT Fe Ak PORETE | Biges | G UEIE R 1 M B 8
BRI ] 0. 000 0. 625 0.397 0.245 0.152 0. 152 0.152 0.152
AT 0. 152 0. 000 0. 625 0.397 0.397 0.397 0.245 0. 152
Fe Ak 0.152 0.152 0. 000 0. 853 0. 625 0. 625 0.245 0.245
FURR AT 0.152 0.152 0.152 0. 000 0.853 0. 625 0. 397 0.245
[ HEE S 0.152 0.152 0.152 0.152 0. 000 0. 397 0. 625 0.245
5 U 0.152 0.152 0.152 0.152 0.152 0. 000 0. 625 0.397
AL 0. 152 0.152 0.152 0. 152 0.152 0. 152 0. 000 0. 853
1 1 B 8 0.152 0.152 0. 152 0.152 0.152 0.152 0.152 0. 000

R3 GEXMERET
Table 3 Comprehensive influence matrix 7'

[EN WG A AT Fe Ak BORETE | Bifge | GiIUEIE R 1 1 B 8
BTG 5] 0.110 0.332 0.301 0.290 0. 300 0.303 0.296 0. 280
AT 0.183 0. 161 0.378 0. 369 0. 420 0.426 0.371 0.343
Fe Ak 0.203 0.234 0. 206 0. 505 0.525 0.529 0.451 0.417
AR T 0.179 0.207 0.226 0.203 0. 508 0. 459 0.439 0. 386
B Ze it 0. 145 0. 168 0.183 0. 206 0.185 0.315 0. 405 0.312
5 AR 0. 140 0.161 0.176 0. 198 0.226 0.179 0.374 0.341
A 0.135 0. 156 0. 170 0. 191 0.218 0.221 0. 179 0. 442
LREZ] 0.110 0.127 0.139 0.155 0.177 0. 180 0. 186 0.132
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Table 4 DEMATEL calculation results of cloud-native container security attack stages
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575 A 5% 5k 1.920 2.569 4.478 3 -0. 639 IR E R
51 BUTE 1.804 2.612 4.416 4 -0.807 GORER
FR 1.713 2.731 4.445 5 -1.018 TR
RS 1. 206 2.643 3.849 7 -1.436 gh g2
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