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Abstract; In order to clarify the connotation and governance path of metaverse safety & security and
further enrich the theory of metaverse safety & security, the concept of metaverse safety & security was put
forward based on a large safety & security pattern, and the basic features of metaverse safety & security
were analyzed. Moreover, the governance path of metaverse safety & security was proposed. The results
show that metaverse safety & security refers to the state or ability of the metaverse to reshape spatial and
temporal stability, social civilization advancement and human well-being enhancement from the influence
of unfavorable factors, and it has eight basic characteristics, namely, relativity, complexity, vibration,
extensiveness, immediacy, relevance, publicity, and multidimensionality. Metaverse safety & security
governance should integrate the development and safety & security of the metaverse, adhere to the
principle of joint consultation and sharing, build a " technology-rule-society" trinity of governance models,

and strive to enhance the digital safety & security capacity of the metaverse.
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Fig.1 Conceptual model of metaverse safety & security
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Fig.2 Technology-rules-society governance model

FOAR B35 B 0T 2 4 B H 2K
B, TCFH 2 A TR P B DA R Sy e i) i AR
£5% NS WIINERZ IR S % '& 2 vabne e i DIl DE (VS WIUE=
R IR e 5 s Fe R AR L] , S B LS
RIE AR ACHS RUALI 54 8% . e - RGBT
TR ZAGHIMERI, JTTTH L ERBAGESE
EAREFEBAIABE, BLLAN A DT HOAR - HLNE
SO Ry W 7 N D R N 1B
W, AR -2 B R 0 T 4 A B L
il AR Z AP IR M FORR b, T T
WA ABR G B, B B BOR H b i oo 5
WAtz sra, L, D05 % 4 B 9 R 4
AR HE2 R ERER | & A2 X B A

PABEAR — R ek 236 B0 5 1 42 4, KLU A4 B
7 : LA R A S0y o0 T 17 S R4 T Ay v U] 4 s Ak



hoE e B o

-6 - China  Safety

Science

343
20244F

Journal

ASHEZR 35 i A 880 P A e DX g [ i il 4
St AR e R K, BT A AN T
B, QESEBMN, L E R & LRy, B4
M AURE L34S BRER PP BT B R 457 B A BE 25 AT IXC
SRS PE AN B, GRMEBLE TSR 0T
R -HLIN (& BRI BEAY W 5 1 (H 5 140, B
AL SRR AR, Al g o0 T P 4R T 2 4
R EARAE,
3.4 RATFHYFREH

BT IR BT A A RS B BRI R £
BT EF IR B R, A B R Z 0T
LRl HAZHE ST, RTLT BT LR
HRES) LT 4 FT )R

1) HESTT W BT L i d i, BoRHE
WA Z2T7 2 5 0T, R oA B TR T 0T
BT TARRCR T T B aif FUR R P
AT 1) 2 2 A5 8 — R0 2 At B o s RSO0
T B RIEETTIE SR bR DI oo T # % 2 5 ER
H MVE T Z AR B AR FE IS H s R 55

2) HESCT W BT L e RE B, ATiERE S
BOv R SEPLPTE ASEEI A S i 2l
Kb B M S AN 45 2R B AR T — R PR B A B
V-, B UM USR8 71807 L e B RE
SEHLSE A IS5 S AR A

3) ST T BT L e R, e HERR

NN S NN a2 TN N T RS P
TP PR Xt A RS B A S T 5 34 5 T 5
HH LN T T KR RE J1 5 15 o0 T 5 Y B
HF P R BT T eI BE S

4) HESU TR TR el BRI
SRV ATDUT R, EE AR L
XU IR EY i o X S WL W oY LML 7 S W
THC TR Bt R TRE ) SRR RE )

4 & &

1) JCFH G A5 YR e S B CHk, IRl
Gy NBHE A WER G A R SRS AU
b I GHGAE A T, BA T T
IR SV I s P R Co 2 | DNEAY R B Y
3R,

2) LT E RIS F S B IU T A
JRANLE A AEJE N E IR EE 2 0 R g g Al D)
AR - 425 =7 — R IR B 7R IR AR
EUBCEIR N T,

3) JLFH K SR BE I I KOT T K AR
B[] VA B R VI T 5 PR ) 3 T 9 Ak 2 R e A
FEME S, SCPR I T T R e —FE, B TE
Xof TG AT AR — Rl R AT L
S TR TCT W A NI T O A R R AR R

T
b

£ % x

(1] ZRE NXKE TwFENAR. BIBEIMXM SN ZRII]. M - 857 - $15%,2022,40(1) : 15-26.

LI Baoyan, LIU Yongmou. Nature, risk and countermeasures of the metaverse[ J]. Science Economics Society, 2022,

40(1) .15-26.

(2] EX FSE,BIWE WEEESINMESN: BOARNE RN E)]. BFHES,2022(7) :2-15.
(3] =L,FR&E%, 5080, o7 e . SREBIENVEERE=E[)]. PEEBBIBFR ,2022,48(6) :16-26.
WU Jiang, CHEN Haodong, HE Chaocheng. Metaverse: the digital-real fusion space of the smart library[ J]. Journal of

Library Science in China, 2022,48(6) :16-26.

(4] B5R,ENY,ENE. TFEBTBHSNGTIR XMNSBIE[)]. BFHES,2022(7) :16-29.

(5] X%, X2,5,F MEMIISLETTS  £EEB0s7000)]. IMUTEHENR,2021,33(6) :12-22.
LIU Geping, WANG Xing, GAO Nan, et al. From virtual reality to metaverse: a new direction of online education[ J].
Modern Distance Education Research,2021,33(6) :12-22.

(6] SHAO Liangjing, TANG Wei, ZHANG Ziqun, et al. Medical metaverse: technologies, applications, challenges and
future( J]. Journal of Mechanics in Medicine and Biology, 2023, 23(2) :DOI.10. 1142/50219519423500288.

(7] ROMAN-BELMONTE J, RODRIGUEZ-MERCHAN E, DE LA CORTE-RODRIGUEZ H. Metaverse applied to
musculoskeletal pathology: orthoverse and rehabverse[ J]. Postgraduate Medicine, 2023,135 (5) . 440-448.

[8] OF. TFE%e. EANSENRILENEL]. BB TIE,2023(3) .51-55.

(9] GUPTA A, KHAN H U, NAZIR S, et al. Metaverse security; issues, challenges and a viable ZTA model [ J].



#

&

TRAE T LA N A SR BB AR IFE .7

(10]
(11]

(12]

(13]
[14]
(15]
[16]

(17]

(18]

[19]

(20]

[21]

[22]

(23]

[24]

[25]
[26]

Electronics, 2023,12(2) .DOI . 10. 3390/ELECTRONICS12020391.

PR ANE TFEZE  NESIRMESEREREFHLI]. ERIBERAK,2022,16(6) :4-6.

CHOW Y, SUSILO W, LI Yanna, et al. Visualization and cybersecurity in the metaverse: a survey[ J]. Journal of
Imaging. 2023, 9(1) .DOI.10. 3390/ jimaging9010011.

QAMAR S, ANWAR Z, AFZAL M. A systematic threat analysis and defense strategies for the metaverse and extended
reality systems[ J]. Computers and Security, 2023,28(5) . DOI: 10. 1016/j. cose. 2023. 103127.

B5. TFHEEDDOMLI]. KCIREIHE,2022(2) :32-35.

B%. TFHIR TSN SBIE[)]. ERPE,2022(4) :44-47.

R TRANTFEBTENRNETBRRBEHE()]. ARIBIR,2022(7) :30-32.

XREDENE , T . TTFEHETOVBEIER SERNNBEIS XS], SRIBTAZZR A EZRNS,2022,36(8)
51-64.

OUYANG Rihui, LI Xiangyu. Theoretical framework, mechanism and risk prevention and control of metaverse
economy[ JJ. Journal of Chongqing University of Technology : Social Science,2022,36(8) :51-64.

PR TFEHORIREDS BRLE . RA KK OS], ZEERHERZZR . B TNFIR, 2022,39(5)
76-83.

HU Lele. The metaverse, ideology and national security: technology, challenges and governance[ J]. Journal of Yunnan
Minzu University: Philosophy and Social Sciences Edition,2022,39(5) .76-83.

AR, (TBD R ETTFEBIBBIXKI DA 1]. TTBUAZITFY,2023(3) : 130-140.

CHENG Fanging. Risks and countermeasures of administrative power supervision and regulation on meta universe[ J].
Administrative Law Review,2023(3) .130-140.

HEA,NEER,BNZ,F. Tz BT VTLENTTEREER]. BIESEHIFHR,2022,8(3) :249-259.
HAN Jinpeng, LIU Zhongmin, LYU Qiuyun,et al. Metasecurity: a framework for metaverse security based on parallel
security [ J]. Journal of Command and Control ,2022,8(3) :249-259.

PIEE.  TFE” ZEXMEVARMBIRE . MRBIAMSBIZNI XM AE)]. DBRZZR . =N,
2022,39(5) :103-115.

ZHAO Jingwu. The approach of legal regulation to security risks of metaverse: from hypothetical regulation to procedural
risk prevention[ J]. Journal of Shanghai University : Social Science Edition,2022,39(5) :103-115.

HUANG Yan, LI Yi, CAI Zhipeng. Security and privacy in metaverse: a comprehensive survey[ J]. Big Data Mining and
Analytics ,2023,6(2) :234-247.

IR BRLZEZ.BORLZESHREEMZEMRI]. [INAZZ2R SRR, 2023, 22 (4):131-138.
WANG Bing. General safety & security science: looking for general safety & security laws towards big safety &
security[ J]. Journal of Guangzhou University: Social Science Edition, 2023, 22 (4). 131-138.

X2, 7TAA, ITE. TTFBHRSNABFRL)]. EBRAREIEFIR,2022,12(4) :12-23,45.

ZHAO Xing, QIAO Lili, YE Ying. A review of metaverse research and applications[ J]. Journal of Information Resources
Management ,2022,12(4) .12-23,45.

RiB8. LEERFHZREMIBPICHR . NLENEFESHEEL]]). PELZENFFIR,2021,31(5) :7-17.

WU Chao. Research on basic theory of safety complexity science: laying a foundation for new highland of safety
science[ J]. Chinese Journal of Safety Science,2021,31(5) .7-17.

BN “ HERERZE” . £I0CIEVERCIH DRERAHL 1], BURREIR ,2017,33(6) :41-44.

RisS. XPEERARNGI A oI OUFTEVIRICE R 1], B 5H55,2020(3) :41-53.

fERENY:. E & (1991—), 5 HR M L 208, 2% 5
LN T AR, E-mail ; wangbing187717@ 163. com,



