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“Ourboros” :an automated WAF security testing framework based on
symbol-enhanced networks and deep reinforcement learning
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Abstract Web application firewall (WAF ) is critical defensive mechanisms against persistent
threats, yet its security assessment has long been challenging. Traditional manual testing
methods are inefficient and resource-intensive, while existing reinforcement learning (RL)
based methods suffer from two major limitations: first, attackers cannot perceive the opaque
rule logic of WAF, leading to low efficiency in black-box testing; second, the Boolean
feedback of WAF causes the problem of sparse/delayed rewards—sparse rewards tend to trap
intelligent agents in blind exploration, and delayed rewards hinder the association between

early actions and final outcomes, seriously impairing learning efficiency. To break through
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these bottlenecks, this study proposed “Ouroboros”—a black-box WAF testing framework—

for the first time. Its core lies in converting the extracted WAF rules into an interpretable

recurrent neural network (RNN) to provide fine-grained confidence scores, and integrating

these scores with outcome-level rewards to drive RL-based testing. Experiments show that

this framework can achieve a maximum bypass success rate of 89. 2% on feature-based WAF.

This not only alleviates the sparse reward problem and provides an efficient black-box testing

solution, but also offers important references for optimizing WAF rules.

Keywords
0
Web (Web application firewall,
WAF) o
) WAF
WAF S WAF
( ) o
WAF ,
2 o
WAF HTTP
s (content delivery network,
CDN) HTTP RFC
; WAF e
WAF
’ E
3 o
( RAT D) n-gram
) € (reinforcement
learning,RL) o
/ ,
WAF-A-MoLE"" JAdvSQLI™
SQL
ML-driven"™
o . YAO
Lo RL (deep RL, DRL) ,
WAF s HEMMTAT

deep reinforcement learning;regular expression; SQL injection; WAF security testing

CHOWDHARY

(generative adversarial network, GAN) .GPTfuzzer"™

(large language

model, LLM) XploitSQL'™
“ - ” T5
SQL o )
; GAN
LLM ;
) WAF .
WAF )
WAF ; (
WAF )
( )
) ,
) “ r— WAF
; WAF
(recurrent neural network,
RNN) )
WAF
o , WAF
) WAF
WAF  85%, )
WAF 89.2% o
) WAF
D o
. DRL
— 7, WAF .



68 i B #it A

2025 4

W) 5% A S i H AR L EE B A R O 0 ) RNIN B AR
FALFE W P RS 5 5 Bl S %P 0 5 e 2 bk 45
SR A AL AR R T RL B WAF
032 P R B / A S 4Dl A0 A A

3) fe A R e BE ) S, S 4G TIE B HE R B
R4f 9 L E BE ), 1 B TR AE A WAF B3k F
89. 2 V0 I W (L WLl G 2y 256 7 I R 8 3 A5l 2 R
FREFERTHA RL TR,

1 HBEiphEE

1.1 BREZREE

RSO A HE ZR T 1) B T 4R 44 9 WAF ., 2
TRE A 0B K i AT gy O IR DU 2k S o ik
J7 A PL R HE Tl Sy ug 07 50, BT IR 3Rk
AR 7 2 38 i B B — 2 WU ARG IE ) 2R

HTTP iR h k2 0 S b A7 VL e, i 2% 1
18 AT B0 51 51 e AR AR S 500 I SOk L e
SRR B0, i A VG T A X P8 B0 Ok AT A
W ARy Bt B s e S H v 5 T OE W 3R Gk
K51 % WAF . RL W2 5K 8h X 19 7 2 .
1.2 IFHHEEE

A B WAF 92 A0, {0 X6 R0 0] | #0 )
HEL A PR PAT G DA AL REAR P HT TP 38K
RS R 0] 1 3K 15 BE 75 B ek 09 K i, 3k 2 AT
JCBRHI ] WAF % 3% HTTP R IF R 8 H &,
HiEaio s M &% HTTP i K 818 % WAF K
W] . B WAF BLEE T35 43 o0 28 o J2 B0 3kt
HPRUZ R, & XA 1 s, I AT
REXT http T8 3K 19 S0 4 (8D #4720
TG IR .

1 HEEABRSHUEARNRRE

Fig. 1 The differences between payload-level evasion and protocol-level evasion
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Fig. 2 The overall framework of Ourboros
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Fig. 4 Derivation process of context-free grammar
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Fig.5 Regular expression generation example
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Fig.7 The average reward of different algorithms in training
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Tab.3 Attack results with budgets of 10 and 20 /%
Budget=10 Budget=20
Dataset WAF FNR
DQN PPO Random DQN PPO Random
ModSecurity_L1 24. 89 51.10 50. 35 45. 30 59.05 60. 24 55.14
SIK ModSecurity_L2 0.05 0.72 0. 69 0. 60 1.38 1.41 1.31
Ngx_Lua_Waf 35. 27 72.57 68. 25 44, 81 76.70 70. 20 54.90
Janusec 51.01 88. 21 73.72 70. 68 89. 20 87.99 80. 00
ModSecurity_L1 1.85 52.73 58.19 30.91 56. 36 63. 64 51. 64
MDD ModSecurity_1.2 0 0 0 0 0 0 0
Ngx_Lua_Waf 43. 64 56. 36 58. 19 80. 36 85.45 89. 10 87.27
Janusec 49. 09 85. 45 87.27 72.73 87.27 88.73 83. 64
x4 TREEHIHER
Tab.4 Experimental results of different algorithms /%
Algorithm ModSecurity-1.1 ModSecurity-1.2 Ngx-Lua-Waf Janusec
DQN-sparse 53. 80 0. 85 67.50 75.10
DQN-rnd 58. 50 1. 50 73. 20 80. 25
DQN-Ourboros " 59.05 1.38 76.70 89.20
PPO-sparse 54. 36 1. 00 70. 50 82.05
PPO-rnd 58. 84 1. 20 74.25 85.57
PPO-Ourboros” 60. 24 1.41 75.20 87.95
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