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Generated image detection based on conceptual prompt-tuning
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Technology of China, Hefei 230026, China)

Abstract The rapid development of visual generative artificial intelligence (AI) technology
has strongly driven innovation in fields such as artistic creation and medical image generation.
However, its highly realistic generation characteristics also pose security challenges,
including the spread of disinformation and privacy violations—thus, there is an urgent need
for efficient detection technologies. To address the current issues of generative image detection
methods, such as insufficient generalization on unseen data distributions and inadequate
utilization of the text semantic potential of vision-language models, this study proposed a
generated image detection method based on conceptual prompt-tuning, leveraging contrastive
language-image pre-training (CLIP). This method extracts prominent concepts in a data-driven

manner to explore the common distributional features between generated images and real images,
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and generates semantic prompt vectors to inject rich prior knowledge into the CLIP text encoder. By

optimizing the prompt vectors through prompt-tuning and a prompt ensembling strategy, it balances

computational efficiency and the retention of pre-trained knowledge while enhancing detection

capabilities across different models and datasets.

Experimental results show that the proposed

method significantly and consistently improves the performance of generated image detection, with

average accuracy and precision on unseen domains increased by 5. 96% and 6. 37% . respectively.

Additionally, it exhibits good robustness against common post-processing. Ablation experiments

further verify the effectiveness and advancement of the proposed method, demonstrating its

potential and reliability in practical applications.
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Fig. 3 The method of generated image detection based on conceptual prompt-tuning
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Tab.1 Comparison results of generalization performance of different detection methods

/%
CNN-Spot UnivFD Ours
LAY Hod 4k
Blur+JPEG(50%) Blur+JPEG(10%) Linear Probing Prompt-Tuning
ProGAN 99.65/99. 99 99.99/99. 99 98.94/99. 98 99.79/99.99
BigGAN 58.13/82.62 67.65/83. 04 94.48/98.73 93.53/99. 41
CycleGAN 77.80/94.70 79.50/90. 09 94.20/98. 91 96.75/99.79
EG3D 50. 30/55. 32 72.65/95. 68 57.75/79.57 96.65/99.78
i GauGAN 75.56/96. 62 76.63/88. 94 94.65/99. 74 92.02/99. 84
CANS StarGAN 79.99/93. 88 89.72/97.17 87.49/96. 06 98.20/99. 89
StyleGAN 69.80/93. 25 82.10/99.27 85.55/95.72 93.80/98.76
StyleGAN2 62.30/88. 64 77.05/96. 43 83.40/95. 81 83.20/98.17
StyleGAN3 53.42/85. 33 80.68/98.63 75.42/92. 20 96.37/99. 41
Taming-T 51.05/59.78 56.45/73.90 89.45/97. 12 94.60/99. 41
Glide 54.70/72. 58 62.95/83. 61 83.05/94. 27 97.50/99.79
Guided 52.35/65. 11 62.90/83. 10 79.00/92. 09 84.95/97. 69
Diffusions LDM 51.50/60. 02 54.85/69. 13 94.35/98. 82 93.10/99. 25
SD 50.15/52. 14 52.50/64. 33 81.89/93.58 75.70/96. 47
SDXL 51.00/65. 92 56.45/72. 27 74.15/88.55 83.40/97.83
Deepfakes 51.46/64. 33 52.67/75.88 62.71/77. 48 76.20/92. 44
FaceForensics+ +
FaceSwap 50.01/49. 76 49.68/50. 78 64.30/75. 87 70.79/84. 23
DALL-E2 51.90/60. 92 55.05/67. 47 89.20/96. 84 91.95/99. 07
DALL-E3 49.90/47. 54 49.45/44. 95 49.95/50. 20 53.25/79.50
ol T A

Midjourney 50.25/51. 49 51.85/57. 80 61.55/76.97 67.85/92.32
Adobe Firefly 54.55/81.53 56.00/81. 97 93.75/98. 60 81.05/97. 87
4 Ace/ AP 59.32/72. 45 65.89/79.73 80.73/90. 34 86.69/96.71
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Fig. 5 Robustness results of detection methods based on different post-processing strategies
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Tab.2 The results of ablation study
/%
Hom B B o P
/ AR RS R P
ProGAN 99. 67 99. 83 99.70 99.79
BigGAN 92.70 92.42 92. 87 93.53
CycleGAN 96. 00 96. 20 96. 47 96.75
EG3D 85. 30 86.45 92.35 96. 65
GauGAN 88.63 89. 55 89.67 92.02
GAN
StarGAN 98.97 97.77 99.42 98. 20
StyleGAN 91. 90 93.70 93. 25 93. 80
StyleGAN2 72.35 81.15 83.45 83. 20
StyleGAN3 79. 26 86. 84 92.78 96. 37
Taming-T 92. 30 92.00 94. 10 94. 60
Glide 95.45 96. 15 96. 95 97.50
Guided 80. 10 81. 80 84.55 84.95
Diffusions LDM 93.15 92.75 94.35 93.10
SD 68. 00 70.10 74.50 75.70
SDXL 71. 30 76.45 77.20 83.40
Deepfakes 69. 89 70. 38 75.90 76. 20
Face Forensics+ +
FaceSwap 56. 64 57.28 68. 83 70.79
DALL-E2 93. 00 90. 20 93.90 91.95
DALL-E3 51.00 51.95 52.10 53.25
ok T B
Midjourney 57.15 59. 40 61.70 67.85
Adobe Firefly 66. 20 68. 30 74. 30 81. 05
AP 80. 87 82.41 85.16 86. 69
4 BRE BTG SCAGEE 7R [0 i, O CLIP SCAS 4 i 4% 1 A 3

AR SCBE R 24 R A A AR I 5 3 2 A TR A
IRE 3 AN A2 DL K X W o 1 5 A5 28 SCAR 3 SO
FFAS 58 53 45 T L 312 43 7 — ol 3 7 A0 A8 4 75 T
A A0 2R R BRI Ty k. T i a3l B e 3E
BT A& A B, 42 4 A S PR AR Y S P AR L A

O s R TR R RO AR R B s AR R s 1 1k
P 7 1) i e B AR 5 BN 2k RLOR B A [
3 6 1 5 TR 5 5 G Al 4R 1 G DU

N T VA AR S50 B Al e VA R, R
SCAE 4 AR 21 A AR K 4 Bt AT T
o SCEREE R RN M T LTIk AR ST ik



64 f& B X B R

2025 4

M) TAEMEREAR A B B $2 7. 32 Ak ik v o7 3
HERA 2R 3K 86. 6920, F- I HE HEFR K 96. 7100, MK
TR ES T T 5. 96 % M 6. 37% ., &k
PRI R B AR 7 I BB A ALV X JPEG R 46 . =
RO 45 J Ak AR AR 3 S 58 i — 2P UE B AR Oy 1
rh B A 20 BR Y X A B SR T Y A T P e
EE T ESEERH . H b, AR SCRAE T — R 50
I8 A R P2 R 7 vk Sk AR RS R T A
Wi 26 25 8] P 25 4 45 5 96 B0 AT S rp G 52 B 0 T 4R
HE TR S R SR S SRR E

2 % X M

[1] GOODFELLOW I ], POUGET-ABADIE J, MIRZA
M., et al. Generative adversarial nets[ C]//Proceedings
of the 28th International Conference on Neural Information
Processing Systems. [ S. 1. :s.n. ], 2014:2672-2680.

[2] HO J, JAIN A. ABBEEL P. Denoising diffusion
probabilistic models [ C]//Proceedings of the 34th
International Conference on Neural Information Processing
Systems. [S. L. :s.n. ], 2020:6840-6851.

[3] MARRA F. GRAGNANIELLO D, VERDOLIVA L,
et al. Do GANs leave artificial fingerprints? [C]//
Proceedings of 2019 IEEE Conference on Multimedia
Information Processing and Retrieval. [ S. 1. J: IEEE,
2019: 506-511.

[4] YU N,DAVIS L,FRITZ M. Attributing fake images
to GANs: learning and analyzing GAN fingerprints
[C]//Proceedings of 2019 IEEE/CVF International
Conference on Computer Vision. [ S. 1. J:IEEE, 2019:
7556-7565.

[5] LIUB, YANGF, BI X L, et al. Detecting generated
images by real images[ C]//Proceedings of the 17th
European Conference on Computer Vision. [ S. 1. ]:
Springer, 2022. 95-110.

[6] SINITSA S, FRIED O. Deep image fingerprint:
towards low budget synthetic image detector and
model lineage analysis[ EB/OL]. (2023-03-19) [2025-
07-207]. https://arxiv. org/abs/2303. 10762.

[7] CHAIL, BAU D, LIM SN, et al. What makes fake
images detectable? Understanding properties that
generalize [ C]//Proceedings of the 16th European
Conference on Computer Vision. Glasgow., UK : Springer,
2020: 103-120.

[8] JUY.,JIAS, KE L P, et al. Fusing global and local
features for generalized Al-synthesized image detection
[C]//Proceedings of 2022 IEEE International Conference
on Image Processing. [S. 1. ]J:IEEE, 2022 3465-3469.

[9] GRAGNANIELLO D, COZZOLINO D, MARRA F,

et al. Are GAN generated images easy to detect? A
critical analysis of the state-of-the-art[ C]//Proceedings of
2021 IEEE International Conference on Multimedia
and Expo. [S. L. J:1EEE.2021:1-6.

[10] TANC C, ZHAO Y, WEI S K, et al. Learning on
gradients: generalized artifacts representation for
GAN-generated images detection[ C]//Proceedings of
2023 IEEE/CVF Conference on Computer Vision and
Pattern Recognition. [ S. 1. J: IEEE, 2023. 12105-
12114.

[11] DURALL R, KEUPER M, KEUPER J. Watch your
up-convolution: CNN based generative deep neural
networks are failing to reproduce spectral distributions
[C]//Proceedings of 2020 IEEE/CVF Conference on
Computer Vision and Pattern Recognition. [ S. 1. ]:
IEEE, 2020: 7890-7899.

[12] DZANIC T, SHAH K, WITHERDEN F. Fourier
spectrum discrepancies in deep network generated
images [ CJ]//Proceedings of the 34th International
Conference on Neural Information Processing Systems.
[S. L :s.n. ], 2020:3022-3032.

[13] FRANK J, EISENHOFER T, SCHONHERR L,
et al. Leveraging frequency analysis for deep fake
image recognition[ CJ//Proceedings of 2020 International
Conference on Machine Learning. [ S. . :s. n. ], 2020
3247-3258.

[14] CORVI R. COZZOLINO D, POGGI G, et al. Intriguing
properties of synthetic images: from generative
adversarial networks to diffusion models[ C]//Proceedings
of 2023 TEEE/CVF Conference on Computer Vision
and Pattern Recognition. [S. 1. ]J:IEEE, 2023: 973-982.

[15] YANG XY, ZHOU D Q, FENG J S, et al. Diffusion
probabilistic model made slim [ C]J//Proceedings of
2023 IEEE/CVF Conference on Computer Vision and
Pattern Recognition. [ S. . ]: IEEE., 2023:. 22552-
22562.

[16] JEONG Y, KIM D, RO Y, et al. Fingerprintnet:
synthesized fingerprints for generated image detection
[C]//Proceedings of the 17th European Conference on
Computer Vision. [S. I. ]:Springer, 2022: 76-94.

[17] ZHANG X, KARAMAN S, CHANG S F. Detecting
and simulating artifacts in GAN fake images[ C]//
Proceedings of 2019 TEEE International Workshop on
Information Forensics and Security. [ S. 1. ]: IEEE,
2019: 1-6.

[18] KEITA M, HAMIDOUCHE W, EUTAMENE H B,
et al. Bi-LORA :a vision-language approach for synthetic
image detection[ EB/OL]. (2024-04-02)[2025-07-20].
https://arxiv. org/abs/2404. 01959.



5

bl ES

RS TG B AR SRR 4 A i T AR A 65

(19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

RADFORD A,KIM J] W, HALLACY C, et al. Learning

transferable visual models from natural language

supervision [ C ]//Proceedings of 2021 International
Conference on Machine Learning. [ S. . :s. n. ], 2021
8748-8763.

OJHA U, L1Y H, LEE Y J. Towards universal fake
that generalize generative

image detectors

models[ C]//Proceedings of 2023 IEEE/CVF Conference

across

on Computer Vision and Pattern Recognition. [S. 1. J:
IEEE, 2023: 24480-24489.
WU H W, ZHOU J T, ZHANG S L. Generalizable
language-guided
contrastive learning [ EB/OLJ. (2023-05-23)[2025-07-
20]. https://arxiv. org/abs/2305. 13800.

LIU H, TAN Z C, TAN C C, et al. Forgery-aware

synthetic image detection via

adaptive transformer for generalizable synthetic image
detection [ C J]//Proceedings of 2024 IEEE/CVF
Conference on Computer Vision and Pattern Recognition.
[S.L J:IEEE, 2024: 10770-10780.

KIM K, LASKIN M, MORDATCH I, et al. How to
adapt your large-scale vision-and-language model[ EB/
OLJ. (2022-01-29)[2025-07-20]. https://openreview.
net/forum? id=EhwEUb2ynla.

ZHOU K Y, YANG J K, LOY C C, et al. Learning
to prompt for vision-language models[ J]. International
Journal of Computer Vision, 2022, 130 (9): 2337-
2348.

MOKADY R, HERTZ A, BERMANO A H. ClipCap:
CLIP prefix for image captioning[ EB/OL]. (2021-11-
18)[2025-07-20]. https://arxiv. org/abs/2111. 09734,
DOSOVITSKIY A, BEYER L, KOLESNIKOV A,
et al. An image is worth 16x16 words: transformers
for image recognition at scale[ C]//Proceedings of the
6th International Conference on Learning Representations.
[S.L :s.n. ], 2021:611-631.

WANG S Y, WANG O, ZHANG R, et al. CNN-
generated images are surprisingly easy to spot... for
now[ C]//Proceedings of 2020 IEEE/CVF Conference
on Computer Vision and Pattern Recognition. [ S. 1. ]:
IEEE, 2020: 8695-8704.

KARRAS T, AILA T, LAINE S, et al. Progressive

growing of GANSs for improved quality, stability, and

[29]

[30]

variation [ EB/OL ]. (2017-10-27 ) [ 2025-07-20 J.
https://arxiv. org/abs/1710. 10196.

CORVI R, COZZOLINO D, ZINGARINI G, et al.
On the detection of synthetic images generated by
diffusion models [ CJ//Proceedings of 2023 IEEE
Speech and
Signal Processing. [ S. 1. J:IEEE, 2023; 1-5.

ROSSLE A, COZZOLINO D, VERDOLIVA L, et al.

International Conference on Acoustics,

FaceForensics + +: learning to detect manipulated
facial images [ C]//Proceedings of 2019 IEEE/CVF
International Conference on Computer Vision. [S. L. ]:

IEEE, 2019: 1-11.

£EE &

F =

55,2003 4FE A4, W WF 58 A, DE 5RO I
RHANT R RE R REMNES
LioaUll

E-mail: zhuowang70(@ gmail. com

AL

55,1999 4R A, M BIF S A B 52 1)
HANLERHFEEET BEMES
Lol

E-mail: mgfang(@ mail. ustc. edu. cn

FR=
20,1992 AE A, T, BB IT L WESE
Mo N T BE B RE N AL 5 2 4

E-mail : yuly@ ustc. edu. cn

iR

H 1983 AR 1, B, L ST AR
SO BIRSE J5 g N RE L R 2% 2 ()
A

E-mail : htxie@ ustc. edu. cn

RERE B





