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Abstract In large-scale cyberspace mapping, rapidly and accurately detecting node information and
identifying the operational status of devices is one of the core research contents. Currently, the
version iteration speed of cyberspace devices is accelerating, and a large number of new-type
devices are constantly emerging. How to track and identify the device type of the measured
node has become a new challenge that needs to be solved urgently. Aiming at the problem
that current research relies too much on existing knowledge and cannot adapt to device
upgrade changes, a node device type identification method based on large language model
(LLM) and retrieval-augmented generation (RAG) technology was proposed. First, relevant
data were collected from RFC documents and Internet device manufacturer websites, and a

knowledge vector database was constructed based on the embedding model. Then,the detected
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node feature information was encoded, and relevant background knowledge was retrieved

from the vector database. The retrieved knowledge and node feature information were jointly

constructed into prompts for the LLM. The reasoning ability of the LLM was used to identify

the device type of the probed node. Finally, the effectiveness and performance of the method

were verified through ablation experiments and real-network tests.
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Fig. 1 Scheme architecture of node device type identification
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Fig. 2 Flowchart of node information feature extraction
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Fig. 5 Normalized heatmap of confusion matrix for

LingoVision experimental results
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Fig. 6 Classification score bar chart of LingoVision experimental results
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Tab.2 Mean statistics of LingoVision experimental results
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Fig.7 Normalized heatmap of confusion matrix in ablation experiment
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Fig. 8 Bar chart of ablation experiment classification scores
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Tab. 3 Identification and statistical results for unknown nodes
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