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Abstract In the context of image adversarial attacks, white-box attacks targeting the target
model often yield the best performance. However, in practice, it is usually difficult to obtain
the architecture of the target model, which makes improving the transferability of adversarial
examples particularly crucial. To address this issue, a training method based on generative
adversarial network (GAN) was proposed to generate adversarial examples with strong
transferability. The study finds that images themselves possess model-agnostic vulnerabilities, and
generative methods implement attacks precisely by exploiting this characteristic. Unlike

traditional methods that perform fine-tuning within the neighborhood of the original image,
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this method generates images with maximum likelihood from the distribution of other
categories. These images are visually close to real images but can effectively mislead
classifiers. During the training process, the generator produces adversarial examples, while
the discriminator judges the correctness of their labels. The two components optimize
collaboratively, continuously enhancing the adversarial potency and authenticity of the
examples. Experiments show that the attack success rate of generative adversarial examples
on multiple models is significantly higher than that of traditional methods, with an average
improvement of approximately 25%, demonstrating stronger cross-model generalization
ability. This result indicates that generative adversarial attacks not only enhance the

practicality of black-box attacks but also reveal the widespread vulnerabilities of deep models.,
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providing directions for the design of subsequent defense mechanisms.
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Fig. 1 Illustration of the adversarial attack mechanism
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- Lot = CUDA 12.1
—mean(D (x4, ,y,)) pandas 153
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Tab.2 Transferability test results of adversarial examples on the CIFAR-10 dataset
/%
VGG-16 VGG-19  ResNet-18 ResNet-34 SENet  DenseNet-121 DenseNet-201
47.90 48.70 56. 00 49.00 37.60 45.30 43.90
VGG-16 99. 60 33.60 20. 20 8. 10 9.10 9. 20 8.70
VGG-19 32. 30 97. 40 19.50 8. 00 8. 60 9.10 7.60
ResNet-18 22.40 22.10 97. 60 12. 30 10. 10 10. 20 10. 00
MI-FGSM ResNet-34 25.90 24. 80 30. 50 84. 80 10. 50 13. 20 12. 60
SENet 5.40 4. 20 4,40 2.60 100 6.10 5.10
DenseNet-121 4.90 5. 20 5.70 2. 80 6.70 99. 80 7.30
DenseNet-201 6. 30 4. 80 5. 30 3. 10 6. 60 6. 40 99. 80
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VGG-16 VGG-19 ResNet-18  ResNet-34 SENet DenseNet-121 DenseNet-201

VGG-16 99. 00 41.00 23.10 10. 80 10. 50 10.90 9. 80

VGG-19 38. 40 96. 00 22.50 8. 40 9.10 8. 40 9. 20

ResNet-18 24. 40 25.20 97. 30 12.70 10. 10 10. 30 10.90

VMI-FGSM ResNet-34 25.70 24.00 30. 30 85. 20 10. 00 14.70 12. 60
SENet 6.20 5. 60 5.90 3.30 100 6.70 6. 40

DenseNet-121 8.00 5. 80 6. 80 4. 00 8.50 99. 60 8.90
DenseNet-201 7.40 5. 30 6.90 3.30 7.10 7.80 99.70

VGG-16 94.70 39. 80 22.30 11.70 11. 20 11. 50 12. 20

VGG-19 36. 80 90. 80 20.70 9. 40 10. 80 9.70 10. 90

ResNet-18 23.30 22.30 83. 40 10. 70 11. 20 10. 40 12. 40

PGN ResNet-34 25. 40 24. 60 28. 80 79. 80 11.90 15. 20 13. 80
SENet 7.70 6.60 6.90 3. 10 97.70 8.50 6. 80

DenseNet-121 8. 30 7.20 8.70 4.50 10. 20 96. 60 12.00
DenseNet-201 8. 60 6.50 7.80 4.30 8.90 8. 80 94. 90

VGG-16 99. 60 34. 20 18.70 9. 30 9.70 9. 40 10. 40

VGG-19 31.30 98. 80 17.70 8. 10 9.70 8.70 7.70

ResNet-18 20. 30 19. 80 97.70 11.70 10. 40 11. 20 10. 80

EMI-FGSM ResNet-34 20. 80 20. 00 24. 40 88. 60 10. 80 11. 50 11.10
SENet 6.50 5. 20 5. 30 2.90 100 6. 60 6.50

DenseNet-121 6.70 5. 20 5.70 3. 20 7.50 99. 50 6.70
DenseNet-201 7.20 5. 40 7.20 3. 40 7.50 8.10 99. 60

VGG-16 98. 80 26. 30 16. 00 8.90 8. 20 8.10 7.80

VGG-19 25.50 96. 00 15. 30 6. 60 7.30 7.60 7.80

ResNet-18 18. 40 18.70 93.90 11. 30 8. 80 9.10 10. 20

AIFFGTM ResNet-34 21.80 20. 00 26.50 82. 40 9.10 11.70 11. 20
SENet 5. 40 4.60 4.30 2.70 99.70 4.70 6.30

DenseNet-121 5. 80 5. 90 5.90 3.00 6.60 99. 00 7.10
DenseNet-201 6.70 5.00 6.50 3. 20 6.70 7.00 99. 20

VGG-16 96. 80 43.70 24. 80 12. 40 11. 30 11. 60 10. 90

VGG-19 40. 10 91. 20 24. 60 9. 60 10. 60 10. 00 9.70

ResNet-18 25. 80 26. 00 88. 80 12.90 10. 80 10. 20 11. 60

GRA ResNet-34 26.90 26.50 31.40 84. 20 11. 80 15.50 14. 50
SENet 7.90 6.00 6.10 3.10 97.50 7.20 7.50

DenseNet-121 9.70 7.90 8. 60 4. 60 9.90 97.70 10. 90

DenseNet-201 8.70 6.50 8.50 4. 10 8.70 9.70 95.70
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Fig. 8 Average ASR of different adversarial
attack algorithms on the CIFAR-10 dataset under
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Fig.9 Average ASR of different adversarial attack algorithms on various target models using the CIFAR-10 dataset
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Fig. 10 Average ASR of adversarial attack algorithms on target models in black-box scenarios using the CIFAR-10 dataset

5.1.2 SVHN
. SVHN
, SVHN . l,
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. 32X 32 3 .
. , 3 ,
. 11 , 75 12~13 . 12
. ASR . 12 .
ASR 69% .,
ASR 40 % ,
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Fig. 11 Sample adversarial examples from SVHN
generated after the 75th iteration
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3 SVHN

Tab.3 Transferability test results of adversarial examples on the SVHN dataset

/%

VGG-16 VGG-19 ResNet-18 ResNet-34  SENet  DenseNet-121 DenseNet-201

73.10 73.80 73.40 72.20 65. 00 64. 40 62.90

VGG-16 96. 00 60. 10 48. 60 51.10 28.30 30.00 29. 20

VGG-19 64.90 95.70 53.70 53. 60 31.70 31.50 30. 10

ResNet-18 53. 90 56. 40 99. 40 73.10 30. 40 32.70 31. 20

MI-FGSM ResNet-34 53. 80 54.90 74.20 98. 00 29.70 31. 20 30. 50
SENet 11. 00 12.90 8.10 9.10 99. 60 16. 60 14. 80

DenseNet-121 9.70 11.10 7.50 7.90 16. 60 99. 60 15.00

DenseNet-201 11.90 12. 30 7.90 9.20 16. 80 16. 40 99.70

VGG-16 94.50 62.70 51.70 53. 40 35.70 38. 40 36. 90

VGG-19 68. 20 94. 20 59. 40 60. 30 36. 30 37.00 34.50

ResNet-18 56. 80 59. 40 99. 50 74.90 33. 80 37.10 37.10

VMI-FGSM ResNet-34 57. 30 57.50 75.20 97. 40 32.80 37.10 35. 40
SENet 19.50 21. 80 14. 60 14. 40 99. 90 26. 60 23. 20

DenseNet-121 17. 40 18.70 14.70 13. 40 23.50 99. 60 23.20

DenseNet-201 17.50 19. 20 13. 30 13.20 25. 20 24. 20 99. 80

VGG-16 90. 00 61.90 49.70 50. 80 33.90 37.30 35.30

VGG-19 66.70 92. 80 58.50 59. 80 35.80 39. 20 35. 10

ResNet-18 47. 20 47. 30 98.50 65. 90 25.70 28.50 27.30

PGN ResNet-34 51. 20 53. 30 71.50 95. 20 31.40 33.60 32.70
SENet 12.90 16. 70 11. 40 12.10 99. 30 21.00 17.90

DenseNet-121 12. 30 14.10 9.10 9.50 18.90 99. 40 17. 80

DenseNet-201 13. 30 14.90 10. 90 10. 50 18.00 19. 60 99. 10

VGG-16 96. 40 54. 90 41. 60 43. 90 26.00 25.00 27.10

VGG-19 58.90 96. 90 43. 20 46. 40 27.00 24.90 25. 40

ResNet-18 37.20 38. 40 99. 90 53.00 22.70 22. 80 23.40

EMI-FGSM ResNet-34 44.50 44.70 66. 10 98. 80 26.00 27.70 27.30
SENet 11. 90 13.10 8. 80 9.00 99. 80 17.40 15. 30

DenseNet-121 10. 70 10. 80 7.90 9.30 17. 20 99.70 15.10

DenseNet-201 10. 90 12.90 8. 20 8.90 14. 30 16. 60 99. 90

VGG-16 93. 30 47. 20 34. 00 35.50 22.60 21.30 21.50

VGG-19 50. 30 92.90 40. 10 42.00 23.40 24.50 21.30

ResNet-18 33. 30 36.70 98. 80 46.70 21.60 22.40 23.10

ATFFGTM ResNet-34 37.00 39. 30 55. 90 96. 00 22.10 22.70 22.20
SENet 10. 40 12.90 9.20 9.30 99.70 17. 20 14. 00

DenseNet-121 10. 70 11.50 8. 60 9.80 17.90 98. 60 15.50

DenseNet-201 12.50 13.90 10. 90 10. 60 17.50 17.00 99. 20
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VGG-16 VGG-19 ResNet-18 ResNet-34  SENet  DenseNet-121 DenseNet-201
VGG-16 91.50 67.30 57.40 58. 60 40. 90 41.90 41. 30
VGG-19 71. 30 93.00 62. 80 64.10 39. 50 44.10 40. 30
ResNet-18 61. 30 63.20 99. 20 77. 20 37.10 43.10 40. 80
GRA ResNet-34 63.10 63. 40 76.90 96. 80 39. 20 44, 20 41. 60
SENet 17.50 21.60 14. 40 15.70 99. 80 25.50 22.90
DenseNet-121 15.10 18. 30 12. 20 12.50 24. 80 99.70 24. 80
DenseNet-201 18.70 19. 80 14. 30 14.90 23.50 24. 30 99.70
& 13 A AL FEAC BRI A b H AR AT 25 4 25 5
FHREOUT s Az O B e O A TH PR R Ak
Yoy M BE (B 7E ¥ d VGG-16 BF ASR
739%0) 10 XF T AL G AR PR AL, b 4 ResNet & 71
VGG RN i B 2 W AE 34 %6 ~ 35 %0 Z ],
HAR MR E Z BRI M 2 30 % LR,
AR T AR L PR A 1 1 B M A TRy
BRI 5 24 B b TH T R RE . R, AR Al X0 Bt e
o 7 R B L A X A T IR B
5 CIFAR-10 ¥ 5 19 52 50 25 J A L, 2B 0
E12 ZaERHH, ARMAKREESE

SVHN #i#E & FBF 15 ASR
Fig. 12 Average ASR of different adversarial attack

algorithms on the SVHN dataset in black-box scenarios
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IR & A7 SVHN #iE&E FXE BRE R A FEH ASR

Fig. 13 Average ASR of different adversarial attack algorithms on various target models

using the SVHN dataset in black-box scenarios
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Fig. 15 Impact of different generation iterations of adversarial examples on the attack success rate of various models
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