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Abstract Deep neural networks face storage and computational bottlenecks when deployed on
resource-constrained devices. Structured pruning techniques can effectively achieve model
compression and acceleration by removing redundant weights, but the adversarial robustness
of traditional pruning networks is insufficient, limiting their application in security-sensitive
scenarios. To balance the needs for model lightweighting and robustness enhancement, an
iterative optimization method combining adversarial training and structured pruning was

proposed: during the adversarial training process,the pruning mask is optimized synchronously, and an
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adaptive training-pruning frequency adjustment mechanism based on the “exploration-exploitation”

strategy was innovatively designed to realize the dynamic optimization of hyperparameters.

Experimental results on the CIFAR-10 dataset and ResNet-18 model show that, under a sparsity of

0.7, the proposed method increases the model’s robust accuracy by 10. 32%; in extreme scenarios

where sparsity exceeds 0.9, the normal accuracy and robust accuracy are improved by 4. 76 % and

15.52% respectively; compared with the fixed-frequency strategy, the adaptive mechanism further
enhances the normal accuracy by 0. 80% ~ 3. 59% and the robust accuracy by 1. 30% ~8. 50%,

significantly reducing the cost of manual hyperparameter tuning. This research provides an effective

technical solution for the secure and efficient deployment of deep neural networks on mobile platform.
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Fig.1 Flowchart of structured adversarial robust pruning algorithm
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*1 BEEGFHANRHEHEEKFTIEE CIFAR-10 HEE LHNITHER
Tab.1 Experimental results of adaptive structured adversarial robust pruning on CIFAR-10 /%
oIl A 7Y i 1 =0. 5 i 1 B = 0. 7 Hi i = 0. 9
5 4 25 1y Ti ik
Acc Rac Acc Rac Acc Rac Acc Rac

¢, filter 77.24 42.90 71.82 35.67 42.03 22.94
HYDRA 75.56 40. 87 51.03 27.15 12.56 3. 80
FPGM 75.03 40. 16 45. 32 24.08 13. 20 9.28

VGG-16 80. 80 44.19
FRFP 79.43 45.79 79. 33 46. 08 74.72 41.19
Ours(Manual) 79. 60 51.03 79. 20 49.35 72.60 42.12
Ours(Adaptive) 82.00 55.22 80. 80 48. 60 72.40 45.38
¢, filter 77.56 45.02 60. 84 32.25 41.02 23.78
HYDRA 77.23 44. 88 57.89 30. 82 50. 87 26. 85
FPGM 76. 33 42.53 48. 21 24.57 15. 66 8.09

ResNet-18 80. 34 49. 50
FRFP 80.70 48. 54 79.00 46. 25 69. 22 37. 24
Ours(Manual) 81. 33 58. 86 79.10 53. 86 73.98 52.76
Ours(Adaptive) 82.50 58. 30 79.90 62. 36 73.60 52.13
¢, filter 70. 10 37.22 60. 24 30. 26 31.15 16.73
HYDRA 72.22 38.61 70.01 35.56 57.81 26. 35
FPGM 71.75 38.05 53. 96 28.01 42.79 21.05

MobileNetV1 75.07 40. 94
FRFP 73.76 39. 65 72.05 38. 32 64. 48 29. 56
Ours(Manual) 74.01 42. 31 72.62 39. 35 65.69 34.05
Ours(Adaptive) 74.36 42.90 72.76 40. 03 66.26 33.97

3.2.2 CIFAR-100 # ¥ & =84 R W45t A AR R B

e CIFAR-100 %4 4 b [F#F 3 47 55 56 5 i
ARSI IE A S LR A5 R UL 2 frgl. al L
B A ST AN TR AR BB 0 AN () 2 80 L i) i
BN R R A SR . 7F ResNet-18 # 7Y I,
IR L5 716 T baseline 8 £ £ B, 7E 0. 9 11
W um AR B E RN 1 2 2 WS EEL LT Rac 4 26.12%,
i FRFP 742 TF T 13.67% ; oAb &F X% VGG-16

P 2~ 3 3 5l by 32 AR S 5 4 1 X BT & BT A
Jri%HE CIFAR-10 1 CIFAR-100 %44 45 b f9 5¢
a5 R . ] LA L A [R5 2 45 4 55 0 i 2 T
2B 0 e D0 AR A R B 25 L X LU S —
ATE T i A R MRS TR 26 4 114 4t — B T O
AREX R WIBTE— M A& T LA SR R R AL
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®2 HENFMUNMEHRTRTIELE CIFAR-100 HEEFHIHER

Tab.2 Experimental results of adaptive structured adversarial robust pruning on CIFAR-100 /%
] B 2548 7 i i B =0. 5 M B = 0. 7 M B = 0. 9
% 2 25 44 J5 i
Acc Rac Acc Rac Acc Rac Acc Rac
¢, filter 47.2 18.93 32.15 14.07 15.33 8. 06
HYDRA 1. 05 0.65 1.11 0.83 1.02 0.91
FPGM 43.22 20.03 30. 84 15.21 18. 28 8.33
VGG-16 51.88 22.16
FRFP 51.02 22.65 49. 28 21.17 35. 83 15.39
Ours(Manual) 52. 20 26. 81 48.70 21.03 35.00 16. 43
Ours(Adaptive) 52.80 27.07 50.70 25.88 36. 00 18.57
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] PRI A 7 B = 0. 5 M i B = 0. 7 H B = 0. 9
) 4% 45 4 ik

Acc Rac Acc Rac Acc Rac Acc Rac
¢, filter 47.92 21.01 35.96 13.88 6.02 3. 11
HYDRA 49.03 20. 85 35.57 15.01 18.02 8. 36
FPGM 39.75 20. 65 33.12 17. 64 19.07 9.12

ResNet-18 55.20 25.91
FRFP 49,98 21.60 45. 31 19. 21 29.96 12.45
Ours(Manual) 54. 10 28. 60 50. 31 28.73 41. 67 26.12
Ours(Adaptive) 57.00 34,05 53.90 30.03 35.78 22.80
¢, filter 35.61 14. 33 30. 05 13.71 19. 22 9. 06
HYDRA 39.12 15.17 32.25 11.05 20. 04 8. 20
FPGM 40.01 14. 36 35.06 13.68 28.67 11.05

MobileNetV1 47. 36 18. 82
FRFP 41. 96 15.05 36.51 13.07 30.03 10. 94
Ours(Manual) 42.15 15. 87 36.68 13. 24 31.00 11.04
Ours(Adaptive) 44. 06 16. 11 38.61 13.78 30. 96 11.55

B2 ERXEMUTNEFETHFEE CIFAR-10 HIBE LWL HER

Fig. 2 Experimental results of iterative structured adversarial robust pruning on CIFAR-10 dataset

3 SRAXEHMUTREETH AT CIFAR-100 #HiEE FHIWRER

Fig.3 Experimental results of iterative structured adversarial robust pruning on CIFAR-100 dataset
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3.3.1 CIFAR-10 % 3£ £ h% R B, [ 38 W )T EEAE VGG-16, ResNet-18 il MobileNet V1

TS [ 3 IO 45 W) Ak X B e 4 B A Oy B, HiE X3 A LAY 1 PR BB Y 5 D T TR I A S G 4
CIFAR-10 #¥i4E By SE a5 R 0L 3k 1 g, AT, 7E ResNet-18 M4 0. 7 F i FE T . % 7 ik
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3.3.2 CIFAR-100 # ¥} £ £ 4 R

£ CIFAR-100 £itdls 4 b dF470 48, 45 3R WL 5%
2 fir% ., 7F ResNet-18 W 2% | s 56 R W, 3% )5 &
BN TS ) ke B F R T 78 0.5 Wi JE
T Rac BRI E 34. 05% , FFIH ik 5.45%, %
Sy UGB T B IS N T A R

3.3.3 SVHN ##E £ ZImER

£ SVHN 448 b a7 Ik, 45 50 W 3% 3
G, SE 8GR ML % T 75 #E ResNet-18, VGG-16 Fl
MobileNetV1 3 F# |- P REAIE T A TS
T B A H UL B R T vk AT BRI T 7o
VB T A SO 2 A B

R3 AENFMUNREHEKATEE SVHNHREELHIBER

Tab.3 Experimental results of adaptive structured adversarial robust pruning on SVHN /%
] TN LA R M i BE=0. 5 Wi BE=0.7 M i BE=0. 9
% 2 45 4 J5 i
Acc Rac Acc Rac Acc Rac Acc Rac

¢, filter 87.06 51.02 86. 38 46. 82 16.71 12. 28
HYDRA 66.79 24.06 61.97 27.32 59. 98 19. 31
FPGM 88. 05 53.23 87.11 47. 54 70.06 28.31

VGG-16 90. 72 54. 64
FRFP 90. 40 55.57 90. 58 55.05 88. 74 51. 82
Ours(Manual) 90. 66 55. 33 90. 62 55.16 89.13 52. 94
Ours(Adaptive) 91.03 55.68 90.79 55.53 89.09 53.11
¢, filter 91.97 34.78 90. 26 42.55 60. 21 18.33
HYDRA 86. 81 44. 36 85.13 41.63 73.19 32.76
FPGM 79.22 40. 63 66. 80 33.18 52.73 23. 36

ResNet-18 94,72 54.23
FRFP 94. 65 51. 88 93. 39 54.24 93.15 47.13
Ours(Manual) 94. 35 50. 97 93.63 50. 26 92. 86 48.33
Ours(Adaptive) 94. 81 51. 36 93.61 51.07 93.35 48. 06
¢, filter 85.18 46. 26 84.07 43. 38 70.61 33.85
HYDRA 83.67 45. 38 82.07 41.15 77.22 38. 60
FPGM 79.23 43. 86 69. 37 40. 67 60. 82 35.02

MobileNetV1 88. 75 52.16
FRFP 85. 87 47.01 84.62 44.65 79. 36 42.06
Ours(Manual) 86.02 48. 25 85. 30 46. 21 80. 13 43.22
Ours(Adaptive) 86. 31 47. 94 85. 36 46. 55 81.26 43.57
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Fig. 4 Ablation experiments on increasing of pruning magnitude frequency on ResNet-18
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Fig. 5 Ablation experiments on adaptive method on ResNet-18
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Fig. 6 Supplementary experiments on robust attacks on VGG-16
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