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IoT device identification method enhanced by packet-level
traffic semantic features for large language models
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Abstract With the rapid popularization of Internet of Things (IoT) technology in various
fields, network device identification has become a key link in the network security protection
system. Real-time detection of IoT devices accessing the network is crucial for network
management, security protection, and performance optimization. Accurately understanding
network dynamics and identifying these IoT devices is a necessary prerequisite for effectively
defending against hacker attacks. Traditional machine learning-based identification methods
not only suffer from low efficiency, complex feature selection, and poor environmental
transferability, but their accuracy also fails to meet the needs of practical protection. To
address this issue, an IoT device identification method based on packet-level traffic semantic

feature-enhanced large language models (LLLM) was proposed. First, complex and heterogeneous
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10T traffic was converted into universal packet-level traffic semantic features. Then, these
packet-level traffic semantic features were used to fine-tune the LLM, enabling the LLM to
automatically learn the potential traffic features of IoT devices and make device classification
IoT device
identification. Experimental results on the public datasets Aalto, UNSW, and hybrid CIC

and identification decisions, thereby realizing end-to-end and efficient

IoT datasets (2022, 2023) show that the proposed method can effectively identify IoT devices

based on packet-level traffic semantic features, and its the average identification accuracy can

reach 99.99% ., 99.42%, and 98. 83% respectively.
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Fig. 1 The application scenarios of the

10T device identification model
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Fig. 2 The framework of the method in this article
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1. MessageList <

2. {fi /] Tshark i 3§ IoT ¥i & (TCP/UDP Hr 30 . B B
MAC 0 1P slsi- 5 8 . A 8 8R4 D, .D, . D,

3. Fields <[ "frame. encap_type" . "frame. time",. . . ,

tep. payload" , "udp. payload" ]
4. for BPEYEM D, do
5. packetSemanticDict < (JJ
6. if D;. has_layer("TCP") then
7. packetSemanticDict <= ExtractPacketFeatures

(Fields,"TCP",D;)

8. payloadField <= "tcp. payload"

9. else if D; has_layer("UDP") then

10. packetSemanticDict <= ExtractPacketFeatures
(Fields,"UDP",D;)

11. payloadField <= "udp. payload"

12, end if

13. if packetSemanticDict[ payloadField] # () then

14. B T 1 000 5 7Y : packetSemanticDict
[payloadField] = packetSemanticDict[ payloadField][0:1 000]

15. B3 N SCARH 3 : textSample <= ConvertToText

(packetSemanticDict)

16. /xR L </

17. messageDict <— %)

18. messageDict[ "messages" | <[
{"role" : "system" , "content" : "[ £ 4>
FALSS ] FLsEMmER]"),
{"role" ; "user" , "content" : "<packet™>." +

textSample} ,
"assistant”, " content" : " [ f¥ Fr ¥ K &
501" = YR 5 B S AR A 3 100 A 3

{ " l’Ole‘I :

]
19. MessageList <= MessageList U {messageDict}
20. end if
21.  end for
22. return Messagel.ist
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Fig.3 Group-level traffic semantic feature field classification
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Fig. 4 Device detection tuning data example
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Fig.5 Scalable adaptation based on efficient fine-tuning of parameters
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Fig. 9 A comparative analysis of the influence of sequence length and rank value on model accuracy

F2 Aalto HIESLIRANER F3 UNSW HIES XIARER
Tab.2 Aalto data classification and recognition results Tab.3 UNSW data classification and identification results
V7% 2 By BHR/% AE%E/%  FlH B 4 R KR/ BAmAE/ % FlLHE
Aria 99. 21 99. 21 0.992 1 non-loT 99. 35 99.12 0.992 4
D-Link Sensor 99. 96 100 0.999 8 Amazon Echo 95. 33 100 0.976 1
Edimax Cam2 100 100 1. 000 0 Belkin Wemo Motion
Ednet Gateway 100 100 1.000 O Sensor 08. 87 98.93 0.989°0
Lightify 100 100 1.000°0 Blipcare Blood Pressure
WeMo Insight Switch2 100 100 1.000 0 Meter 100 100 1.000 0
WeMo Insight Switch 100 100 1. 000 0
Dropcam 100 100 1. 000 0
Withings 100 100 1.000 0
) HP Printer 100 100 1. 000 0
D-Link Cam 100 100 1. 000 0
. . iHome 97.67 100 0.988 2
D-Link Siren 100 100 1.000 0
Edimax Plug 1101W 100 100 1. 000 0 Insteon Camera 100 96. 15 0.980 4
Home Matic Plug 100 100 1.000 0 Light Bulbs LiFX 99. 97 100 0.999 8
MAXGateway 100 100 1.000 0 Smart Bulb
Smarter Coffee 100 100 1.000 0 Belkin Wemo Switch 98.93 98.83 0.988 8
D-Link DayCam 100 100 1.000 0 NEST Protect Smoke
100 100 1.000 0
D-Link Switch 100 100 1.000 0 Alarm
Edimax Plug 2101W 100 100 1.000 0 Netatmo Weather Station  99. 97 99. 97 0.999 7
Hue Bridge 100 99. 97 0.999 8 Netatmo Welcome 100 99.87  0.999 3
TP-Link Plug HS100 100 100 1.000 0 PIX STAR Photo Frame 100 100 1.000 0
WeMo Link 100 100 1.000 0 Samsung Smart Cam 99, 40 99.97  0.997 7
D-Link Door Sensor 100 100 1. 000 0 Smart Things 100 99. 97 0.999 8
D-Link Water Sens 100 100 1.000 0
e Tater sensor TP-Link Day Night
Ednet Cam1 100 100 1.000 0 . . 100 99. 40 0.997 0
Cloud Camera
Hue Switch 100 100 1. 000 0 )
) TP-Link Smart Plug 100 98.98 0.994 9
TP-Link Plug HS110 100 100 1.000 0
. Triby Speaker 100 100 1.000 0
WeMo Switch2 100 100 1.000 0
D-Link Home Hub 100 100 1.000 0 Withings Aura Smart 100 99.12 0.995 6
Edimax Cam]1 100 100 1..000 0 Sleep Sensor
) Withings Smart
Ednet Cam?2 100 100 1. 000 0 1things 'mar 99. 40 100 0.997 0
iKettle2 100 100 1..000 0 Baby Monitor
WeMo Switch 100 100 1.000 0 Withings Smart Scale 99.12 100 0.995 6
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Tab. 4 Classification and recognition results of CIC IoT hybrid datasets
4 407 U Y 4 407 A A Y
AMCREST WiFi Camera 95. 66 100 0.977 8 LG Smart TV 100 99. 80 0.999 0
AeoTec Smart Home Hub 94,50 95. 00 0.947 5 LIFX Light Bulb 100 99. 87 0.999 4
Amazon Echo Dot 1 100 99.73 0.998 6 LampUXRGB 100 99.92 0.999 6
Amazon Echo Dot 2 99. 67 99.53 0.996 0 Levoit Air Purifier 100 100 1.000 0
Amazon Echo Show 100 99. 27 0.996 3 Luohe Cam Dog 100 100 1.000 0
Amazon Echo Spot 100 99. 40 0.997 0 Nest Indoor Camera 100 100 1.000 0
Amazon Echo Studio 100 99. 87 0.999 4 Netatmo Camera 99. 80 99. 93 0.998 7
Amazon Plug 100 99.70 0.998 5 || Netatmo Weather Station 100 99.73 0.998 6
Arlo Q Indoor Camera 99. 87 100 0.999 4 Philips Hue Bridge 100 99. 27 0.996 3
Arlo Base Station 100 99. 20 0.996 0 Raspberry Pi4 2GB 97.59 99.59 0.985 8
Atomi Coffee Maker 100 99. 60 0.998 0 Raspberry Pi4 8GB 100 99.53 0.997 6
Borun Sichuan Al Camera 100 99.93 0.999 7 Ring Base Station 100 100 1.000 O
Cocoon Smart HVAC Fan 100 96. 84 0.983 9 || SIMCAMI1S AMPAKTec 99. 06 98. 07 0.985 6
DCS8000LLHA1D Link Mini 100 100 1.000 O Smart Board 100 100 1.000 O
Eufy Home Base2 100 100 1.000 0 Smart Things Hub 95. 50 94. 87 0.951 8
Fibaro Home Center Lite 100 99.93 0.999 7 Sonos One Speaker 100 99.73 0.998 6
Globe Lamp ESP B1680C 99. 80 99.73 0.997 7 TP-Link Tapo Camera 100 99. 40 0.997 0
GoSund Bulb 99.92 100 0.999 6 Teckin Light Strip 100 99.93 0.999 7
GoSund Power Strip 1 99. 87 99. 20 0.995 3 Teckin Plugl 85. 04 90. 93 0.878 9
GoSund Power Strip 2 99. 60 99.53 0.995 7 Teckin Plug2 89.99 97.73 0.937 0
GoSund Smart Plug WP2 1  99. 60 99. 60 0.996 0 WeMo Smart Plugl 100 100 1.000 0
GoSund Smart Plug WP2 2 99. 40 99.53 0.994 7 WeMo Smart Plug2 100 99. 66 0.998 3
GoSund Smart Plug WP2 3 99.53 98. 27 0.989 0 Wyze Camera 100 100 1.000 0
GoSund Smart Plug WP3 1 100 99.93 0.999 7 Yi Indoor2 Camera 100 98.23 0.991 1
GoSund Smart Plug WP3 2 100 100 1.000 0 Yi Indoor Camera 99.01 100 0.995 0
Google Nest Mini Speaker 100 100 1.000 0 Yi Outdoor Camera 100 94.51 0.971 8
Govee Smart Humidifier 100 100 1.000 0 Yutron Plugl 87. 80 93. 60 0.906 1
Harmankardon Speaker 100 96. 33 0.981 3 Yutron Plug2 98.77 90.73 0.945 8
Heim Vision Camera 100 100 1.000 0 iRobot Roomba 100 100 1.000 0
Heim Vision Radio Lamp  99. 93 99. 40 0.996 6
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b 7E Aalto B 4 b a0 W3R 45 5 2 0 A R
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Fig. 10 The model classification confusion matrix(Aalto) in this article

B 11 AR5 2R 5 5B (UNSW)

Fig. 11 The model classification confusion matrix(UNSW) in this paper
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Fig. 12 The model classification confusion matrix(CIC IoT) in this paper

3.4.3 ARG F T AR A AR IE HAE AR 20 KB T 97.82%.97.82%.0.978 0,

TEMEE /N 5T B RN S DREAREUE % CUNSW) g 4> ToT 34 19 R
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Tab.5 Small sample data classification results(UNSW)

y > n| > y = n| >

4 4 A EEE mw 45 4 LAY
non-loT 96. 19 99. 34 0.977 4 Netatmo Weather Station 99.93 95.00 0.974 0
Amazon Echo 98. 04 100 0.990 1 Netatmo Welcome 95.24 99.93 0.9753
Belkin Wemo Motion Sensor  91. 52 97.87 0.945 9 PIX STAR Photo Frame 100 100 1.000 O
Blipcare Blood Pressure Meter 91, 67 100 0.956 5 Samsung Smart Cam 97.94 100 0.989 6
Dropcam 100 99.84  0.999 2 Smart Things 100 99.63 0.998 2
HP Printer 100 99.94  0.999 7 || TP-Link Day Night Cloud Camera 99.33  98.43 0.988 8
iHome 99. 87 93.27 0.964 6 TP-Link Smart Plug 98.99 99.84 0.994 1
Insteon Camera 100 97.54 0.987 6 Triby Speaker 100 84.13 0.913 8
Light Bulbs LiFX Smart Bulb 99. 90 100 0.999 5 || Withings Aura Smart Sleep Sensor 98.93 95.75 0.973 2
Belkin Wemo Switch 97.58 91.23 0.9430 Withings Smart Baby Monitor 97.41 99.23 0.983 2
NEST Protect Smoke Alarm 100 100 1. 000 0 Withings Smart Scale 93.87 97.34 0.9557
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Fig. 13 Confusion matrix of model classification in this paper(small sample)
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Tab. 6 Classification results of environmental change data

L
B4R F1 {8
/% /%
non-loT 98.15 94.79 0.964 4
Amazon Echo 100 100 1.000 0
Belkin Wemo Motion
98.74 98.93 0.988 3
Sensor
Blipcare Blood
100 100 1.000 0
Pressure Meter
Dropcam 99.93 100 0.999 7
HP Printer 100 93.09 0.964 2
iHome 100 99.82 0.999 1
Insteon Camera 99. 80 97.02 0.9839
Light Bulbs LiFX
100 100 1.000 0
Smart Bulb
Belkin Wemo Switch 98.93 98.80 0.988 7
NEST Protect Smoke
100 99.78 0.998 9
Alarm
Netatmo Weather
X 99. 93 99. 77 0.998 5
Station
Netatmo Welcome 98. 97 99.53 0.992 5
PIX STAR Photo Frame 100 100 1.000 0
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Samsung Smart Cam 94.79 99.97 0.9731
Smart Things 100 100 1.000 0
TP-Link Day Night
. 99.76 99.00 0.9938
Cloud Camera
TP-Link Smart Plug 100 97.74  0.988 6
Triby Speaker 99.93 99.97 0.999 5
Withings Aura Smart
99.92 99.69  0.998 1
Sleep Sensor
Withings Smart Baby
X 99. 60 99.97 0.997 8
Monitor
Withings Smart Scale 100 100 1.000 0
D-Link Door Sensor 100 98.18 0.990 8
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L e HCTE 2 A BOHE B b 3R s A TR] B0 B AR 0
IoT &% #& 25 W () % £, 0 §§ Borun Sichuan Al
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STu s R (WL R 7 By KL BLAELAE CIC-
IoT ZHa 41 19 “ Amazon Echo” 28 51 L B/ T 1
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99.89%.0.999 4, LAk, X FoAth 15 25 1 T AR
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5 B R Ak S A S B 37 st v B g T T
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Tab.7 The classification performance results of IoT

device types in a cross-dataset environment

" T

B 4 K Y iy F1 {H
Amazon Echo 100 99.89 0.999 4
Borun Sichuan Al Camera 99.93 100 0.999 7
Fibaro Home Center Lite 100 99.87 0.999 3
LIFX Light Bulb 100 100 1.000 O
Philips Hue Bridge 99. 80 99.87 0.998 3
TP-Link Tapo Camera 100 81.87 0.900 3

x8 ITREXBEMBRETH I LMERER
Tab.8 The classification performance results of IoT

device types in an encrypted environment

WUE  H R
W £ TR F1 {4
/% /%
non-loT 99. 95 99.98 0.999 7
Amazon Echo 100 100 1.000 0

Belkin Wemo Motion Sensor  96. 79 100 0.983 7

Blipcare Blood Pressure

100 100 1.000 0
Meter
Dropcam 100 100 1. 000 0
HP Printer 100 100 1.000 0
iHome 100 100 1.000 0
Insteon Camera 99. 41 100 0.997 0
Light Bulbs LiFX Smart
100 100 1.000 0
Bulb
Netatmo Welcome 99. 67 100 0.998 4
PIX STAR Photo Frame 100 100 1.000 0
Smart Things 100 100 1.000 0
TP Link Day Night
100 100 1.000 0
Cloud Camera
TP Link Smart Plug 100 100 1.000 0
Triby Speaker 100 100 1.000 0




55

TrEET AR T S G B SCRRIERE R LLM ToT B4 $UN J5 i 37

3.4.6 e R AP K BUE 09 R A AR IR E
FEFLSE W 48 BB v Tk 3 0T gl ok fh i TP
Hidik . MAC 41k £ 2= OUTCH Uk — AR 155 3k
P & B 0. NP AL ZE B X i o F
1) &FE I, 7E UNSW s & EXF OUT 7 Bt A7
BE ML AL Ak B 40035 £ B 1 A TR Y O B O 1 AT
bSR3 201 A 1 s 1 2 S L WO S 2 S
(L3 9 Fra) WA, B R 7 3% th 35 37 T 5 BUAs:
T 98.46% By ffE 5 K. 98.46% M A [l F M
0.984 5 i F1 A, & 8 th % Oh i A 115 B I R 4
HEURE J7 5 o i) B0 5 3 N M
£9 10T BEXBEFHRIIMERE T
4 S BRI
Tab.9 The classification performance evaluation of loT

device types in a hardware identifier forgery environment

MR AE%

B AR F1 f§
/% /%
non-loT 98. 06 98.45 0.982 5
Amazon Echo 95.23 99.20 0.971 8
Belkin Wemo Motion _
. 97.19 94.57 0.958 6
Sensor
Blipcare Blood
100 100 1.000 0
PressureMeter
Dropcam 99. 87 98.44 0.991 5
HP Printer 97.78 99.72 0.987 4
iHome 100 96.63 0.982 9
Insteon Camera 100 95.11 0.9750
Light Bulbs LiFX
99.97 99.13 0.9955
Smart Bulb
Belkin Wemo Switch 95.10 97.07 0.960 7
NEST Protect
94. 04 98.44 0.9619
Smoke Alarm
Netatmo Weather Station 99. 37 100 0.996 8
Netatmo Welcome 99. 87 98.87 0.9936
PIX STAR Photo Frame 98.45 99.45 0.989 5
Samsung Smart Cam 98.98 99.80 0.9939
Smart Things 98. 85 99.97 0.994 0
TP Link Day Night
. 99. 36 98.87 0.9911
Cloud Camera
TP Link Smart Plug 97. 64 98.06 0.978 5
Triby Speaker 99. 04 99.70 0.9937
Withings Aura Smart
99. 42 98.51 0.989 6
Sleep Sensor
Withings Smart Baby
. 99. 20 99.67 0.994 3
Monitor
Withings Smart Scale 99. 85 97.04 0.984 2
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Fig. 14 Comparison of classification performance before and after domain adaptation of large models
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Fig. 15 A comparison chart of the performance of the original and improved tokenizers
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Fig. 16 A schematic diagram comparing the interception effects under different data payload lengths
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