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under residual Transceiver Hardware Impairments(THI). A closed-form expression for the Key Generation Rate(KGR) is derived, and

W #s B #A . 2025-04-27

E SR A A AR (252300421516) s TR B RHEAIA TR & 4 R0 H (225200810033 ) s AT A TV A A BE R A SRR %
T (23ZHTDO1005 ) ; FHATAS Toll 457 BE 27 e 80 B0 MO T 5 ST (2hjy24-00) 3 KM AT 2 Tl 3 B Be 5 A B O 5 R JR e I H
(2025YJSJG31) s T R A=A AL RPN H (26A510017) 5 T H IR (2024)233) TR A AR RS MR R T2 ( GZS2022011)

Foundation Item:Henan Natural Science Foundation (252300421516) ;Key Project of the Joint Fund of Henan Province Science and Technology R&D
Program (225200810033 ; Research Team Support Program of Zhengzhou University of Aeronautics (23ZHTD01005 ) ; Teaching Reform and Practice
Project of Zhengzhou University of Aeronautics (zhjy24—09) ; Graduate Education Reform and Development Project of Zhengzhou University of Aeronautics
(2025YJSJG31) ;Scientific Research Foundation of the Higher Education Institutions of Henan Province (26A510017) ;Ningbo Natural Science Founda-
tion (2024J233) ;Henan Distinguished Foreign Scientist Studio ( GZS2022011)

2025 FEFH 51 BH 5 M TR EIRMTEIRAN 911



+8.6C 5 HERHL R

a KGR maximization problem is formulated under the base station transmit power constraint and the unit-modulus constraint on the IRS

phase shifts. To solve this problem, a robust optimization algorithm is proposed, which integrates Alternating Optimization(AQO), Suc-

cessive Convex Approximation (SCA), Semi-Definite Relaxation(SDR), and penalty methods to iteratively optimize the transmit beam-

forming and IRS phase shifts. Numerical simulation results demonstrate that the proposed robust algorithm can effectively mitigate the

impact of hardware impairments and improve the KGR.
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