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Abstract: To address the issue of current command and control network key node recognition methods relying on expert know-
ledge, a method based on convolutional neural networks from the perspective of communication reconnaissance is proposed. Powerful
feature extraction capabilities of convolutional neural networks are leveraged to develop an intelligent paradigm for key node recognition.
First, the communication relationship information between nodes is transformed into a multi-dimensional information matrix using fea-
ture engineering. Then, inspired by the Finite Impulse Response (FIR) filter structure, a Finite Impulse Response Squeeze and Exci-
tation (FIRSE) neural network is proposed. Finally, a dynamic peak detection method is introduced to improve the training strategies
and obtain optimal neural network parameters. Experimental results show that compared with typical machine learning and deep learn-
ing-based recognition methods, the proposed method offers higher identification accuracy.
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6.2 LIENBEESSHEE

ARSI Windows 10 #AERF PR, Mt
ik GeForce RTX 2070 SUPER, % 0 £ &% 45 N
Intel(R) Core(TM) i7-10700K &Zb¥E&s AL NIEE
4 80 GB FIEMGAL#ES . R Python 3. 8 Zwi3f
BTG  HLae 24 > R scikit-learn JE | R FE AP 282

SR E TR 2 A5 ISR s S HOR b 2
W2 280, U5 W 2B 45 R0l 4R L ] di e
g2 B E AR LB w2 0.9, ARy 64
2] %47 0.000 3, 2R, TR 451 FIRSE #HZ R
KNS HL, FIRSE M MZ5 ) 3 Flh LR S

W25 % H PyTorch FF R IR EE 22 S HELR 4 4 |

BNz 1 Fion,

F1 IMELRRSY

Tab.1 Three main module parameters

JRAH FLRBR 1 FLA 2 TR 3
— in_channels=3, out_channels =6, ker-  in_channels = 12, out _channels = 24,  in_channels = 48, out _channels = 8,
nel_size=(1, 1), stride=(1, 1) kernel_size=(1, 1), stride=(1, 1) kernel_size=(1, 1), stride=(1, 1)
BatchNorm2d )2 num_features =6 num_features =24 num_features =8
ReLU 2 inplace=True inplace=True inplace = True
R in_channels=6, out_channels =6, ker-  in_channels = 24, out _channels = 24,  in_channels=8, out_channels =8, ker-
nel_size=(1, 1), stride=(1, 1) kernel_size=(3, 3), stride=(1, 1) nel_size=(3, 3), stride=(1, 1)
BatchNorm2d )2 num_features =6 num_features =24 num_features =8
Com2d in_channels=6, out_channels =12, ker-  in_channels = 24, out _channels = 48,  in_channels = 8, out _ channels = 16,
nel_size= (1, 1), stride=(1, 1) kernel_size=(1, 1), stride=(1, 1) kernel_size= (1, 1), stride=(1, 1)
BatchNorm2d JZ num_features =12 num_features =48 num_features =16
Ui in_features =12, out_features=4 in_features =48, out_features=16 in_features =16, out_features=5
ReLU 2 inplace = True inplace=True inplace =True
2E)Z in_features=4, out_features=12 in_features= 16, out_features =48 in_features=5, out_features=16
Sigmoid - - -
Comd in_channels =3, out_channels=12, ker-  in_channels = 12, out_channels = 48, in_channels = 48, out _channels =16,
nel_size=(1, 1), stride=(1, 1) kernel_size=(1, 1), stride=(1, 1) kernel_size=(1, 1), stride=(1, 1)
BatchNorm2d )2 num_features =12 num_features =48 num_features =16

FIRSE 1 22 [0 2 1) S RS |0N R 2 B
R2 ZHRERBHY

Tab.2 Feeder model parameters

JREAH SRR 1 LA 2 LA 3
Com2d in_channels =3, out_channels 48 , ker-  in_channels=3, out_channels =16, ker-  in_channels=3, out_channels =16, ker-
onv2d
nel_size=(1, 1), stride=(1, 1) nel_size=(1, 1), stride=(1, 1) nel_size=(1, 1), stride=(1, 1)
BatchNorm2d )2 num_features =48 num_features =16 num_features =16

FIRSE #1280 25 1) 7 SRR S BN 3 s
R3I SERERBH

Tab.3 Classification model parameters

SRR TR 1 IrIAELR 2 TR 3
RelU )2 inplace = False inplace = True inplace = True
ESiS in_features =400, out_features=120 in_features =120, out_features =84 in_features =84, out_features=>5
6.3 ZWTFE Ja , 3 R I e AR A 0 I A A 4 4 B 430 K
BARELET N 120 000x3x5x5 BFBHREFTEL - 108 000x3x5x5 F1 12 000x3x5%5, i 1t Yl ke A
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D5 At A5 Y i S, A B T A 0 A
BT B, i — 25 1 BH AR SC Y ele ik B AT R
VIXIENS
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Fig. 18 Loss change curve with training times
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Fig. 19 Correct change curve with training times
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Fig. 20 Confusion matrix for key node identification in
this method
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BT ARSIV B S A U VA B A A
FapbR N 4 FioR,

R4 AXTFHERITEER

Tab.4 Evaluation indices of this method

Who T

prg  TEORE/% m&/% m{;/% Hife/ %
0 0. 025 0. 054
1 0. 050 0. 067
2 99. 953 0.038 0. 046 0.047
3 0. 088 0. 030
4 0. 033 0. 038

PR B A 2 R Y O Y SR B TR VB B
w21 s,

20000

" 15 000

§

= 10 000
5000
0

IERbRAE

B 21 RS EIF[HRET FIRBRIBER

Fig. 21 Confusion matrix for key node identification of

decision tree classifier

LT PRI 43 288 1) SR s TR VB R 4 1)
PEAG IR bR AN 5 PR,

K5 REWSEFBAOITMEIER

Tab.5 Evaluation indices of decision tree classifier

i E /91

gy R wr&/% wgij// /%
0 0.075 0.079
1 0. 067 0. 083
2 99. 925 0.071 0. 096 0.075
3 0. 075 0. 050
4 0.075 0. 067

LI H7 43 25 48 10 OC B YT 5 0 R 1 G R
K 22 R,
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Fig. 22 Confusion matrix for key node identification of

Bayesian classifier
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Tab. 6 Evaluation indices of Bayesian classifier

WA fRIE i

b5 e Bz % B/ % HHE/%
0 21.859  21.979
1 21.974  22.313
2 77.954  21.936  21.849  22.042
3 22,251  21.865
4 22,188  22.204

TEIA P 28 I 26 17 O 59 o5 1R 1) T e 4B [
WK 23 Frs .,

18000
oBEXYEN 1733 1725 1445 1611
16 000
1 1505 1686 1205 Sl
12000
L1 641 18 291 1421 10 000
8000
shi713 1542 1110 [FERES 6000
4000
ab15s6 1743 1369 1171 BEENS
. 2000
0 i ) 3 4
IEAfbRS

E 23 fEAHEMERXETRIRMNEBER
Fig. 23 Confusion matrix for key node identification of

recurrent neural networks
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Tab.7 Evaluation indices of recurrent neural networks

o — T
gy TR {ﬁlﬁi/‘?/ @}F;// /%
0 24. 821 26. 526
1 28.092 23.977
2 75.073 23.788 25.583 24.907
3 24.183 24.259
4 23.750 24.189

ResNet34 125 [ 25 (1) S 8 1 5 1R 51 1R V8 JE B4
K 24 s,

20 000

15 000

10 000

5000

IERfbRZE

& 24 ResNet34 2 M 28X BT RIRABEERE
Fig. 24 Confusion matrix for key node identification of
ResNet34

FLF ResNet34 #2245 10 S 815 5 R SR VE
FERE )Pl T bR AN 3R 8 PR

= 8 ResNet34 #12 M & KT 18R
Tab.8 Evaluation indices of ResNet34

5 Rk S5l

fﬁlﬁ% e % W&/% 151%;/% HE/%
0 0. 092 0. 145
1 0.358 0. 087
2 99. 840 0. 100 0. 150 0. 160
3 0.133 0. 096
4 0.117 0. 329

X R ¥ AR FEATIE B, 45 5 s ) He 25 R
T 9 TR, BRIGZAN, 14 Iz 556 o] Fnwe J5 H & 4
b, T 22D 2 2% BE (0 A B X 7 il AT 5 %
FOGFHe ez B (] 48 X 4 AR s B AR AR S8
ST s T AT ZE R ], BEURAE A RS &
I AL BES ( Graphics Processing Unit, GPU) FJINAF

TAERE A AR K

GEIRR , Hrb DRSS o e A0 DL -y g S R b AT
PRI AT ZAMH] GPU, AR P AT ST,

R9 HEI

Tab.9 Results comparison

~

BE  EG
Ik Y LT Eﬁff p f/ {fB
Bt/ % Y % R

ATy 99.953 0.047 0.047 5.312 7.7
RIERPEAE 99.925  0.075  0.075  0.026 —
DU 2a% 77.954 22,042 22.042  0.312 —
TR ML 75.073 24.927 24.907 0.242 1.9

ResNet34 1M %% 99.840 0.160 0.160 22.061 3.7

ARSI LA 99. 953% 1) IE A 2R i 35 40 o 1 -
My, S H HEAE R ) S R s T A s 1 A
P, LR o 248 I HER %R 99. 925% , ResNet34
P2 W 2 B HE T SRl 99. 840% , IRUAE — 3% M N8
(AR A SO, DL A3 88 RG24 b 22
I 2% BRI HER 2803 30 77, 954% 1 75. 073% , i E 1%
Tl =3, B HAZTE S PR RIS HAE

FEARE (1) 38 MR 451 2R 5 1, A SCO7 ik 38
0.047% , ‘7~ H AR R 7 TR L5, vk
TR 43 JS A8 1 A5 1E B R A G 1) R 348 0. 075%
W v TA S i ABARAE AT 32 32 Y5 Bl N . ResNet34
122 D) 265 114 1% 1 457 2 1 1451 R 0. 160% , =5 T
ARSI R RPN R g, DL o AR A
TG IR 25 0 4% 14 {15 L f51) S R A7 051) 3 (R A 0 v

32 AR ] AT PR A B I, AR SO iR s
ERFE R 5,312 s, BRI RN 7.7 GB, R
AR A i, (2% pE 3 HL I 35 A o A R AR
ROX LA AT LA AZ 0, IR SR8
BFTE] A 0. 026 s, J2& BT A7 5 vk e R iy, H L5 TR 51
R B, ResNet3d 1 28 W #5 1Y) iz B 0 ] N
22.061 s, PR HE N 3.7 GB, /R4E 18 B a] 4%
K AR FLHER R A ST vE . DUt B 43 2888 NG
Ppf 22 ) 4% 1 iz B R) e, e B A 0,312,
0.242 s {H iy T H fERA R BAR, 3 28 )7 7 78 1% O
W BUIMESS i S AR

25 LTR AR SO 3 A0 R E B R RCE 1) %
A G 2 5 T 34 R AR S, R4S s A )
TR A i, R S B o R, 2 B A
BT IR IME 55 Y R ER B K 2B Bl AR BT DL 4
%o I, 7R SCT7 ¥ A0 RS B AT S 4 O T B e pE
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