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Abstract: Multi-authority attribute-based encryption (MA-ABE) schemes serve as a promising core technology for secure data ac-
cess control in multi-organizational cross-domain collaboration scenarios. However, the dynamic nature of such scenarios may cause
adaptive leakage risks of authorities and require the periodic update of partial user attributes and secret keys. To address the above prob-
lems and challenges, this paper proposes a fully adaptive secure access control scheme supporting attribute revocation. While guarantee-
ing full adaptive security, the scheme designs dedicated revocation parameters and adopts an efficient user key update algorithm to real-
ize flexible and efficient multi-authority attribute revocation. To guarantee forward and backward security, this paper constructs a cipher-
text update component and proposes a lightweight ciphertext update mechanism, which only requires one pairing operation and one mul-

tiplication operation. Rigorous security proofs demonstrate that the proposed scheme satisfies full adaptive security. Theoretical analysis
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and experimental comparisons are performed for performance evaluation. The results show that the scheme achieves high efficiency in

the attribute revocation phase. Specifically, the computational cost of key revocation is only 25% of that of comparable schemes, and the

ciphertext update computational cost is at a constant level.
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3 MFSAC-AR FEZEHMEEAULEN

31 ARZEH
AR SCHR ST R R RS 80 22 R AT S8 Al N
Gyl %, HAEMamE TR,

! we me
q&j &F - &
SRR msg L| CT
¢ > CUC
DO o<} %
g g —— |©
B0 g ap RR L PR ke
i, (*IE%
1l & Y & ’
& 8 0 A
»
i & T & it & T T
&b ... . CE ol
AA DR

Kl 1 MFSAC-AR J5 2444
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BB B, AA FEFHiA% B H 2 AR UMESRAT L
2, KU S BORP BN RS SRR, T
i 5 2 A % SO

FH P %85 51 53 3315 (S {AK i) o5 ) < KeyUpd (GP,
RID,{ASK,}): B 76, A JBYEHRAT AA 48 55 b
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8. RP HE i N iZ Al [F ) RP ;

a,

I
HAA,EAA,\AA/ a—a;
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fiff %5 54 1% msg’ — Dec(GP,{AK 4} ,.,.CTy): H 4G,
DR 3R U SCCT I 2 B 1 J2 1 0] S W i 2 ALEE T € S
SR, DRARIGFEALAE T € S MY & MW T HFEM, .
Ji. 2@ =, w)eZl,, DRITED =M'10, -,
0", A ) 52 Hdhi

MC;
l_[ ( ¢(AC,,2, HRID)-RP) - ¢(ACy,,, HRID)) )“*
i€l

e (ACA,i,l s KRC/J(!')J() -e (ACB,i,l 5 KACp(i),k)
(2)

msg’ =

5 EMMESmSLEHIER

51 IEmMESHT
AT TR Y MFSAC-AR FE MW IEMME. &
%%D:DR'DAv /H\':F'

Dy = 1_[ e(AC, 2, HRID)-RPy)\”
R= | lier e(AC,,; 1, KRCy 1)

D - l_[ e(ACp,,, HRID)) \*
AT i e(ACp,,1, KAC 1)

Dp =X 3) i

Do = l—[ e(APCy 2, H(RID)-RP)\"
71 Lier\ ™ e(APC, 1, KRC,0)

_ 1—[ e(gfl"f Va PA;(!) H(RID)'RPk) w;
il e(g)”,(HRID)-RPy)%)

B l—[ e(gM 7 aq(;r ,H(RID) - RPk)]
L L] (gl (H(RID) RP;)0)

_l—[ (g™ H(RID)-RP,)- (g™, H(RID)~RPk))w‘
= iel e(g] ,(H(RID) RPk)“pm)

= ]—[ e(g"”, H(RID) - RP,)“
=[], e(er, HRID)-RRy2< 7w
= e(g1, H(RID) -RP,)’ (3)

D, By a0 (4) Pris

D _I_I E(APCB,i,z,H(RID)) .
A7 ] Lier e(APCB,1 KAC, 1)

1 [ TP H(RID))J‘”‘
¢! (HRID)\)

l_[ [ MVB.glj“’ﬂ"H(RID))]w’ (4)
“ (H(RID)Y™)
= I_LEI

= I_L‘ge(g' , H(RID))ZiEIM:'_‘}H'“)t
= e(g, HRID))™

A, #E%5(5) FEIEmsg = msg.

Vi H(RID))“”

msg’ = MC,/D =MC,/(Dg-Dy)
_ MC,
~ e(g1, HRID)RP,)’e(gy, H(RID))™
=msg-e(g],RP;) /e(g1,RPY)’
=msg (5)

Ik, MFSAC-AR J5 i 2 1B k
52 Z&MEIERA

AT IE B A SCHRE Y 9 MFSAC-AR 5 £ 2 58 4
BRI IVR 7 o o

FEF AN SCHER [17] 42 A A BB o8 4l I
%4 MA-ABE J7 £ % 411, H84 MFSAC-AR 7 %

e g oS LB IV 4 b o
JEB R AETE— A PPT 80 T ALK A] Z 1% )
BB MFSAC-AR H &, LIEEF AE N FRFH

1 ) PPT 40 % BREWE 76 AN Pk iR & Cry 38 B R v,
DIRTT 2.0 9 O 34 2 %217

", kFECTAEEZ GBI G=W =pip.ps.
G,Gr,e) —G(1"Y, HEBEFHG, W—"1HEICg . C
WP, #78=0, SHITRT; G, #B=1,
SHITET; « G, o RJF, HBHE BEIEIR A Pk
HCRIEM(G,81.Tp), FIHPATINT .

REWEN B : BmPkiHE BN, JFA L
2 Ji 2R GP R4 Ry J& M AL {ASK, ey

1) EZESHFPAM . BBkl #H ke ik
BN, CRENLMER:h « G, IF &k (G,g. WA B, BX
B2 SHFP = (G,81)-

) BYESEAPAE R : BREEN T AP0
ek 3 C ol JE M w e ik R B PE £ % B {IMSK, = (a
IR ERA, HREBHELAY P =
&M Pea=g"" s PRI CR KB ME A PP Pradhucu
4B, BRENEue U RN a,.b, € Zy, TFRAEX
B8 w4 )R JE PE R B R ASK, = (0 = yau+ auBu =
Yeu+by), TT5APK,, = Py,gl" APKp, = Py.gy . JE P
ZHCH AP = {APK, ., APK3,.}, 0

3) RJRMSHGPAEN: BiEBHESH v eZy, It
FRIG W S BURPy =™, B 15 4 i 250 GP =
(FP,RP,AP),

WRI BT BT Al R
BAE

1) Hash #fj[8) . B¥J3& hash 51 % HL H T 176 &
3y -hash X} . A$EAC B 735 M RIDZA B, 41 SR 54 i )
i$ RIDAY hash {f, A4 BJ#RIDE%Z%HEE&%C, CFii
ML # HRID) « G, FH Ki%k4 B, B {RID,HRID)}
f£A HL, JF¥ HRID)A % 45 A, QiR 2 &) n) i

YBu eZN) ueld »

P A7 22 35T U )
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RIDf# hash {8 , B¥f {RID, H(RID)} )\ HL Bt i, I %
7% HRID)%5 A,

2) AR RN ) BT A [R] 4 SRy e R
ueUW 2 R JE YEFA o Bl Fk ik & Cf 1a] wXif 1 11
PEF B HAMSK, = Gawyed) o RE, BitHul2R)E
R N ASK, = (@, = Yau+ a8, =Ypu+b,) , I &k
%A,

3) WitnIE A . B, BT AR
By RIDFA B B YEES cU B, TR AT &) 5
J& M x e SXF N Y 4 Jm JR P FASH , W BiF 5 KRC, =
(H(RID)-RPy)* , KAC,, = (HRID)Y:, XTI a4
Ja @RV @ xe S, BIE H(GID) = H(RID)"™ fll x
KAIELCo CXFEME xIT 5 B % 4 Ko a.. = (H(GID)-
hy*, Kaipgx = (HGID)™ . 4K J5 , CK % SKagp,. =
(Kcipaxs Kaip,s.x) 4B, R, BRI EAGEEEH
N AK, = (KRC,,KAC,), HH:

KRC, = Ky, 4 (H(RID) - RPy)™
KAC. = Kgip, . (HRID))™

4) WP TR M BT AW ) B G 8 AR X
(RID, S") 4 55 kI S8 ) Jm P %5 81 . Bk 5 B AL %X
T E€Zy, FEEHBESERP, = b,

FHEMEES, WRBH R e S 4
JRJRTERAE], WEEHTKRC,, = (H(RID)-RP)™, KAC,; =
(HRID)Y* . 5] B H(GID) = HRID)/™ Flx K ik 45 C.
Cﬁ‘ 7%; Kempax = (H(GID)- h)’VA“yKGID,B,x = (H(GID)Y*, B
BB R B R PR 1N AK 4 = (KRC 4, KAC 1),

{KRCX,,( = Kl 4 (H(RID)-RP,)™
KAC.; = K& 5 (H(RID))™

PeH B Be s BT ASR AP AN A K H B msg,
msg, Fil LSSS 5[] 5 W (M, p). BLAL, A4 SS 5] 5k
W T K B R 3 T P X I Y 4 Je) JE MRS B {APK, ) (T
AR GE U ) o B B msg) = msgy™
msg; = msg" A (M.p) K% 4 Co PhikH CHBRRaHLER
Mce{0,1}, JF4& BT A hn e i B msg,

CNZyH BEALEEFE S, yo, -y 5oy T A 1 51
Y 4 = (5,50, Ya)s Vg = (=8, Y} ,y))» HFITHEC=
msgle(g,h)' s X Fie[l,l], CBE ML IE B rasrs:
Zy, ﬁ‘;%; Ciai= g?“ 5
M Copi= gjlw"_v}H 'P;B,;(,-) °

BRI B [k V4 = (8200 2) € ZLRIV 5 = (=,
2,0, 7)) € ZX,, i1 5 APC = {AC,,1, ACyi2, ACs,1,
ACB,i,Z}iE[l,I] s EEP H

_ M-7A TAi _ B
Coni=81" Piyes Cirei=g

ACu;1 =Cip;,ACh 0 = Copy '811‘4"” 'C‘f"A’i
ACg;1 =Ci 5 ACpiz = Cop; 'giw"vg -CY,

1,B,i

MECT AT R AT RO Rl B, BEE B B AE
BEMC, = C% -e(gy,h)" ™,

V[ B B 10 BT AT LUFE T 2 B B B 2 R
LR b, BT 2 UGR Rl BY B T 4 A A IR

BB T AR T el e, B
BIRZECHC, MBce=c, BATT ARME.

WAR, BRI LLRH ALE T 56 42 38 W PE 2 4 40 A
X MA-ABE J5 £ 3RS A 7] 206 A 3. BT X
ik [17] 02 50 438 W k% 4, BRI AR 7 2 12 58 4
BEIIA & 7o
6 TEEEITEM
61 REMESIWIZE

Sk TR R 48N 64 {7 Windows 10 13 HL,
4b BE 2% 4 Intel(R) Core(TM) i5-7300HQ (2.50GHz), M
17 16GB. #£ VSCode H fitl & Java 3 5%, WA H
OpenJDK 11.0.24, Jf i & JPBC JEP7, & HL Type Al
KAVRHG IR M LI s =R B E S/, B R
A 256 137 o

BT LRBCE, EABRMEMPATRK NZE 2 B
N, AT S5 SRR IR 1000 YR TS B9 . BT
VU ) J B R A, AR S et 1000 Y LY
S TR]BR LA 1000, Zy P T 2 Y DY 0058 334 1000
W ERFTRLRJE 1 ms, NIEARGEHAER 2 H .

RAFXH, BEBANS AAEH-ANEM, R
3T BT REG,, (04 At g, 0 BUA ]
msg. i 1 S 5E U7 5 00V RE RN [R) SR 1Y) 5%
R, TEREEAAR 5 1] U7 0] 5% 0 6 5 ¥ LSSS., FL 55
2R I SCHR [38] £ i A9 i 0 A 1 5% -

2 HEABREPITINR

Table 2 Duration of basic operations
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J7 S AT B S Mr o R B B 9 T 6 AR B
Bemy it RO R e an gk 3 Mk 4 pron . M, UFOR
J Ak A Y JE AR R ISIRIS 123 3 7R DR B 46
AN BTG 0 PR s RN TR RIS AT R, 13R0R
FH T fige 2 B B AR (9 & PR KR o |HIFR7 hash R
)T 4 o U T x RN X (BT /) o R
PAT XA R R, X = pIURIEREH, X=F
FARMNGET . To,RmfEGRILTHETR AT &L
BF B RITER , Teur 2278 BCXHRAE BOTHRITH
G, XM B (ARSI E . W
BIE R, e R ) BTHSRITAS . B TRk T
2 B[] A Zy fE o 2 Y 0 sz B ) LR O o,
TN Gy BeAd & LSSS A58 Ak % T 45y A s ] O
B T =5PTzp, %5 By BEGTEH 5 89 W ) JF 85 7, =

A1-1 1
(2’”%)%%@ DLW R B, fE

HAE /N, RIS RO E N BRI R 2R
JE LB I R DT 5 o B 9 AR R Be gt it i e
GBI RO o R By BEGETE )T A 8 SR ) T
B, i B BTt DA msg’ B B[R] JF 4

Fow, v B dilces B BERY 3T 85 . X T Yang

AU SRR AT B A SO AR P R IR O BE AL
23R W SUR [y B SCHER T B, DA I ) 79 o AN [ 15

W PEAT /T . Ho, Yang %5-10 )5 % 18 8 A7 3t
B SO TR 2 AL, 3 5 XTI 7 B o S
S TC R M 7> o Yang -2 Oy AR S0

ARAEHHE, XTHFEEHITTRE L., R4RBRT
XA T ZE AR Y B T S TR A X 1
6.3 KIGXTEE

R A 0 I A SE R IR AR, X 3R
AT B B2 353 T 8 A T B AT 5% L

J& M S B0 B B B i R TR 4 )
s 2 FE 3 s, BT E AR GRE AR T
R BERER M E K, Bk, Yang %" HRIHE
T AR (EAAREIT B O, IR RS P SR T
RV, KRIOHEA AA 7 B4 R ME— S bril.
ZEITBIA T BAMOIA TR, BB DRI R Zy
FEoTER . W, A RELR S 088 iy &bt
AT Fnizyl, Hd, nRIR AA B BEL, 1Zy1)2
BB MR IR AT 8 . WAk, RIS AA
B BRI LML R
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Fig.2 Computing cost of AP setup
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Table 3 Comparison of computing cost in the foundation phase

VES EHSHEE AL g fitg2%
Tc,.F+Tc, p+ Tpairt+
DattaZ!"! 2UTg,)p |HI+1S12T6y.p+Ta,r) Gr.E 7 Grop ” " Pair |H\+Toy r+1(Tar+2TeyF +Tar,p +4Tpair)

Yang®5" U(Tgp+Tcrp+Tear) 2|H|+ISI4Tcp+2T6,F) 14T,

G.p + TG,F + ZTG’I‘.P + TGT,F)

l(6T@,p + ZTG,F)
Tor +Topp *+ Trairt |H|+ Ty F +1(4T,F + Ty, F + 3Tpair)

TG1-,F + TGTYP + TPair+

AL 2UTg,p [H|+IS|2Tcp+Ta,r) (6T 5. +2T5 r) |H|+Tcy r +1(Tg,F + 2Ty, F + Toy,p + 4T pair)
4 WEI BRI
Table 4 Comparison of computing cost in the revocation phase
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