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Abstract: A layered hybrid verifiable secure computation model (LH-VSC) was proposed to address the core challenges in en-
crypted state computing, including the rigid trade-off between security and efficiency, the tight coupling of verification mechanisms with
cryptographic primitives, and the lack of cross-paradigm interoperability. This model adopts a vertically layered and horizontally hybrid
architecture. Vertically, it realizes functional decoupling via five layers: data access, encrypted computation, verifiable computation, trust
management, and result output. Horizontally, a dynamic scheduler intelligently switches between fully homomorphic encryption (FHE)
and secure multi-party computation (MPC) paths based on task attributes and system state, enabling on-demand optimization of security
and efficiency. A lightweight verifiable secure multi-party computation protocol was designed, leveraging information-theoretically se-
cure message authentication codes and aggregated proofs to reduce verification complexity to O(1). A concise proof mechanism for FHE
computation traces was constructed, combining semantic-aware decomposition and recursive proof aggregation to reduce the zero-
knowledge succinct non-interactive argument of knowledge (zkSNARK) proof generation overhead from O(M-D) to O(M+D) (where M
is the number of sub-steps and D is the maximum sub-circuit depth). This mechanism achieves synergistic optimization of security, effi-
ciency, and flexibility, providing a new paradigm for privacy-preserving computing infrastructure.
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{AE AL T4 FHE J5 % . 40 FHE J7 58 6 R AR 1 Ji
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1M LH-VSC J7 83 13 2 2% 0 B 4 56 % # MPC 4%,
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2 ABUTE MNIST FEBF 04855 LIPEREXT L
(I fEhRiEzE )
Table 2 Performance comparison of various models on the MNIST
handwritten digit binary classification task

(mean =+ standard deviation)

HE S FIATIS 1] /ms e
4iFHE+zkSNARK 1.254+0.288 0.540 + 0.150
FRUEMPC 1.060+ 0.107 1.000
HRRE 1.356+ 0.286 0.540 £ 0.150

LH-VSC 1.355+0.309 1.000

# 3 A BEST 2 O IR RIS — 03 E 5 ERIPEREXT LE
(Y fERESE )
Table 3 Performance comparison of various models on binary classi-
fication tasks in medical multicenter clinical studies

(mean =+ standard deviation)

ES SEHA T [A]/ms HEWR
4[FHE+zkSNARK 0.120 + 0.015 0.620 +0.108
FREMPC 0.144 + 0.034 0.940 + 0.066
HAIRA 0.233 +0.231 0.940 + 0.066
LH-VSC 0.373 £0.065 0.940 + 0.066

F 4 BRI TR MIRE S ERGPEREXT 1L
(EfH+pRfER )
Table 4 Performance comparison of various models on financial risk

assessment regression tasks (mean =+ standard deviation)

ES SEEPATHS [E] /ms RMSE
4FHE+zkSNARK 0.090 +0.013 0.128 + 0.034
FREMPC 0.092+0.013 6.70x107° £ 1.95x10°°
HAIRA 0.112 £ 0.048 6.70x107° £ 1.95x10°°
LH-VSC 0.343 + 0.053 6.70x107° £ 1.95x10°°

TEEIF K ES T, LH-VSC F & W HEf Rk
F) 94.0%, LHFruE MPC FIE SRS RAME, BF

5 T4l FHE 77 % . $WATHF [ J7 1, LH-VSC %R
0.373ms, TIRE THRE MPC, (H48Xf 2K 0.23 ms,
FESCBR N A T 437 . AR A T E AT RN
0.233ms, {HHARHEZER K, KRR EMHRZE.

FE 4 Rl P AT 55, LH-VSC 7 % ) RMSE A
6.70x10°, 5#rif MPC FIF IR A 7 o MR, E
B L1 A8 5 RS B RS2 AR 41k o T4l FHE 7 %819
RMSE fmik 0.128, MXTASCIr R 2K T 29 1910
¥, SEATCIRE R PR R . ATHEE 5T, LH-VSC
}0.343 ms, W& T hRE MPC fil4li FHE, {H2 7
FENZ DG, X SRS 5 1 350 mT L2

K2, 1813 45 A RERLLE 3 /M55 BB PEREXT LE .
M AT A EWA H, LH-VSC 5 EAE A5 LR
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Fig.2 Comparison of execution time for each model

on three tasks
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Fig. 3 Comparison of model performance on three tasks
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Table 5 Result of security index evaluation

B ZUARGIN R FOARIIR 5 B

VES (IMEE NEE OGMNEE ik
W) WA ) /bit

4iFHE+zkSNARK  93.0% 91.5% 90.0% 1.01
FREMPC 88.0% 86.5% 85.0% 1.37
SR E 91.0% 89.5% 88.0% 1.05
LH-VSC 100.00% 99.5% 98.0% 0.35

FSEERRY, A SO FAEAN DG E T S
T, BN R R ES TR MEAAAE 3
AR, KRR RE 98%; T A5 B Bk
12 0.35bit, KHTAH HEEAM, BiERAERL. &
PRUTE T AR S 58 2R FH 46— T 56 I HE 42 15 58] {1/ %% i 24
A B R BEALA], FHE 315 B0 A e i 5
MPC E &1 BIAE I sl B AMS K, B EAT W Tk
2R3 WU K AEAL ]
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P J PR R A 8 23 7 25 5 i MNIST 4T 55 A AR
FLEL (100, 500, 1000) , W% 45Ty S $RAT I [B] A1
Ak, SR 6,

6 AR A AT AT ]

Table 6 Execution time of each model under different sample sizes
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Table 7 Ablation experiment results (mean =+ standard deviation)

ES PATEHE/ms TER %
LH-VSC ( 5¢% ) 1.540 £ 0.612 1.000
LH-VSC ( KB ) 1.487 £0.522 1.000
LH-VSC (BBRE AL ) 1.275+0.238 1.000
LH-VSC ( KHIshsAE ) 1.455+0.504  0.540 +0.150

AT Al /ms
S
100 500 1000
#liFHE+zkSNARK 1.256 1.324 2.071
FRIEMPC 1.194 1.233 1.303
HSRA 1.152 1.200 1.243
LH-VSC 1.258 1.835 1.930

B3 6 ] UL, LH-VSC J5 & (4417 B[] B A 4= KL
BRI G PR (FEAS & 100 1 % 1000
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