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Abstract: This paper investigates hardware acceleration architectures for point multiplication to address the computational effi-

ciency issues of Koblitz curves in elliptic curve cryptography (ECC) systems. An optimized tNAF scalar conversion algorithm and its

corresponding hardware structure are first proposed to reduce latency in the pre-computation phase. On this basis, two computation ar-

chitectures with optimized pipeline efficiency are designed. The area-efficient architecture employs a compact four-stage pipeline with a

single multiplier to improve hardware resource utilization. For different binary fields (GF(2'®), GF(2**®), and GF(2*"")), the low-latency

architecture adopts two-stage and three-stage pipeline designs respectively, and leverages dual parallel multipliers to reduce the clock cy-

cles required for point addition. Experimental results on the Virtex-7 FPGA platform demonstrate that both architectures achieve sub-

stantial latency improvements across all three fields. Compared with state-of-the-art designs, the area-efficient architecture reduces laten-

cy by 58.111% over GF(2°""), while the low-latency architecture reduces latency by 43.952% over GF(2'*®). The results demonstrate that

optimizing pipeline scheduling and algorithm mapping can effectively balance the computational performance and resource consump-

tion of ECC coprocessors, providing a practical reference for the design of high-performance cryptographic hardware.

Keywords: elliptic curve cryptography; FPGA; Koblitz curves; point multiplication; hardware architecture; pipeline scheduling
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Table 4 Comparison of experimental results

St
ik SCik B(m) Hethy W
A 428 /s #Slice ATP
— V5 2.505 3670 9193
103 — V4 3.402 7732 26302
3] 283 — V5 5.815 7738 44993
571 — V5 18.513 20291 375642
[26] 163 — V5 5.262 23975 126158
\% 1.683 3631 6110
M V5 1.975 4362 8615
V4 2.955 5571 16462
163 \ 1.347 6026 8115
2M V5 1.404 6917 9712
V4 2.092 9019 18868
Koblitziili £k A\ 3.455 7867 27184
M V5 3.548 9027 32029
o 23 V4 5.500 12379 68086
\ 3.279 14246 46713
2M V5 3.346 14807 49544
V4 5.408 19597 105974
\ 7.511 20612 154821
M V5 7.755 24625 190962
V4 12.199 32630 398065
o \ 7.071 38515 272325
2M V5 7.457 42827 319380
V4 11.349 55726 632429
63 d=4 V7 2.930 4435 12995
d=6 4 2.450 5705 13977
d=4 V7 8.240 7096 58471
[19] 283 d=6 V7 6.750 8951 60419
d=4 4 28.800 13789 397123
7 d=6 V7 23.020 16359 376584
163 — 4 2.068 8762 18122
[27] 283 — V7 4.095 20451 83739
571 — V7 9.719 41974 407950
GeneralfiZE 63 N 4 3.710 2437 9041
V5 5.220 2502 13062
(201 \'%/ 7.690 5493 42240
283 o V5 10.790 5640 60859
o \ 2.510 3422 8591
103 1 V7 4.832 3422 16536
o8] 283 o \ 4932 7983 39374
1 \'%/ 9.331 7983 74487
o V7 10.851 20158 218732
> 1 \ 20.377 20158 410763

[29] 163 — V5 3.900 3590 14002
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Table 5 Power consumption of the proposed architectures on Virtex-7

B o(m)  BH INAFMIIR/W  KPRYZHER/W  BIhR/w

IM 0.383 1.620 2.003
163

2M 0.383 2.693 3.076

1M 0.399 2.979 3.378
283

2M 0.399 8.679 9.078

IM 0.416 8.938 9.354
571

2M 0.416 19.188 19.604
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