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Research on the application of smart blockchain in food traceability systems

WANG Qing-Yu', CHEN Qin-Qin
(Guoyan Software Co., Ltd., Ningbo 315000, China)

ABSTRACT: Objective To study the application of intelligent blockchain technology in the field of food
traceability. Methods This study constructed a system architecture that integrates internet of things (IoT) data
collection, blockchain distributed storage and automatic execution of smart contracts. The core smart contract
modules such as user verification, data storage and transaction update were designed and implemented; taking the
dairy product supply chain as a case, deployment and testing were carried out on the Hyperledger Fabric platform.
Results Compared to traditional My Structured Query Language (MySQL) clusters, this system reduced the
traceability response time from 68.2 h to 8.9 h (a reduction of 86.8%), ensured 100% consistency of data between
nodes under normal consensus mechanism operation conditions and reduced the risk of data tampering from 22.1% to
0.7% (a decrease of 96.8%). In addition, a 30 d stability test showed that the system had less than 0.5 daily failures
and a node synchronization success rate of over 99.9%. Conclusion From this, it can be seen that the collaborative
solution of on chain metadata indexing and off chain distributed storage proposed in this study balanced data

traceability and system storage scalability. Through modular smart contract design, the automation and trustworthy
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flow of supply chain data has been achieved, providing feasible technical solutions and empirical evidence for

building an efficient, transparent and trustworthy food traceability system.

KEY WORDS: smart blockchain; food traceability; data security; supply chain management; smart contracts
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Fig.2 Creation and triggering of smart contracts
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Fig.4 Architecture diagram of traditional supply chain
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Fig.5 Architecture of a smart blockchain-based food traceability model
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Table 3 Contract table of transaction update
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100 B 24 iR AR I 2 4l

FH1TE

KA 5) GHT—IR3E G RBK, TEROEEE B i 4. XAk
THEA R AL B B — B B RE W, ARERT T R
GERATE I RE ST . (A3 e . S5 HEE L buy
Material ()F sell Product ()55 p&ZCAL LN 55 W 158 5 1%
o RIRAS G AT, BERSS IR R P da e i A e A
W, BEsE 5 AR R e k. XA e UG, B
o AR il %, IR ARG S BAARETE X HeEE |
R AT, SRR S T AN A A IR AR Y B Bk
B, R T R B — SR E

WA EBE, BREA 2 B AL T B
BEREAUE R, B RGN 3 W R AT 8 AR

HET IR S AR S
243 RBEAERR G EH

TEAR BT, FHs A0 G 240 b R AL 1 B AR )™
FIFREFRFSRAT MG B o HERIRT: B Rk i A ¢
B, A7 LSRR B R E B DME I R
SRS, THRE ATl A SRS, A2
FICSAE B TRE M BRI, i 10 R,
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K 1% Huhik(msg.sender)

77 i 45 (productCode)

77 5 2 R (productName)

Jin#% W5 75 {EL(CrHash)

1 B ] (now)

B G 29k (contractAddress)
72 5B (productCount)

11: REVERT CONTRACT STATE
12: SHOW ERROR “Unauthorized access”

1: FUNCTION addProject(msg.sender, productCode, productName, CrHash, now, contractAddress, productCount)

ADD(msg.sender, productCode, productName, CrHash, now, contractAddress)

i

LG WAy

DX Heimi B2

2: IF msg.sender e AL THEN

3: IF productCode NOT EXISTS THEN

4:

S: productCount++

6: RETURN transaction hash, block height
7: ELSE

8: REVERT CONTRACT STATE

9: SHOW ERROR “Product code already exists”
10: ELSE

& 10 %™ G B addProject()PR%X
Fig.10 Adding product information with the addProject() function
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D ID
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Bloom Filter
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X Hefk

001 | Provider ID

Consumer ID | ......

Data_Hash | Value | Sign

002 | Provider ID

Consumer ID | ......

Data_Hash | Value | Sign
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Consumer ID | ......

Data_Hash | Value | Sign

N | Provider ID

Consumer ID | ......

Data Hash | Value | Sign

11 WAL R

Fig.11 Building transaction record process
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K% ik (msg.sender)
IE ik (receiverAddress)
L HTHT ] (now)

M58 5 ¥4 % (current TrHash)

| —2232 5 W Fi (previousTrHash)
5 7H(trCount)

LiTiR

5 Wiy

X B

IF previousTrHash IS VALID THEN

trCount++

ELSE
REVERT CONTRACT STATE

A AN AN

10: ELSE
11: REVERT CONTRACT STATE

1: FUNCTION updateTr(msg.sender, receiverAddress, now, currentTrHash, previousTrHash, trCount)
2: IF msg.sender € AL AND receiverAddress € UL THEN

ADD(currentTrHash, msg.sender, receiverAddress, previousTrHash, now)

RETURN transaction hash, block height

9: SHOW ERROR “Invalid previous transaction hash”

12: SHOW ERROR “Unauthorized user or receiver”

B2 HEEA S B

Fig.12 Pseudo code for updating transaction information
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Table 5 Environmental configuration table
required for the experiment

/g WA /5
BAERSE Ubuntu 20.04 LTS
EEFNAN 16GB RAM
{2 AN 512GB SSD

X Hed T4 Hyperledger Fabric 2.5

Docker Docker 23.0
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Table 6 Statistical characteristics of the test dataset
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Table 7 Comparison table of performance
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Table 8 Long term stability data of system operation
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Table 9 Adaptability data of multi scale supply chain
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Table 10 Execution efficiency of smart contract
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