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Fig.1 Functional and data architecture of SCADA
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Fig.2 Architecture of trusted distributed
application in SCADA
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Fig. 3 Interaction process of historical data

and control data bus
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Fig.4 Interaction process of real data bus
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Fig. 5 Process of judgement on trusted behavior
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Research on Trusted Applications in SCADA for Pumped Storage Power Station

CAI Jie' ;WU Zheng-yi' s ZHANG Xin’,ZHAO Yi-feng®, L] Xiao-peng', LIU Meng-chu'

(1. NARI Group (State Grid Electric Power Research Institute) Co. , Ltd. , Nanjing 211106, China; 2. State Grid Xinyuan
Co. » Ltd. , Beijing 100052, China; 3. Pumped-storage Technology &. Economic Research Institute of State Grid Xinyuan
Co. , Ltd. , Beijing 100053, China; 4. State Grid Sichuan Electric Power Research Institute, Chengdu 610041, China)

Abstract: In respect to the network security situation and attacks of new types, the needs of trusted computing of ap-
plications in SCADA for pumped storage power station was analyzed. Based on the trusted hardware platform and operat-
ing system, a system structure of trusted applications in SCADA was proposed, and the key techniques such as trusted
distributed services and trusted behavior analysis were discussed. The results show that the proposed design realizes the
trusted applications in SCADA, and provides active defense mechanism for SCADA, and adapts to the development of
prospective SCADA applications for pumped storage power station.

Key words: pumped storage power station; SCADA; distributed application; trusted computing





