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Group-level AAA system design and implementation based on zero trust architecture

XIAO Liyang, Bl Yubing, LIU Xiao, ZHU Bodi, LIU Di, LIU Chaofei, CUI Yiqun

(Xi’an Thermal Power Research Institute Co., Ltd., Xi’an 710054, China)

Abstract: In order to solve the problems of user account management and security protection in current group
information system, this paper proposes a three-in-one AAA system of account, authentication and audit based on
zero-trust architecture. Firstly, it describes the function of user management, authentication authorization, user audit
and other modules of the AAA system. Secondly, in view of the conventional network boundary protection problem,
the authentication authorization method based on zero trust architecture is applied to identify the business scenario,
thus to ensure the reliability of the business system environment. Lastly, it illustrates the logic of the AAA subsystem
and group-level system development platform configuration. The proposed AAA system can effectively improve
the business security of group-level enterprise information system, compensate for the security issues of user login
account under zero-trust environment, and further improve the security protection ability of network equipment,
application equipment, system and application management in group-level enterprise.

Key words: zero trust; identity authentication; account security; certification authorization; cyber security

bt L KRR B W) B R G R AT
HIASWTIE N, 53 T IRIE 55 75 2 A6 A 2 AR R 4t
s IR, RS, ME ML D
# R Sy B R FE R BRI TR A IR RE
5914 B TURIKT S WS ERL HEA
JILEEESR. RHUER. RE S ST

& @ H #5: 2022-12-10
H £ I B: EEHERGRARSERETH (HNKI21-H29)

SECER. WIS AEM S e R R AN .
U, WA MR, MR ML, 2N
PEENR P SR EH RS, REHP 05
M 2 Al e — 1k A5 Dy EE S,
AR, A Tk LI WA £l K A PR AN
K, Unitfi. NIERE. KA HOREE S0

Supported by: Science and Technology Project of China Huaneng Group Co., Ltd. (HNKJ21-H29)
F—EEE/N: Hm (1998, L, Wid, BETENG, EEOTRT NS %4 515 8% 4, xiaoliyang@tpri.com.cn.



172 kAL &

2023 4

MEERGHREZ, NN 124 i
BRETE TR, VR 2 Al Tl S5 3 1 2% &
L EERHECARIAT B4« AR 2R i i) 5 4 2 1)
i, LRI 50 28 SR 8 1K)
RN IREL “BRE X7 (demilitarized zone,
DM2Z) SR 4 X3, R F 2k T W 28 1 5 B 3
775, IS AE M 2% I FAbTRE B ks Rl
FHM %% (virtual private network, VPN). Web [
B9 245t (Web application firewall, WAF) ZEH AR
AT . HIX MR SAFAE “BIANABT N7 1 1)
A, BERIA R 224, Sof P X H () R G £ 5
A, BTt R gl — o T Bgeid
WA T, BIEBAN N, AN A e R
Gy BUAR W32 F A L 54 it % ] fte-61

2010 4 John Kindervag 7 X H 7 BAS R 1ML
8L YN CHE” NN g iR B, 15
17 Bl EME o BF XL G 4530 5155 4 i SR 117 Bk
Ui, FEAELGH T M WRAEE, AR
AR, BUAMBEMZE NIRRT . . R
G 5NH, T ShA VAR AU 7 A A
— AR, B ORAE RS )i AR HR 3G UE AN PEAY
FLSEY; A) bR SO 1) T B W 22, 8 VR
SR EVEARR2 X Py A 2% 22 4 B A A
2t RIRETE ) B b, S AIESR S
IR % T R GE T Il . 2017 445 FRFERT 6 4F
JF (%) Beyond Corp It H 3141, j@ it 5] NEAS/EM
HIBRFRE, VBRSSO, A RS
AT X 45 2R T e 45 R Al I ] AR J2 115281, 2020 4 5
PRAELEE T — Ml = — ML S NEF &,
KHAETEEEBENHESEOLE CA HFiEHiH
e, FRE—EHP SR & IR
i . 2021 A4 R FIUN R R A R G2 B P
BB A B el i, $R T — Rl T R EAE M S
— SN &, RAS M 5RENSIAINE, 5%
LTS R AR AL B A SR A2 ] o

BT UL RS RILIR, Bt EERGEHIK S
EEAATEIG 2@ 1) fA7ERER S HK .
KINAHIK S (EFIKS). ZXEIERITIRIK S
&, RAEH QMBERCRBO M 2) K5 = 5
—EREH, MRS VPN, MU= 4
— IS E bR E; 3) B —E, VPNL &
L 245 APP IALE & BB, FA7E RE S 4
4) B=ZG—HE e, IS ARG i H ST

http://rlfd.cbpt.cnki.net

%, Wit NAR, kA st vhae /. Bk,
ANEEHT - MMETEEMEEUMEKS
(account). AIF (authentication) 5 it Caudit)
=R AAA RS, PR E KRB A F
M5 S IR E B S 2 2 i R
1 AAA RN B
11 EFEEERMNERARRENA

FAGAT WL ZER I AZ 00 AR HE . 1) S ToRS
TEZNAKE T fE RG22 v 2) WZE 06 4 A7AE P9 358 I3 b A
AR 3) X287 B AN R g I 28 ) (1) ] A5 72
By 4) BT £ R I 2 ik B A0 75 28 0E i uE Al
Bl B) A TRIE A H ey, st 2 )8
(CLERRRESE IR

eI AAE B H RS E T IS AR P
&, —BlFZHEEG - EEHAN, BERSR
HOA AN SRR, AN R G K5 R
HAME, SEUS4EEECANRR. N T ELFHE
PR AN, BZE TSRS EERG L
) SR K 5 B B S e Al R, g ST — i AL
&, SN RS &R g — I E S5 &,
AL NFEAREAR, FHAEMER it 7 — iR
M5 NIES FTFIhRE N — 1R AAA R4 (1.

AAA ZGHELLUT 3MEE: D ER% M
LK S E R, AT MK S AT A
FRUELL AT AT AL I B, 2) SRR R A MG — HAAIE
Ae77, Al A N AL S UE SR bR AE AL R IR 25
ER; 3) R FE—HHiHRe ), It
Re S T, SCBl BB . B 1
H, RGO P ER, SR E R,
THE A,
1.2 RG5H

K 2 AETEEEN AAA RGUERLER), It
N6 E, AR WEE. FEE. kS
E BOEMNERE. B2 WERE5RAE E R
W38 A e — S Ui, PR E P R S )
N 2R G0 DT AN B 01 BE AAA RS BC B DU
B 2 S HT o R J= 5 e ol 45 JE DI 2% 58 B
B 7 R T, 38 T AN AR v B2 T 6
e, ORISR, EE TR SR
BEEREDLSS PR 55 Z AL AAA R G0N 55 E B
UhRe, BFEHPEE, JOEEHE., RAUGEEAE
B,




%9

H 1k 58 R T TEEZMINERS AAA RS 5 SCHL 173

rha] R SR gt () 1 iRk 5 NG A7 IR S5, k55
JRERSS R 2R . IR RR MR G RS, Wilic
BIRS ESTERS . ARIRS . a5,

Bl 2 PR Bk S5 Bl A e oF Bt - it DR, Ak 5%
Sl LA B 55, Bt 2 RS RE BRI,
#i T EE L 55 R AR R L

i

@@@ I % 8 £ THEm
i g4 % it

A e A E &

&« - - 5 F T EERMH
C e b EHHAAAR G

4;
: - , }
wE R MERG2 ||| EN (@ mers | || VN | mgmA
g R G3|| eee T EmAg |

[-L
3= “
B 1 AAA RGN &gt

Fig.1 Business design diagram of the AAA system
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