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Cancer immunotherapy has greatly changed the therapeutic landscape for metastatic malignancies. 
Nevertheless, due to immune-related adverse events, drug resistance, and other factors, cancer immunotherapy 
remains largely untapped. Recent research has shown that the microbiota is crucial in shaping immune 
function and that its modulation can influence antitumor immunity. However, because of the intricate nature 
of the microbiome and immune system, a comprehensive mechanistic framework for understanding how 
the microbiota influences antitumor immune responses is still lacking. In this review, we summarize the 
mechanisms of the microbiota in antitumor immunity. We also comprehensively outline the methods for 
measuring the microbiota and their limitations. Additionally, we discuss the key challenges facing the 
targeting of the microbiota as a regulatory strategy for cancer immunotherapy.

Introduction
  The microbial communities, comprising viruses, archaea, bacte-
ria, and eukaryotes that colonize the human body, are collectively 
referred to as the microbiota [  1 ]. Over the past decade, extensive 
studies have linked the host microbiome to normal physiologi-
cal processes and functions. The disruption of host microbial 
community homeostasis (known as dysbiosis) impacts the 
physiological equilibrium of human health, influencing various 
physiological systems, such as immunity, inflammation, diges-
tion, and metabolism [  2 ]. Importantly, alterations in the normal 
microbiota may also play a role in the onset of various diseases, 
such as cancer.

  Cancer, a complex and multifactorial disease, is recognized 
as a primary cause of death worldwide [  3 ,  4 ]. Over the past 
decade, immunotherapy has been one of the most revolution-
ary developments in cancer treatment. Specifically, immune 
checkpoint blockade (ICB) therapy has markedly altered the 
therapeutic landscape for various solid tumors. Nonetheless, 
the complete potential of ICB remains unrealized due to the 
emergence of resistance and immune-related adverse events 
(irAEs) linked to treatment. Several studies have illustrated the 
impact of the microbiota on the modulation of antitumor 
immune responses. An individual's “baseline” microbiota is 
not only critical for immune homeostasis but may also influ-
ence tumor immunosurveillance and an individual's response 
to immune checkpoint inhibitors (ICIs).

  In this review, we summarize the roles and mechanisms of the 
microbiota in antitumor immunity and the immune response. 
We provide a comprehensive summary of current methods for 

measuring the microbiota and their limitations. Finally, we 
discuss prospective strategies related to cancer immunotherapy 
that target microbiota regulation and the issues that need to be 
addressed.   

The Microbiota and Antitumor Immunity
  The immune system has a complex and diverse relationship 
with tumor development, and it can monitor and control tumor 
growth through a series of complex mechanisms, thereby eradi-
cating tumor cells. However, tumor cells can acquire the ability 
to escape immune system recognition, resulting in a failure of 
immune surveillance and ultimately tumor growth and pro-
gression [  5 ]. Cancer immunoediting highlights the dual role 
of the immune system in controlling tumor proliferation and 
shaping tumor immunogenicity and describes 3 main steps of 
tumor development: elimination, equilibrium, and escape [  6 ]. 
In the elimination phase, tumor cells are detected and elimi-
nated by the host's immune system, while the residual tumor 
cells transition into the equilibrium phase. When tumor cells 
acquire resistance to immune responses, they escape. Several 
mechanisms have been identified as playing a role in the evolution 
of escape, including cytokine expression and the up-regulation 
of immune checkpoint proteins [  7 ,  8 ]. Cancer immunotherapy 
has been developed based on studies of tumor escape mecha-
nisms, with the primary aims of reactivating the antitumor 
immune response and overcoming tumor cell escape. The early 
stage of cancer immunotherapy is based on the modulation of 
cytokines to affect immune cell function. For example, renal 
cell carcinoma can be treated with high doses of interleukin-2 
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(IL-2) [  9 ,  10 ]. The emergence of cancer immunotherapies, par-
ticularly those dominated by ICIs, has subsequently revolutionized 
cancer treatment in the last decade. ICB therapy has dramatically 
improved the survival rate of patients with multiple cancer types 
and has greatly changed the treatment outlook for metastatic 
malignancies[  11 –  14 ]. Nevertheless, the complete therapeutic 
potential of ICB has not yet been achieved, as not all patients 
obtain long-term benefits, and a substantial proportion present 
initial resistance or develop resistance to therapy [  15 ,  16 ]. How to 
overcome resistance to ICIs and improve the immune response 
against tumors will be the next focus of cancer immunotherapy.

  Heterogeneous treatment outcomes and the development 
of ICI resistance can be attributed to various factors, among 
which the gut microbiota plays a role in influencing the response 
to ICB across various cancer types [  17 ,  18 ]. For example, a sub-
stantial correlation has been observed between gut microbiota 
diversity and the response to anti-programmed death receptor 
1 (PD-1) immunotherapy in patients with hepatobiliary cancers 
and melanoma [  19 –  21 ]. Multiple preclinical and clinical cohort 
studies have shown that patients who respond to treatment have 
different gut microbiota "signatures", which are often linked to 
enhanced intratumoral immune cell infiltration and systemic 
immunity. Administering Bifidobacterium orally can increase 
dendritic cell (DC) activation, thereby enhancing CD8+ T-cell 
activation in the tumor microenvironment (TME) and facili-
tating anti-programmed death-ligand 1 (PD-L1) efficacy [  22 ]. 
﻿Bifidobacterium fragilis can activate antitumor T helper 1 (Th1) 
cells and increase the efficacy of anti-CTLA-4 therapy [  23 ]. Several 
studies have shown that “responder” and “nonresponder” pheno-
types can be recapitulated in antibiotic-treated mouse models or 
germ-free animals by fecal microbiota transplantation (FMT) 
[  24 ,  25 ]. Oral supplementation with Akkermansia muciniphila 
after FMT of nonresponder feces increased the recruitment of 
CCR9+CXCR3+CD4+ T lymphocytes to mouse tumors and 
restored the efficacy of PD-1 blockade [ 24 ]. Further prospec-
tive trials revealed that fecal levels of A. muciniphila, accom-
panied by a more inflamed TME, were associated with an 
increased objective response rate and overall survival, irre-
spective of PD-L1 expression, performance status, and anti-
biotics [  26 ]. In addition, the gut microbiota can affect other 
forms of cancer immunotherapy. The clinical response of 
patients with B-cell malignancies receiving anti-CD19 chime-
ric antigen receptor (CAR)-T-cell therapy is related to specific 
bacterial taxa [  27 ]. The elimination of gram-positive bacteria 
improved the efficacy of adoptive T-cell therapy (ATC) in mice 
with cervical cancer [  28 ]. Overall, these findings indicate that 
the gut microbiota has great potential for improving cancer 
immunotherapy.

  With the advancement of sequencing technology in the 21st 
century, organs or tissues that were once considered sterile 
(such as the breast, lung, and liver) have been reported to have 
an intratumoral microbiota. In 2020, extensive research on the 
microbiota within tumors provided evidence of the spatial 
distribution and intracellular localization of the microbiota in 
tumors and a novel category of microbial-based cancer diag-
nostics was proposed [  29 ]. Two years later, 2 studies on the 
distribution of fungi in various tumors and their synergistic 
effects with bacteria pushed the study of the intratumoral 
microbiota to a new level of popularity [  30 ,  31 ]. Narunsky-
Haziza et al. detected fungi intracellularly across 35 cancer 
types, with distinct community compositions specific to each 
cancer type (e.g., Malassezia in breast cancer and Aspergillus 

in lung cancer) [ 30 ]. Furthermore, there were substantial posi-
tive correlations between bacterial and fungal abundances, 
diversities, and co-occurrences. Three distinct mycobiome–
bacteriome–immunome driven by fungal co-occurrence sub-
stantially distinguished immune response subtypes. Research has 
revealed that the probable origins of the intratumoral microbiota 
can be divided into 3 distinct types: (a) the intratumor micro-
biota, where microorganisms colonized in mucosal sources pass 
through the mucosal barrier due to mucosal damage; (b) the 
intratumor microbiota derived from adjacent normal tissues; 
and (c) the intratumor microbiota derived via the circulatory 
system, where microorganisms from the intestines, etc. diffuse 
via the bloodstream to tumor tissues [  32 ]. Similar to the gut 
microbiota, the intratumoral microbiota can influence the 
development of the tumor immune microenvironment and 
antitumor immunity. In a pancreatic ductal adenocarcinoma 
(PDAC) mouse model, endogenous bacterial ablation not only 
promoted the differentiation of CD4+ T cells into Th1 cells 
and CD8+ T-cell activation but also up-regulated PD-1 expres-
sion, thereby increasing the efficacy of immunotherapy 
and preventing tumor growth [  33 ]. The presence of micro-
biota within tumor tissue enhances Treg immunosuppression, 
thereby mediating the progression of prostate cancer and 
liver cancer [  34 ,  35 ].

  The role of the microbiota (both gut and intratumoral) in 
antitumor immunity has been well documented; however, a 
consensus regarding the specific components of the microbiota 
associated with antitumor immunity is lacking [  36 ,  37 ]. In a 
large-scale metagenomic study, Routy et al. observed a correla-
tion between the clinical response to ICIs and the relative abun-
dance of A. muciniphila, whereas Gopalakrishnan et al. found that 
responders had a greater relative proportion of Faecalibacterium 
prausnitzii than nonresponders did [ 24 , 25 ]. In addition, a study 
involving 5 observational cohorts of patients with advanced cuta-
neous melanoma revealed a notable connection between the gut 
microbiome and the response to ICIs, which was dependent on 
the cohort. An analysis via machine learning corroborated the 
association between the microbiota and the overall response 
rate (ORR) to ICIs. However, microbiome-based features have 
shown limited reproducibility between different cohorts [  38 ]. 
Although A. muciniphila, Roseburia spp., and Bifidobacterium 
pseudocatenulatum were linked to responders, no individual 
species could be considered a wholly consistent biomarker across 
studies. This problem is likely affected by multiple factors, such 
as DNA collection and extraction protocols, the variability in 
microbiome features among responders, the sample size, and 
statistical power issues. In summary, the role of the microbiome 
in the antitumor immune response appears to be more com-
plicated than initially considered. Therefore, deeper insights 
into how the microbiome contributes to the antitumor immune 
response are necessary, and larger and more diverse standardized 
metadata and metagenomic data cohorts are needed to better 
explain the function of specific components of the microbiota in 
immunotherapy.   

The Biological Mechanism of Microbiota-Mediated  
Antitumor Immunity

Signaling pathway
Pattern recognition receptor signaling
  Pattern recognition receptors (PRRs), which are regarded as 
the critical link between innate and adaptive immunity, are 
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expressed primarily in innate immune cells [  39 ]. PRRs can 
recognize microbe-associated molecular patterns (MAMPs) to 
initiate immune responses. Among PRRs, Toll-like receptors 
(TLRs) and nucleotide oligomerization domain (NOD)-like 
receptors (NLRs) are associated primarily with maintaining 
microbial homeostasis (Fig.  1 A). TLRs are membrane-bound 
signaling receptors, and different subtypes recognize the mem-
brane components or nucleic acids of pathogenic microorganisms 
in heterodimeric or homodimeric forms. TLR5 activates immune 
cells by recognizing flagellin of microorganisms, transforming 
the immunosuppressive TME into an immune-responsive state 
and thereby inhibiting tumor growth [  40 ]. In contrast, research 
has indicated that TLR5-dependent commensal bacteria acti-
vating myeloid-derived suppressor cells (MDSCs) by increasing 
systemic IL-6 levels, thereby weakening antitumor immune 
responses and accelerating malignant progression [  41 ]. These 
diverse findings could be associated with the polymorphic 
expression of TLR5 and its expression in different cancer tis-
sues. For example, the TLR5R392X polymorphism can truncate 
the transmembrane signaling domain of TLR5, abolishing the 
flagellin response. In addition, the microbiota binds to TLRs 
on immune cells, which can induce an inflammatory, immu-
nosuppressive environment and promote tumor progression. 
The expression of TLR4 (a receptor for gram-negative bacterial-
derived lipopolysaccharide) is increased in colon cancer, induc-
ing inflammation and promoting colon tumor progression [  42 ]. 
TLR ligands derived from the lung microbiota can stimu-
late alveolar macrophages and neutrophils to produce IL-23 
and IL-1β in a myeloid differentiation primary response 88 
(Myd88)-dependent manner, increasing local inflammation 
and promoting lung cancer progression [  43 ].        

  NLRs are intracellular PRRs that recognize pathogens and 
their components present in the cytoplasm. Among the NLR 
family members, NOD1 and NOD2 sense the peptidoglycan 
(PGN) component of microbial cell walls. NOD1 mainly rec-
ognizes γ-D-glucose-iso-diaminopimelic acid (iE-DAP), a com-
ponent of the cell wall specific to gram-negative bacteria [  44 ]. 
In addition to recognizing muramyl dipeptide within the walls 
of bacterial cells, NOD2 also recognizes complete viral single-
stranded RNA (ssRNA). NODs exhibit remarkable activity within 
the intestinal environment and recognize the caspase recruitment 
domain (CARD–CARD). Through a CARD–CARD interaction, 
NODs form a complex with receptor-interacting protein 2 
(RIP2) kinase to further trigger nuclear factor kappa-B (NF-κB) 
activation, thereby inducing inflammation [  45 ]. Studies have 
shown that the activation of NOD2 can affect host immunity 
through multiple pathways (including the production and acti-
vation of CD8+ T cells, macrophages, and type 1 DCs) and 
improve the ICI response to eliminate tumor cells [  46 ]. In con-
clusion, investigating the pattern recognition mechanism of 
PRRs is highly valuable for enhancing our understanding of how 
the microbiota regulates antitumor immunity.   

STING signaling
  Stimulator of interferon gene (STING), a cytosolic protein 
responsible for sensing DNA, is expressed in a range of cell types, 
including DCs, lymphocytes, and macrophages. Upon pathogen 
infection, cyclic GMP–AMP synthase (cGAS), a cytosolic PRR, 
recognizes pathogen-derived DNA and produces cyclic GMP–
AMP (cGAMP), which then triggers the STING signaling path-
way in host cells [  47 ]. STING binds to cGAMP and up-regulates 
intracellular transcriptional programs, promoting the expression 

of type I interferons (IFNs) [  48 ]. The administration of STING 
agonists, whether systemically or directly into the tumor, can 
reverse immunosuppression and promote tumor regression by 
inducing IFN production and activating immune cells [  49 ]. 
Multiple studies have shown that the microbiota regulates 
STING signaling to improve the efficacy of cancer immuno-
therapy. The systemic administration of Bifidobacterium results 
in its accumulation in tumors, activating STING signaling in 
DCs and increasing the efficacy of anti-CD47 immunotherapy 
[  50 ]. A combined treatment involving L. rhamnosus GG and 
anti-PD-1 shifted the gut microbial community toward the 
enrichment of Bacteroides uniformis and Lactobacillus murinus, 
inducing cGAS/STING-dependent IFN-I production, which 
increased CD8+ cell recruitment and DC activation in tumors 
[  51 ]. Therefore, the microbiota shows promise in regulating 
the STING signaling pathway to reverse immunosuppression 
and improve the efficiency of immunotherapy by activating 
CD8+ T cells and DCs.

  In addition, the microbiota is also capable of modulating 
antitumor immune responses through NF-κB signaling. The 
abundance of Fusobacterium nucleatum is substantially increased 
in colorectal adenomas and carcinomas, promoting tumor pro-
gression by producing NF-κB proinflammatory signaling and 
increasing the population of CD11b+ myeloid cells within the 
TME [  52 ]. However, notably, the various signals do not exist 
independently but involve interactions between multiple com-
ponents across different pathways. The specific components of 
the microbiota that regulate antitumor immune responses, the 
specific signaling pathways regulated by the microbiota, and 
the specific mechanisms of coordination between different sig-
nals still need to be addressed.    

Tumor microenvironment
  The TME denotes the surrounding microenvironment in which 
tumor cells exist and comprises a diverse array of cellular and 
noncellular components. These components include surround-
ing immune cells, bone marrow-derived inflammatory cells, 
fibroblasts, blood vessels, the extracellular matrix and various 
signaling molecules. The importance of the TME in tumor 
growth, invasion, metastasis, and the therapeutic response is 
increasingly recognized, which has led to a shift in tumor 
research from a tumor-centric model to a model that views 
the TME as a whole. Recent studies have indicated that the 
microbiota changes the immune tone of the TME by regulating 
immune cells, primary and tertiary lymphoid structures (TLSs), 
and the inflammatory TME, thereby affecting the antitumor 
immune response [  53 –  55 ] (Fig.  1 B).  

Immune cells
  Cytotoxic CD8+ T cells, a type of killer lymphocyte, are a crucial 
part of the immune system and eliminate tumor cells within 
favorable tumor niches [  56 ]. After priming, CD8+ T cells move 
and penetrate tumor locations under the guidance of chemo-
kine and cytokine signaling to perform their antitumor func-
tions. Upon the engagement of the T-cell receptor (TCR) on 
cytotoxic T cells with antigenic peptide–major histocompatibil-
ity complex (MHC)-I complexes, activated CD8+ T cells secrete 
granzyme A/B, perforin, and IFN-γ to induce tumor cell necro-
sis and pyroptosis. Therefore, a greater number of infiltrating 
CD8+ T cells is often positively associated with antitumor 
immune responses. Specific components of the microbiota 
(intestinal microbiota Clostridiales strains, L. rhamnosus GG, 
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intratumoral Lachnoclostridium, etc.) have been shown to 
activate CD8+ T cells, thereby enhancing antitumor immunity 
[  54 ,  57 –  59 ]. Dysbiosis of the microbiota can overstimulate 
CD8+ T cells, leading to their premature exhaustion, thereby 
reducing antitumor immunity, and thus increasing tumor 

susceptibility [  60 ]. Notably, compared with ICI treatment, 
Montalban-Arques et al. found that supplementation with spe-
cific Clostridiales bacterial species had better efficacy at increas-
ing CD8+ T-cell infiltration [ 54 ]. Clostridiales supplementation 
was also effective in experimental lung cancer, breast cancer 

Fig. 1. The biological mechanism of microbiota-mediated antitumor immunity. PRRs, pattern recognition receptors; NLR, nucleotide oligomerization domain (NOD)-like receptor; 
TLR, Toll-like receptor; Myd88, myeloid differentiation primary response 88; TCR, T-cell receptor; MHC, major histocompatibility complex.
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and melanoma models, suggesting a broad-spectrum antitumor 
mechanism associated with this therapeutic approach [ 54 ]. 
In general, identifying specific components of the microbiota 
that increase CD8+ T-cell infiltration could represent a prom-
ising therapeutic strategy for overcoming resistance to cancer 
immunotherapy.

  CD4+ T cells are highly versatile and multifunctional cells 
that recognize and bind to exogenous antigenic peptides pre-
sented by MHC class II molecules and differentiate into several 
different functional subtypes (e.g., Th1, Th2, and Th17) in 
response to different signals. Previously, neoantigen vaccines 
were shown to stimulate multifunctional CD4+ T cells to dif-
ferentiate into CD4+ Th1 cells in preclinical mouse tumor mod-
els or clinical trials with limited sample sizes, thereby inducing 
a prolonged CD8+ T-cell response [  61 –  63 ]. In contrast, immu-
nization with exact-length MHC I-restricted peptides (which 
specifically target CD8+ T cells) elicited only a fleeting CD8+ 
T-cell response. With increasing research on the microbial 
regulation of CD4+ T-cell production, Helicobacter hepaticus 
(Hhep)-induced antitumor immunity was not observed to 
depend on CD8+ T cells but on CD4+ T cells [ 55 ]. Oral supple-
mentation with A. muciniphila increased the infiltration of 
CCR9+CXCR3+CD4+ T cells into murine tumors and restored 
the efficacy of PD-1 blockade [ 24 ]. These findings suggest that 
CD4+ T cells not only support antitumor CD8+ T-cell responses 
but also independently contribute to antitumor immunity. 
Interestingly, Zhu et al.[ 57 ] observed that patients with cutane-
ous melanoma who had low CD4+ T cell counts presented 
substantially greater survival rates than did those with high 
CD4+ T cell counts. This result is likely because immunosup-
pression is a characteristic feature of human cancers, causing 
CD4+ T cells to differentiate into iTregs rather than Th1 cells. 
Therefore, in-depth investigations into how the microbiota cor-
rectly regulates CD4+ T-cell differentiation into the desired 
functional subtypes is critical.

  DCs, a diverse class of specific antigen-presenting cells, are 
involved in innate and adaptive immunity and are essential for 
antitumor immune responses [  64 ]. The microbiota has been 
reported to affect the phenotype and function of DCs. Bacteria 
such as A. muciniphila, Bifidobacterium, and Bacteroides 
fragilis, along with their related metabolic products, can acti-
vate DCs [ 23 , 28 ,  65 ]. Activated DCs reverse the immune toler-
ance induced by immature DCs and stimulate T-cell activation. 
Introducing a stable model microbiota into germ-free mice 
can restore DC function and initiate T-cell responses [ 65 ]. For 
example, oral Bifidobacterium administration enhances CD8+ 
T-cell responses in the TME by activating DCs via the TLR4 
pathway [ 22 ]. Vancomycin-treated intestinal microbiota improve 
antitumor-specific effector T-cell activity by increasing DC and 
IL-12 levels [ 28 ].

  Natural killer (NK) cells are cytotoxic innate lymphocytes 
that regulate the levels of DCs and CD8+ T cells within the 
TME [  66 ]. Jin et al. demonstrated that non-small cell lung can-
cer (NSCLC) patients exhibiting high gut microbial diversity 
presented an increased abundance of NK cell subsets in the 
periphery in response to PD-1 blockade, which suggests that 
the microbiota may play a regulatory role in NK cell activation 
[ 19 ]. More evidence of interactions between the microbiota and 
NK cells has subsequently emerged. Lactobacillus plantarum 
activates NK cells to induce innate immunity by increasing 
natural cytotoxicity receptor protein expression [  67 ]. A high-
salt diet increases the abundance and intratumoral localization 

of Bifidobacteria, which increases NK cell activation and pro-
motes melanoma regression [  68 ].   

Primary lymphoid organs and TLS
  Primary lymphoid organs (also referred to as central immune 
organs) serve as sites for the generation, differentiation, devel-
opment, and maturation of immune cells, including those in 
the bone marrow and thymus. The translocation of the intes-
tinal microbiota exacerbates preleukemic bone marrow dyspla-
sia, ultimately resulting in precursor B-cell acute lymphoblastic 
leukemia [  69 ]. The high diversity of the intestinal microbiota 
can substantially increase the effectiveness of allogeneic hema-
topoietic stem cell transplantation in leukemia patients [  70 ]. 
These studies suggest that the microbiota may be related to bone 
marrow function. A subsequent joint analysis of daily fluctua-
tions in patients' differential blood cell counts and longitudinal 
microbiota samples revealed a close relationship between the 
intestinal microbiota composition and immune reconstitution 
dynamics [  71 ]. This effect may be partially attributed to the 
delivery of endogenous ligands for retinoic acid-inducible gene 
I (RIG-I), including 3pRNA and RNA from bacteria, phages, 
or viruses, which can trigger IFN-I signaling for protection [  72 ].

  TLSs are aberrant formations of lymphoid tissue in nonlym-
phoid organs that resemble secondary lymphoid organs and 
occur during chronic inflammation or within tumor environ-
ments. TLS maturation promotes lymphocyte activation and 
infiltration within tumor tissues, playing a vital role in antitu-
mor immunity. Hhep induces the production of follicular 
helper T cells, enhances Hhep+ tumor-adjacent TLS matura-
tion, increases the tumor infiltration of cytotoxic lymphocytes, 
and thereby suppresses tumor growth [ 55 ]. These results indi-
cate that the tumor microbiota is crucial for TLS-derived anti-
tumor immunity.   

Inflammatory TME
  Inflammation is the body's defense response to external dam-
aging factors (such as infection, trauma, and chemicals) or 
endogenous stimuli (such as autoimmune reactions). The acti-
vation of acute inflammatory responses stimulates the matura-
tion and antigen presentation of immune cells such as DCs, 
thereby exerting antitumor immune effects. Chronic, dysregu-
lated, persistent, and unresolved inflammation can form the 
inflammatory TME for tumor growth in various tissues and is 
an important factor in tumor development [  73 ]. Numerous stud-
ies have indicated that the disruption of the host–microbiota 
boundary activates PRRs, leading to the production of various 
cytokines and the activation of the NF-κB signaling path-
way. NF-κB acts as the primary regulator of cancer-associated 
inflammation, facilitating a chronic inflammatory positive feed-
back loop that promotes carcinogenesis in nontumor cells 
and induces the transformation of tumor cells [ 73 ]. Symbiotic 
bacteria increase local inflammation in lung cancer by increas-
ing γδ T-cell activation and the production of proinflammatory 
factors such as IL-17, thereby leading to tumor progression 
[ 43 ]. F. nucleatum adheres to colorectal cancer cells via its 
unique adhesin FadA, stimulating the release of inflamma-
tory factors (such as NF-κB) and facilitating colorectal tumor 
growth [  74 ]. In addition, F. nucleatum is involved in the forma-
tion of an immunosuppressive environment, thereby facilitat-
ing tumor initiation, progression, and metastasis. F. nucleatum 
inhibits antitumor immunity by binding to tyrosine-based 
inhibitory motif (TIGIT) and impairing the tumor cell-killing 
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functions of NK cells and T cells [  75 ]. Controlling tumor-
related chronic inflammation represents a promising avenue 
for antitumor therapy. For example, the L. plantarum strain 
YYC-3 exerts anticancer effects by down-regulating inflamma-
tory cytokine expression and inhibiting the activation of the 
NF-κB and Wnt signaling pathways [  76 ]. Thus, a comprehen-
sive understanding of how dysregulated inflammation, tumor 
progression, and microbiota-regulated inflammation are inter-
connected is necessary for the development of novel antitumor 
strategies.    

Microbial metabolites
Short-chain fatty acids
  Short-chain fatty acids (SCFAs) are fatty acids generated by 
intestinal microorganisms through the fermentation of unab-
sorbed dietary fiber and other carbohydrates and mainly include 
acetic acid, propionate, and butyrate. Recently, the correlation 
between SCFAs and PD-1 inhibitor efficacy in treating malig-
nancies has been substantiated [  77 ]. As research progresses, 
multiple mechanisms have been suggested to underlie the rela-
tionship between SCFAs and ICI responses. First, SCFAs inhibit 
tumor cell growth and induce apoptosis. Butyrate, a metabo-
lite of Holdemanella biformis and Faecalibaculum rodentium, 
increases protein acetylation by inhibiting calcineurin/NFATc3 
activation, thereby preventing tumor cell proliferation [  78 ]. 
Second, SCFAs can enhance the antitumor immune response. 
Research has shown that SCFAs can directly increase the anti-
tumor cytotoxicity of CD8+ T cells. Butyrate enhances tumor-
specific CD8+ T-cell cytotoxicity in an ID2-dependent manner 
by activating the IL-12 signaling pathway. Furthermore, it 
facilitates effector CD8+ T-cell differentiation with memory 
capacity and improved recall ability [  79 ,  80 ]. In addition, butyr-
ate and valerate can enhance the function of mTOR as a sensor 
of central cellular metabolism, leading to increased production 
of effector molecules and thereby substantially promoting the 
antitumor effects of CAR T cells and antigen-specific cytotoxic 
T lymphocytes (CTLs) [  81 ]. Third, SCFAs improve the efficacy 
of ICIs by providing energy to immune cells. SCFAs provide 
energy for antibody production and B-cell differentiation 
through cellular metabolism by regulating energy metabolism 
to increase glycolysis, oxidative phosphorylation, and fatty acid 
synthesis [  82 ].

  However, controversy and contradictions remain regarding 
the functions of SCFAs in the therapeutic effects of ICIs. In an 
analysis of the gut microbial metabolome of NSCLC patients 
treated with nivolumab, patients with propionate and butyrate 
enrichment in their feces experienced better therapeutic effects 
[  83 ]. Similarly, high fecal SCFA concentrations are associated 
with therapeutic responsiveness and longer progression-free sur-
vival of patients with various malignancies who are treated with 
anti-PD-1 antibodies [ 77 ]. Conversely, elevated blood butyrate 
levels restrict DCs and tumor-specific T cells, thus inhibiting the 
antitumor activity of patients with metastatic melanoma who are 
treated with anti-CTLA-4 antibodies [  84 ]. This discrepancy may 
depend on the therapeutic modality and tissue compartment. 
Thus, further research is needed to clarify the exact roles of SCFAs 
and their potential as markers of ICI efficacy.   

Inosine
  Inosine is a purine metabolite generated by Bifidobacterium 
pseudolongum and A. muciniphila and is involved in energy 
metabolism, signal transduction, and nucleic acid synthesis in 

organisms [  85 ]. Recent studies have indicated that inosine can 
regulate immune cell metabolism and improve responses to 
ICI therapy. The high metabolic requirements of cancer cells 
restrict effector T-cell function by depleting nutrients and gen-
erating immunosuppressive metabolites. Under energy restric-
tion (glucose deficiency), inosine can supply biosynthetic 
precursors and ATP for the pentose phosphate and glycolytic 
pathways, providing an alternative carbon source to support 
effector CD8+ T-cell production [  86 ]. Combination therapy 
with PD-L1 antibodies and inosine outperforms PD-L1 anti-
body monotherapy in reducing tumor growth and prolonging 
overall survival. However, the antitumor efficacy of ICIs com-
bined with inosine requires costimulators, such as IL-12 and 
CpG. The inosine–A2AR–cAMP–PKA signaling cascade facili-
tates cAMP response element-binding protein phosphorylation, 
leading to the up-regulation of IFN-γ and IL-12Rβ2 transcrip-
tion. This process promotes Th1 cell differentiation and accu-
mulation within the TME [  87 ]. In addition, inosine can also 
increase tumor immunogenicity. Inosine increases tumor anti-
gen levels by directly suppressing the ubiquitin-activating 
enzyme UBA6 in tumor cells, facilitating the recognition and 
destruction of tumor cells by cytotoxic immune cells [  88 ].   

Bile acid and tryptophan metabolites
  Secondary bile acids are produced from primary bile acids in 
the gut through bacterial metabolism. Secondary bile acids exert 
immunosuppressive effects. For example, isolithocholic acid and 
3-oxolithocholic acid suppress Th17 cell differentiation by inhib-
iting the key Th17 transcription factor retinoic acid receptor-
related orphan nuclear receptor γt [  89 ]. 3β-Hydroxydeoxycholic 
acid acts on DCs, promotes naive CD4+ T-cell differentiation 
into regulatory T cells, and leads to immune escape [  90 ]. 
Colonization with bile acid-metabolizing bacteria or supple-
mentation with secondary bile acids can activate liver CXCR6+ 
NKT cells, reversing liver tumor growth inhibition [  91 ].

  Tryptophan is another metabolite associated with immuno-
suppression. Microbiota-driven tryptophan catabolism generates 
aryl hydrocarbon receptor (AhR) ligands, such as kynurenine. 
Kynurenine facilitates the differentiation of naive CD4+ T cells 
into Foxp3+ regulatory T cells through AhR activation, result-
ing in immunosuppression [  92 ]. A higher kynurenine/trypto-
phan ratio is correlated with shorter overall survival of melanoma 
and renal cell carcinoma patients receiving anti-PD-1 therapy 
[  93 ]. Similarly, elevated activity of indoleamine-2,3-dioxygenase 
1, an essential enzyme in the tryptophan-to-kynurenine path-
way, is associated with primary resistance to immunotherapy in 
NSCLC [  94 ]. 5-Hydroxytryptophan (5-HTP), another trypto-
phan catabolite, induces CD8+ T-cell exhaustion via STAT5–5-
HTP–AhR axis activation, resulting in immunosuppression [  95 ].   

Vitamin B family, trimethylamine N-oxide
  With advancements in research, more microbial metabolites have 
been identified as influential in antitumor immune responses. A 
meta-analysis of ICI responders and nonresponders revealed that 
vitamin B family metabolic pathways are enriched in patients 
with metastatic melanoma who responded to ICI therapy [  96 ]. 
The microbial metabolite trimethylamine N-oxide (TMAO) 
enhances CD8+ T-cell-mediated antitumor immunity by induc-
ing pyroptosis in triple-negative breast cancer (TNBC) [  97 ]. 
Additionally, TMAO increases type I IFN signaling by promot-
ing an immunostimulatory phenotype in macrophages, thereby 
generating antitumor effects [  98 ].
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  Overall, microbial metabolites are important bridges in the 
complicated balance between the microbiota and host immune 
activity, substantially influencing the therapeutic outcomes of 
antitumor immunity (Fig.  1 C and Table  1 ). Future studies 
incorporating metabolomic and transcriptomic analyses of the 
microbiota may connect metabolites with microbial gene 
expression and function, aiding in the recognition of clinical 
biomarkers and therapeutic targets for specific cancers.     

Immune-related adverse events
  With advances in immunotherapy, an increasing number of 
ICIs are now being used to treat specific cancers. However, not 
all patients benefit from ICI treatment, and a considerable num-
ber of patients suffer from irAEs. These irAEs are characterized 
by various toxicities, including hepatitis, colitis, rash, myocar-
ditis, and pneumonia, which result from immune dysregulation 
during the administration of immunotherapies such as ICIs. 

Table 1. Immunoregulatory mechanisms of microbial metabolites

Microbial metabolites Targeted pathway Functions References

 Butyrate  Activates the IL-12 signaling pathway  Enhances chemotherapy efficacy through 
CD8+ T-cell-mediated antitumor  
immune responses

 [ 80 ]

 Butyrate  Down-regulates tumor-specific and memory 
T cell accumulation

 Diminishes the antitumor efficacy of  
CTLA-4 blockade

 [ 84 ]

 Butyrate  Modulates cytotoxic CD8 T-cell receptor 
signaling

 Promotes the antitumor efficacy of  
anti-PD-1 treatment

 [  157 ]

 Butyrate  Activates cytotoxic CD8+ T cells  Boosts anti-PD-1 efficacy  [  158 ]

 Propionate butyrate  Induce DAMP release and promote  
DC maturation

 Delay the progression of acute  
myeloid leukemia

 [  159 ]

 Pentanoate butyrate  Inhibit class I histone deacetylase activity  Enhance the antitumor activity of CTLs and 
CAR T cells

 [ 81 ]

 Acetate butyrate  Induce cancer cell autophagy and M2 
macrophage polarization

 Promote prostate cancer progression  [  160 ]

 Acetate  Bolsters T-cell effector functions  
and proliferation

 Potentiates antitumor immunity  [  161 ]

 Short-chain fatty acids  Increase acetyl-CoA levels  Promote B-cell differentiation into antibody-
producing cells

 [ 82 ]

 Short-chain fatty acids  Increase cellular metabolism  Boost CD8+ T-cell effector functions  [  162 ]

 Short-chain fatty acids  Induce DNA damage and activate cGAS/
STING signaling

 Activate antitumor immunity  [  163 ]

 Inosine  Inhibits UBA6 in tumor cells  Augments tumor immunogenicity  
and responses

 [ 88 ]

 3-Oxolithocholic acid  Inhibits retinoic acid receptor-related orphan 
nuclear receptor-γt

 Suppresses Th17 cell differentiation  [ 89 ]

 5-Hydroxytryptophan  Activates aryl hydrocarbon receptor  
nuclear translocation

 Cause T cell dysfunction in the tumor 
microenvironment

 [ 95 ]

 Deoxycholic acid  Inhibits Ca2+-NFAT2 signaling  Suppresses CD8+ T-cell responses  [  164 ]

 Kynurenine  Promotes naive CD4+ T-cell differentiation 
into foxp3 regulatory T cells by activating aryl 
hydrocarbon receptor

 Immunosuppression  [ 92 ]

 Indoles  Activate the aryl hydrocarbon receptor in 
tumor-associated macrophages

 Suppress antitumor immunity  [  165 ]

 Indole-3-aldehyde  Activates the aryl hydrocarbon receptor  Enhances antitumor immune responses and 
improves ICI efficacy

 [  166 ]

 Indole-3-propionic acid  Increases H3K27 acetylation at the superen-
hancer region of Tcf7

 Promotes the differentiation of CD8+ T cells 
into progenitor exhausted CD8+ T cells

 [  167 ]

 Trimethylamine N-oxide  Activate endoplasmic reticulum stress  
kinase PERK

 Enhance CD8+ T-cell-mediated  
antitumor immunity

 [ 97 ]

 Trimethylamine N-oxide  Potentiates the type I interferon pathway  Relieves immunosuppression in the tumor 
microenvironment of pancreatic cancer

 [ 98 ]
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Usyk et al. [  99 ] found that the 1-year risk of irAEs differed 
nearly sevenfold between patients with high abundances of 
﻿Bacteroides vulgatus and Bacteroides dorei. These findings sug-
gest that the microbiota composition can influence the toxicity 
associated with immunotherapy. Studies have also revealed an 
association between an increased abundance of Bacteroides 
intestinalis and intestinal toxicity in melanoma patients [  100 ]. 
﻿Bifidobacterium increases the immunosuppressive capacity of 
Tregs via IL-10 regulation, alleviating intestinal immunopathol-
ogy during anti-CTLA-4 immunotherapy without substantially 
impacting antitumor immunity [  101 ,  102 ]. Overall, the micro-
biota influences both the local and systemic immune tone, 
thereby affecting the balance between immune stimulation and 
immune regulation (Fig.  1 D). This balance between immune 
stimulation and regulation likely underpins both the irAE 
response and development. Identifying components of the 
microbiota that can reduce the incidence of toxicity or treat 
irAEs is a promising therapeutic strategy.   

Immunomodulation in chemotherapy  
and radiotherapy
  Chemotherapy and radiotherapy are traditional cancer treat-
ments that reduce or eliminate the tumor burden mainly by 
directly killing tumor cells (Fig.  1 E). Recent studies have revealed 
that chemotherapy and radiotherapy induce the release-specific 
signaling molecules during tumor cell death, activating tumor-
specific immune responses and inducing abscopal effects 
[  103 –  105 ]. Cyclophosphamide, a commonly used anticancer drug, 
exerts therapeutic effects partly by stimulating antitumor immune 
responses. Viaud et al. [  106 ] showed that cyclophosphamide 
affects the gut microbiota composition and promotes the trans-
location of specific bacteria to secondary lymphoid organs, 
stimulating Th17 and Th1 immune responses. Vancomycin treat-
ment eliminates the response to cyclophosphamide treatment. 
Additionally, SCFAs enhance CD8+ T-cell responses in an ID2-
dependent manner, thus increasing oxaliplatin efficacy [ 80 ]. In 
contrast, Uribe-Herranz et al.[  104 ] found that vancomycin 
treatment eliminates SCFA-producing bacteria, enhances anti-
gen presentation, promotes cytotoxic T-cell infiltration, and 
improves the efficacy of local radiotherapy. A possible explana-
tion for the differing results with vancomycin treatment lies in 
the distinct mechanisms of the 2 models. Another plausible 
explanation is that localized radiotherapy predominantly cir-
cumvents direct impacts on the intestinal environment, whereas 
chemotherapy, a systemic intervention, induces alterations in 
the intestinal microbiota. As previous studies have shown, total 
body irradiation directly impacts the intestinal microbiota and 
damages the intestinal epithelial barrier, thereby affecting the 
tumor response [  107 ]. Overall, further research is needed to 
understand how the microbiota influences immunomodulation.    

Techniques for Assessing and Measuring  
the Microbiota
  The modulatory effects of the microbiota offer many possibili-
ties for clinical intervention. The microbiome composition 
could serve as a complementary predictive or prognostic bio-
marker for treatment outcomes. Multiple studies have indicated 
that specific components of the microbiota are substantially 
associated with the expression of immunoregulatory genes, 
immune cell infiltration, and the levels of inflammatory fac-
tors, indicating potential predictive value for ICI efficacy. An 

accurate microbiota assessment and measurement could pro-
vide targeted guidance for cancer immunotherapy.

  Traditionally, the assessment of clinical microbiomes involves 
the collection of samples from the target site, followed by the 
cultivation of organisms and subsequent phenotypic and molec-
ular characterization. This process is notably time-consuming 
and labor-intensive. Furthermore, the cultivation of microor-
ganisms can potentially obscure the microbial abundance in 
the original sample due to selective or exclusive growth. Recent 
methodological advances have made cell-free methods for mea-
suring microbial presence and activity increasingly popular. 
16S ribosomal RNA (rRNA) gene sequencing is a widely used 
technique for profiling and classifying complex bacterial com-
munities. The 16S rRNA gene encodes rRNA in prokaryotes 
and contains both highly conserved and 9 hypervariable regions 
(V1 to V9). Hypervariable regions are useful for identifying 
and classifying species [  108 ]. Specifically, this approach involves 
employing a strategy that utilizes universal primers targeting 
conserved sequences around hypervariable regions to create 
an amplicon library for sequencing. Sequences are clustered 
into amplicon sequence variants (ASVs) or operational taxo-
nomic units (OTUs) based on similarity for taxonomic annota-
tion [  109 ]. Because sequencing targets a segment of the 16S 
rRNA gene in prokaryotes, its resolution is limited to the genus 
level and excludes nonbacterial microorganisms such as fungi 
and viruses. The development of a new 5R multiplex sequenc-
ing approach and the application of biotinylated 16S primer 
strategies can substantially increase the coverage and accuracy 
of 16S rRNA sequencing for tumor-resident bacteria [ 29 ,  110 ]. 
Moreover, because most bacteria have multiple 16S rRNA gene 
copies, the relative abundance can be artificially elevated, leading 
to an inaccurate quantification of bacterial cells. Although the 
technique has limitations, its affordability and high-throughput 
capability make it the most frequently employed method for 
an initial descriptive analysis.

  Unlike 16S rRNA gene sequencing, shotgun metagenomic 
sequencing indiscriminately sequences all the genomes in a 
sample, covering bacteria, archaea, fungi, and viruses. This 
method enhances species and strain-level distinction by provid-
ing multiple marker gene sequences, enabling the computa-
tional reconstruction of the microbial community composition 
and facilitating the identification of new microbial genomes 
from unnamed species [  111 ]. However, in tumors rich in host 
cells and DNA, obtaining the sequencing depth required to 
detect sufficient microbial reads may result in higher costs (e.g., 
added computing power, data storage, and complex pipelines), 
and the accuracy of the results may also be influenced by con-
tamination with human genomic DNA. To mitigate the chal-
lenge of overwhelming host DNA, several host–DNA depletion 
strategies have been developed, including enzymatic digestion 
(e.g., DNase treatment following selective lysis), chemical 
depletion methods, and hybridization-based capture of human 
sequences. While these methods can substantially enrich 
microbial DNA, they may introduce bias by preferentially 
depleting certain taxa or failing to remove intracellular host 
DNA. Additionally, shotgun metagenomic sequencing can elu-
cidate the functional capabilities of the microbiota using gene 
prediction tools and databases. Given an adequate sequencing 
depth, shotgun metagenomic sequencing enables the inference 
of microbial functional information for the entire community 
and facilitates the annotation of genes associated with antibiotic 
resistance, metabolic pathways, or toxin production through 
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comparisons with established databases [  112 ]. In summary, 
when strain-level resolution, low-abundance detection, non-
bacterial taxa, or functional profiling is required, shotgun 
metagenomic sequencing is more suitable. Optimizing the 
sequencing protocol to balance sequencing depth, cost, and 
host DNA removal efficiency is critical to maximize the utility 
of shotgun metagenomic data in tumors.

  Single-cell RNA sequencing (scRNA-seq) is a revolutionary 
technology for quantifying the expression of genes at the indi-
vidual cell level, enabling the generation of comprehensive gene 
expression profiles for many cells. While microbial scRNA-seq 
is recognized as valuable, the application of scRNA-seq tech-
nology to microorganisms has been hampered by the low 
bacterial mRNA content, the absence of polyadenylation in 
bacterial mRNA, and so on. High-throughput microbial scRNA-
seq techniques, including combinatorial barcoding strategies 
and scDual-Seq, which capture both pathogen and host tran-
scriptomes simultaneously, have enhanced the assessment 
of gene expression in prokaryotes [  113 –  115 ]. However, these 
methods fail to maintain the spatial context of the analyzed 
cells, limiting their effectiveness in analyzing single-species 
and multispecies biofilms. With the development of high phy-
logenetic resolution spatial transcriptomics using fluorescence 
in situ hybridization (HiPRFISH) and parallel sequential fluo-
rescence in situ hybridization (parseqFISH), visualizing the 
interactions between host cells and microbial communities has 
become increasingly possible [  116 ,  117 ]. Imaging-based spatial 
transcriptomics not only provides a comprehensive analysis 
of gene expression levels by traditional transcriptomics but 
also retains the spatial location information of cells in tissues, 
thereby revealing the characteristics of gene expression between 
different cell types and detecting changes in tissues under vari-
ous physiological or pathological conditions [  118 ]. Galeano 
Niño et al. revealed spatial, cellular, and molecular host–microbe 
interactions by combining in situ spatial analysis technology 
with scRNA-seq, thus laying a foundation for investigating the 
spatial transcriptomes of host–microbiome interactions within 
the TME [  119 ].

  Nongenomic microbiome characterization refers to methods 
for analyzing microbial communities and their functions with-
out relying on direct genome sequencing or nucleic acid analysis. 
This characterization approach focuses on studying microbial 
communities from the perspective of functionality, metabolites, 
proteins, and other nongenetic materials, including metabo-
lomics, MHC peptidomics, and multicondition microbiome 
cultivation (“culturomics”). Metabolomics is a method for 
detecting and identifying small-molecule metabolites through 
high-throughput analytical technology and is used to character-
ize thousands of potential bioactive metabolites produced or 
regulated by diverse components of the microbiota [ 77 ]. SCFAs 
can help stratify progression-free survival outcomes via metabo-
lomics of patients with tumors receiving anti-PD-1 therapy. 
MHC peptidomics involves the study of peptides (i.e., short-
chain amino acid fragments) that interact with MHC molecules. 
These peptides can be presented on the cell surface by MHC 
molecules, allowing them to interact with T cells and potentially 
induce an immune response. Recently, research has shown that 
peptides produced from intracellular bacteria can be presented 
by tumor cells, thereby activating immune responses [  120 ]. 
These findings provide insights into how bacteria may influence 
immune activation and therapeutic outcomes. Culturomics 
enhances the culturability of microorganisms by replicating 

diverse environmental conditions, allowing for the precise clas-
sification and functional assessment of individual bacteria within 
a microbial ecosystem [  121 ].

  In summary, the measurement of the microbiota facilitates 
both qualitative and quantitative evaluations of the microbial 
community composition, function, and metabolic activities 
through the application of diverse omics technologies and ana-
lytical methodologies (Fig.  2 ). Although current microbiota 
measurement methods have made remarkable progress, they 
still have their own limitations due to contamination, low sen-
sitivity, technical limitations, etc. Accurate measurement of the 
microbiota remains a challenge.           

Strategies for Regulating the Microbiota
  Currently, multiple preclinical studies indicate that microbiota 
regulation enhances ICI activity. Considering the crucial influ-
ence of the microbiome on modulating the immune response, 
strategies aimed at regulating or reconstructing the microbiome 
to bolster antitumor activity while minimizing the incidence 
of severe irAEs are becoming a central focus in the advance-
ment of future cancer therapies. Given the role of the microbi-
ome in shaping immune responses, this section discusses current 
and prospective strategies for targeting microbiome regulation 
in cancer immunotherapy (Fig.  3 ).          

Fecal microbiota transplantation
  FMT is an early strategy for regulating microbiota that includes 
transplanting feces from a specific donor to the recipient. FMT 
is frequently employed to treat Clostridium difficile infection and 
ulcerative colitis, with efficacy in the relief of clinical symptoms 
and a well-established safety profile. A phase I clinical trial of 
patients with advanced melanoma revealed that FMT in patients 
who did not respond to ICB therapy could effectively reverse 
previous resistance[  122 ,  123 ]. In addition, multiple phase I and 
phase II clinical trials are underway to investigate the efficacy 
of FMT in treating various solid tumors (Table  2 ). Despite the 
promising preliminary outcomes observed in patients treated 
with FMT, researchers must exercise caution in its application. 
Prior to the routine implementation of FMT, several clinical, 
regulatory, and scientific uncertainties need to be resolved, 
including the pathogenic risk of the microbiota, suitable FMT 
donors, standardized procedures for FMT, the longevity of the 
therapeutic effect, and related ethical considerations.    

Diet, prebiotics, and postbiotics
  Nutritional interventions represent a promising approach to 
modulate the microbiota because of their cost-effectiveness, 
favorable safety, and noninvasive nature. Dietary modifications 
can enhance the beneficial microbiota and modify the immune–
microbiome landscape. Studies indicate that transitioning from 
animal-based to plant-based diets can quickly modify the gut 
microbiota and related metabolites [  124 ,  125 ]. For cancer patients, 
higher fiber intake, more fiber-fermenting microorganisms, 
and greater microbial diversity have all been associated with 
the response to ICIs [  126 ,  127 ]. A ketogenic (low-carbohydrate, 
moderate-protein, and high-fat) diet has also been shown to 
enhance the antitumor activity of anti-PD-1 therapy through the 
major ketone body 3-hydroxybutyrate (3HB) [  128 ]. However, 
this intervention is more likely to benefit individuals who previ-
ously did not achieve the recommended intake levels than the 
entire population. Additionally, because rapid alterations in the 
gut microbiota and metabolism are easily reversed, sustained 
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dietary changes are essential to achieve long-term health ben-
efits. The swift alterations over a brief time frame highlight the 
practicality of short-term dietary changes before or during ICI 
treatment, which provides a possibility to enhance the treat-
ment effects and reduce susceptibility to toxicity.

  Dietary supplementation with specific prebiotics (e.g., inulin 
and pectin) represents an additional strategy to modulate the 
microbiota by selectively supporting the growth of beneficial 
bacteria in the intestine, thereby indirectly improving the intes-
tinal flora balance. Therefore, this method might primarily 
increase the growth of certain microbial groups instead of 
increasing the overall microbial diversity. Inulin, a polysac-
charide dietary fiber, effectively modulates the gut microbiota 
to induce memory T-cell responses, substantially increasing 
the efficacy of anti-PD-1 therapy in a mouse adenocarcinoma 
model [  129 ]. A pectin-rich diet that induces type I IFN produc-
tion within the TME increases the efficacy of anti-PD-1 therapy 
[  130 ]. However, most studies have focused on animals, ignoring 
“real-life” interindividual differences in human physiology and 
disease-related responses. Prebiotics rely on the existing flora 
in the intestine. If the intestinal flora is insufficient or absent, 
the efficacy of prebiotics may be substantially diminished. 
Furthermore, clinical studies examining the effects and safety 
of long-term prebiotic intake remain limited. Therefore, under-
standing individual and response variability and ensuring treat-
ment safety have become a priority for further research.

  Postbiotic therapy is a treatment modality that utilizes metab-
olites or secretions produced by probiotics to increase host 
health. Unlike probiotics, postbiotics do not require live strains 

to remain active; instead, they directly exert effects. For example, 
elevated levels of mevalonic acid and dimethylglycine in the 
intestines of germ-free mice are associated with improved anti-
tumor immunity and increased ICI efficacy [ 59 ]. Cell-free super-
natants derived from Faecalibacterium spp., Bifidobacterium, and 
﻿Lactobacillus activate anti-inflammatory signaling pathways 
and reduce tumor cell proliferation [  131 ]. In addition, another 
postbiotic approach involves the use of outer membrane vesi-
cles (OMVs) as delivery vehicles for tumor-modulating cargo. 
Antigen-modified OMVs can present various tumor antigens, 
thereby eliciting a synergistic antitumor immune response that 
effectively eliminates melanoma metastasis and inhibits sub-
cutaneous colorectal cancer growth [  132 ]. However, the mecha-
nisms of postbiotics remain incompletely understood, and their 
targeting is less precise than that of probiotics. In addition, post-
biotics lack standardization, presenting challenges in effectively 
addressing complex intestinal issues. Consequently, randomized 
clinical trials are needed to establish the postbiotic supplementa-
tion frequency and optimal dose for cancer patients.   

Probiotics
  Probiotics are live microbes that benefit the host by colonizing 
the body and modifying the host's microbiota composition at 
specific sites. Unlike dietary or prebiotic interventions, probiot-
ics directly introduce specific microorganisms to the host. Probiotic 
preparations are considered to influence cancer pathogenesis and 
antitumor immunity, but conflicting results have been produced 
in multiple cases. Specific intestinal bacteria (such as B. fragilis, 
﻿L. rhamnosus GG, Lacticaseibacillus paracasei, A. muciniphila, 

Fig. 2. Technologies for assessing and measuring the microbiota.
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﻿Bifidobacterium, or probiotic combinations) can enhance ICI 
efficacy in mouse models [ 21 , 23 , 24 , 51 , 59 ,  133 ]. A phase I trial 
showed that CBM588, a bifidogenic live bacterial product, 
improved the efficacy of checkpoint inhibitors in patients with 
metastatic renal cell carcinoma receiving nivolumab–ipilimumab 
therapy [  134 ]. In contrast, some studies indicate that probiotic sup-
plements may have limited or no benefit for cancer patients and 
could even cause adverse reactions. For example, over-the-
counter probiotics containing L. rhamnosus GG or Bifidobacterium 
longum reduced ICI effectiveness in patients with advanced 
melanoma [ 127 ]. These inconsistent results may result from 
individual differences in colonization resistance to external 
probiotics, which are influenced by the native microbiota [  135 ]. 
Additionally, due to the heterogeneity of probiotic strains and 
the limited number of studies on the effects of multiple probi-
otic strains under specific criteria, no specific guidance cur-
rently exists on effective strains or combinations for particular 
clinical conditions.

  With the advancement of computer predictions of new bio-
active "precision probiotics" that rely on multiomics (such as 
genomics, transcriptomics, metabolomics, and proteomics) and 
the management of specific cultivated species microbiota, the 

development of new “precision probiotic” preparations that are 
safe, have high colonization ability, and produce an efficient 
antitumor immune response is now possible [  136 ]. Ongoing 
clinical trials are investigating the efficacy of combining selected 
components of the microbiota and ICIs in treating advanced 
cancer (Table  2 ). Additionally, synbiotics, which combine pre-
biotics and probiotics, may be more effective than prebiotics 
alone, as they can increase microbial diversity and overcome 
the limitations of single-strain probiotics.   

Antibiotics and bacteriophages
  In addition to introducing beneficial bacteria, eliminating patho-
genic or harmful bacteria within the microbiota is also a poten-
tial strategy. Antibiotics reduce microbial diversity, altering the 
composition of the microbiota [  137 ]. The antibiotic-induced 
eradication of cancer-associated microorganisms can prevent 
gastric cancer by eliminating Helicobacter pylori [  138 ,  139 ]. 
Antibiotics inhibit the occurrence of colon tumors by eliminat-
ing carcinogenic bacteria. However, the nonspecificity of most 
antibiotics also consumes beneficial commensal bacteria and 
affects antitumor immune responses. Studies have indicated 
that cancer patients receiving ICI therapy who have previously 

Fig. 3. Problems and limitations of microbiota modulation. FMT, fecal microbiota transplantation.
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received antibiotics exhibit an increased incidence of irAEs and 
markedly lower objective response and overall survival rates 
[  140 –  142 ]. In general, antibiotics are ineffective at enhancing 
ICI efficacy and should be avoided whenever possible. However, 
in some cases, antibiotics are often used as life-saving treat-
ments for cancer patients with infections. Therefore, methods 
to prevent the harmful effects of antibiotic-induced dysbiosis 
on ICI efficacy are important topics of research. For example, 
studies have shown that combining DAV132 (a colon-targeted 
adsorbent) with antibiotics can preserve microbiome diversity 
and maintain anti-PD-1 antibody activity [  143 ,  144 ].

  Bacteriophages (phages) are viruses that specifically target 
and destroy bacteria, representing the most abundant members 
of the enterovirome. Unlike traditional antibiotics, phage-based 
therapies have garnered attention for their capacity to selectively 
target highly resistant microorganisms while preserving micro-
biota homeostasis. Engineered F. nucleatum-specific phages have 
been developed to deliver irinotecan nanoparticles, effectively 
eradicating F. nucleatum and mitigating the adverse effects asso-
ciated with nonspecific drug delivery to healthy tissues [  145 ]. 
Phage-based cancer immunotherapy remains in its early stages 
and must overcome several limitations before it can be used in 
clinical practice. First, the autoantigenicity of phages is a concern. 
Phages, as foreign organisms, trigger immunological responses 
that may diminish therapeutic efficacy and lead to immune cell 
exhaustion. Second, the high specificity of phages poses a chal-
lenge. Phages have remarkable specificity and generally infect 
only specific bacterial strains. Bacteria can resist phage infec-
tion by altering surface receptors, changing cell membrane 
structures, etc. Once bacteria acquire resistance to phages, the 
therapeutic effect is substantially reduced.   

Targeting tumors: Engineered microbes
  In addition to the oral administration of whole microbiome con-
figurations or isolated probiotics, recent experimental studies have 
explored cancer treatment through the introduction or modifica-
tion of intratumoral microbes. Tumor-targeting bacteria can serve 
as delivery vehicles to improve drug targeting specificity and 
reduce patient toxicity while also providing metabolic support for 
intratumoral T cells and overcoming the immunologically “cold” 
TME. Currently, Escherichia coli Nissle (EcN), Lactobacillus, and 
﻿Salmonella typhimurium are being used to develop engineered 
bacterial cancer therapies [  146 –  149 ]. For example, engineered 
EcN strains have been designed to express single-domain antibody 
fragments targeting PD-L1 and CTLA-4 within tumors, thereby 
augmenting antitumor immunity [  150 ]. The modification of EcN 
can convert ammonia into L-arginine, supplying essential metabo-
lites for cytotoxic T-cell-mediated antitumor immunity [  151 ,  152 ]. 
Furthermore, various oncolytic microbial agents have shown 
promising antitumor efficacy in many cancer settings. These 
agents include oncolytic viruses that selectively target and destroy 
cancer cells and bacteria such as Clostridium novyi-NT, which are 
modified to enhance therapeutic outcomes by removing toxin-
producing genes. The oncolytic virus talimogene laherparepvec 
(T-VEC) with pembrolizumab achieved a 30% ORR in sarcoma 
patients [  153 ]. An intratumoral injection of the adenovirus DNX-
2401 induces direct oncolysis and subsequent immune-mediated 
antiglioma responses in patients with recurrent malignant glioma 
[  154 ]. An intratumoral injection of C. novyi-NT can reduce the 
tumor burden and enhance tumor-specific T-cell responses in 
patients with advanced tumors [  155 ].

  Numerous challenges in clinical application necessitate fur-
ther exploration to alleviate the systemic inflammatory immune 
response and cytokine release syndrome triggered by microor-
ganisms and tumor lysis and acknowledge the distinctive char-
acteristics of live engineered microorganisms as therapeutic 
agents [  156 ]. First, unlike inactive substances, live engineered 
microorganisms cannot be sterilized through conventional 
means, presenting a grand challenge in the production of good 
manufacturing practice (GMP)-grade test products. Second, 
the effective dose of live engineered microorganisms depends 
on factors such as the degree of tumor necrosis and the abun-
dance of existing tumor-infiltrating inflammatory cells, making 
an estimation of the effective dose on an individualized basis 
essential. Third, oncolytic microbial therapy aims to intention-
ally convert tumors into localized tumor-destructive infections. 
Early antibiotic action may eradicate the infection prior to the 
manifestation of the antitumor effect, whereas a delayed inter-
vention poses the possibility of unanticipated systemic inflam-
matory responses, highlighting the importance of achieving a 
careful balance. Finally, the clinical application of live biological 
agents inevitably has potential implications for public health 
and the environment, necessitating a careful consideration of 
appropriate management strategies.    

Conclusions

  The study of the microbiota in relation to cancer has rapidly 
progressed in recent years. Extensive research indicates that 
the microbiota is crucial for modulating immune function and 
can affect antitumor immunity. Understanding the composition, 
manipulation, and intervention of the microbiota has become 
essential for comprehending cancer progression and immuno-
therapy. As research advances, more details about the intricate 
relationships among the host immune system, microbiota, can-
cer progression, and therapeutic interventions are emerging. 
Evolving tools and techniques for microbiota characterization, 
along with regulatory strategies, provide more data and broader 
treatment options at a lower cost. However, due to the complex-
ity of the microbiome and immune system, coupled with the 
emerging status of this field, a comprehensive mechanistic 
framework for understanding how the microbiota influences 
antitumor immune responses is lacking. For example, what type 
of microbiota is most ideal, which populations benefit most, 
and what are the optimal strategies for microbiota regulation? 
Does the microbiota become established in the TME at the onset 
of tumorigenesis, or is it recruited following alterations in the 
microenvironment by the tumor? Is it possible to simultaneously 
enhance antitumor immunity and limit immune-mediated tox-
icity? Once these questions are solved, the microbiota will play 
a transformative role in cancer immunotherapy.   
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