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With the progress of theoretical and applied technologies, the communication system based on the
classical encryption is seriously threatened by quantum computing and distributed computing. A
communication method that directly loads confidential information on the quantum state, quantum
secure direct communication (QSDC), came into being for resisting security threats. Here, we report the
first continuous-variable QSDC (CV-QSDC) experimental demonstration for verifying the feasibility and
effectiveness of the CV-QSDC protocol based on Gaussian mapping and propose a parameter estimation
for signal classification under the actual channels. In our experiment, we provided 4 x 102 blocks, where
each block contains 10° data for direct information transmission. For the transmission distance of 5 km
in our experiment, the excess noise is 0.0035 SNU, where SNU represents the unit of shot-noise units.
The 4.08 x10° bit per second experimental results firmly demonstrated the feasibility of CV-QSDC under
the fiber channel. The proposed grading judgment method based on parameter estimation provides a
practical and available message processing scheme for CV-QSDC in a practical fiber channel and lays the
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groundwork for the grading reconciliation.

Introduction

In an era of highly developed network technology, there are still
some insecure factors in the transmission of confidential infor-
mation. One-time pad is a mechanism of communication that
theoretically guarantees the absolute security of encrypted infor-
mation [1]. Its security is guaranteed by the security of the key.
However, with the progress of theoretical and applied technolo-
gies, the communication system based on the classical encryption
is seriously threatened by quantum computing and distributed
computing [2-4].

In order to resist security threats that are caused by brute-
force cracking of key by increasing computational complexity,
a way of communication based on fundamental principles of
quantum mechanics came into being. Different from quantum
key distribution (QKD) [5-8], quantum secure direct commu-
nication (QSDC) is the true sense of secure communication,
and its secret message is loaded on the quantum state and trans-
mitted directly in the channel [9]. Quantum principles such as
no-cloning theorem [10], Heisenberg’s uncertainty principle
[11], and the correlation of entangled particles [12] guarantee
its security. Moreover, this mode retains the function of per-
ceiving eavesdropping while making it impossible for Eve to
eavesdrop any secret message, that is, to achieve the role of
anti-eavesdropping. Therefore, the development of this tech-
nology is conducive to the conversion of classical communica-
tion to quantum communication.

Generally, discrete-variable (DV) scheme and continuous-
variable (CV) scheme are 2 important technologies to realize
quantum communication. Since the first DV protocol was pro-
posed, DV-QSDC was well developed in recent years in both
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theory and experiment [13-18]. For instance, device-independ-
ent (DI) QSDC and measurement device-independent (MDI)
QSDC protocols have been proposed [19-27]. Additionally,
one-step QSDC protocols and their DI and MDI versions, which
enable the transmission of photons in a single round, have also
been introduced [28-30]. Focusing on the experimental demon-
stration, in the original scheme proposed by Long and colleagues
[31,32], optical delay, a mature and experimentally feasible tech-
nique that can be used to replace quantum memory, makes full
use of the 2-qubit in an Einstein-Podolsky-Rosen (EPR) pair to
implement 2-step DV-QSDC experiments. On this basis, many
experimental schemes have been further proposed. In 2016,
Long and colleagues [33] reported the first experimental demon-
stration of DV-QSDC based on the DL04 protocol, and the fea-
sibility was firmly demonstrated in the presence of noise and
loss. Zhang et al. [34] first reported the experimental demon-
stration with atomic quantum memory for the first time in
principle in 2017, demonstrating the potential application of
long-distance quantum communication in quantum networks.
In 2018, Sun et al. [35] proposed an implementation scheme
without quantum memory, taking advantage of the wiretap
channel theory and classical coding theory, and made great
progress in the practical application of QSDC. In 2019, Long
and colleagues [36] implemented a practical DV-QSDC system
based on the DL04 protocol that operates at a repetition rate
of 1 MHz under a realistic channel of 1.5 km with high noise
and high loss characteristics. The secure communication rate
achieves 50 bps, sufficient to effectively send text messages and
reasonably sized files of images and sounds. In 2020, Sun et al.
[37] proposed a quantum-memory-free DL04 QSDC protocol
inches closer to the quantum channel’s capacity and importantly
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improved the original DL04 QSDC’s robustness. Pan et al. [38],
also in 2020, reported an experimental implementation of free-
space DV-QSDC, which shows that QSDC is feasible in free
space. In 2021, Liu et al. [39] designed a 2-decoy-state protocol
that only requires 2 decoy states and performed full parameter
optimization for a real-life QSDC system by introducing a
genetic algorithm. In 2022, Liu et al. [40] presented a fiber-based
QSDC system without active polarization compensation. Long
and colleagues [41] successfully experimentally implemented
DV-QSDC of over 100 km fiber with time-bin and phase quan-
tum states also in 2022, demonstrating that intercity QSDC
through fiber is feasible with present-day technology.

Compared with DV scheme, CV quantum communication
can be well compatible with the existing optical fiber commu-
nication, which has been extensively studied recently. Moreover,
its advantages of simple light source preparation, convenient
detection, and low equipment cost are conducive to the con-
struction of quantum communication network. Therefore, in
order to accelerate the development of the entire QSDC field,
it is necessary to explore CV-QSDC technology.

The principles of quantum mechanics impose an upper
bound on the information in CV-QSDC that has possibly
leaked to a potential eavesdropper, which is done by the legit-
imate parties through estimating the parameters of quantum
channels [42-44]. In the preliminary development of QSDC,
parameter estimation, a crucial aspect connecting quantum
information processing stage and message extracting stage,
has attracted the attention of many researchers. In addition,
parameter estimation can also be combined with other meth-
ods that suppress excess noise, such as adaptive optics [45],
to improve system performance. However, numerous schemes
that have been proposed so far are only for CVQKD [46-51].
Different from QKD, QSDC that directly transmits informa-
tion has more elaborate requirements for parameter estima-
tion, where the complete extraction of subsequent information
cannot be effectively guaranteed by those existing schemes.
Therefore, it is necessary to research on parameter estimation
scheme suitable for system based on experiments.

In this context, we established an experimental CV-QSDC
platform based on Gaussian mapping scheme [52] and exper-
imentally demonstrated it. We introduced a new parameter
estimation scheme under the actual channels with complexity
and fluctuation. Specifically, the main contributions of this work
are as follows: (a) We reported the first CV-QSDC experimental
demonstration for verifying the feasibility and effectiveness of
the protocol based on Gaussian mapping. Experimental results
show that the proposed scheme successfully implements under
the actual channel that is complex and volatile. (b) We per-
formed the parameter estimation that came closer to the actual
situation through the experimental demonstration and simu-
lated the influence of whether the channel fluctuation is taken
into account on the transmission distance. The results obtained
from parameter estimation also more realistically and accu-
rately reflect the fluctuation and instability of the actual channel,
which may have a great impact on the efficiency of subsequent
message extraction. Moreover, it can be obtained experimen-
tally that the system performance can be improved if the chan-
nel fluctuation characteristics are taken into account. (c) We
proposed a scheme for quality classification of information
blocks based on parameter estimation results, which further
optimizes the process of sequential postprocessing to improve
the security and integrity of message. Furthermore, this scheme
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facilitates the extraction of secret messages from continuous
variables and lays the technical foundation for the complete con-
struction of the system and future engineering applications.

Results

System implementation

The experimental setup for the proposed CV-QSDC system is
shown in Fig. 1. The necessary conditions for CV-QSDC exper-
iment include the coherent light sources (CW) for generating
entangled light, the modulators (AM2 and PM) for information
modulation, the homodyne detectors (Hom3 and Hom4) for
Bell detection, and pilot signal for synchronization. Utilization
of polarization multiplexing and time-division multiplexing
ensures the transmission of local oscillator light, detection light,
and signal light without mutual interference. Concretely, to
verify the feasibility of the proposed CV-QSDC protocol based
on Gaussian mapping scheme, coherent light source CW for
generating coherent light, nondegenerate optical parametric
amplifier NOPA, and amplitude modulator AM1 are used in
experiments to generate entangled light pulses at a repetition
rate of 10 MHz, where the resulting signal light is retained at
Alice for information modulation and the detection light is sent
to Bob for channel secure detection. The beam splitter BS3 and
homodyne detector Hom1 at Alice’s end and BS6 and Hom?2 at
Bob’s end are adopted for channel secure detection. Meanwhile,
signal light passes through the fiber delay line DL2 and then
completes the modulation of the secret message under the joint
action of the amplitude modulator AM2 and the phase modu-
lator PM, and then passes through the polarization beam split-
ter PBS1 and fiber channel to Bob.

The entire communication process consists of 2 steps. The
security detection is conducted first, and information trans-
mission occurs only under the premise of the security of chan-
nel. As shown in Fig. 2, the local oscillator, the detection light,
and the signal light are transmitted using polarization multi-
plexing and time-division multiplexing techniques through
Faraday mirror and fiber delay lines. Specifically, during the
secure detection phase, Alice and Bob perform measurements
on their respective entangled light beams in the selected cor-
responding time slots. So, here, taking fiber delay line into
account,

nAL
Ar="22, M
where AL is the length of fiber delay line, # is the refractive
index of optical fiber, and c is the speed of light in vacuum [53].
Due to the repetition frequency of 10 MHz, the interval between
identical pulses is 100 ns. Therefore, the 30-ns fiber delay is
used in the experiment (shown in Fig. 2).

When Bob receives the modulated signal light, depolariza-
tion demultiplexing and time-division demultiplexing are per-
formed to separate the detection light and the signal light for
performing Bell measurements (employing BS8, Hom3, and
Hom4). The quantum memory is not required in this experi-
mental platform, mainly because the CV-QSDC protocol based
on Gaussian mapping is actually a secure coding protocol based
on Wyner’s wiretap channel theory. The plaintext to be trans-
mitted is mapped into ciphertext in groups using shared Gaussian
random sequence, and generated ciphertext is then transmitted
through a quantum channel using error correction codes and
detection codes.
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Fig. 1. Experiment setup. CW, 1550-nm continuous-wave light source; NOPA, nondegenerate optical parametric amplifier; BS, beam splitter; OC, optical circulator; DL, fiber
delay line; AM, amplitude modulator; PM, phase modulator; VOA, variable optical attenuator; Hom, homodyne detector with over 50% detection efficiency; PBS, polarization
beam splitter; FM, faraday mirror.
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Fig.2.Schematic diagram of signal transmission during communication. Step 1 represents the security detection phase, while step 2 represents the information transmission
phase. Specifically, polarization multiplexing and time-division multiplexing are employed to differentiate the local oscillator (LO), detection light (Det), and signal light (Sig), and
the time interval for time-division multiplexing is set to 30 ns. During the information transmission phase, each information block consists of pilot signal and secret message.
The pilot signal consists of quantum light [54] and undergoes the same channel as the transmitted signal light. Therefore, the a priori information obtained from these pilot
signals and the X component can be used for synchronization and calculating the secrecy capacity.

The complete CV-QSDC system functions mainly include  of data in the CV-QSDC protocol based on Gaussian mapping
the entanglement judgment function during the first safety =~ under 5-km channel and effectiveness of the parameter esti-
inspection and the information transfer function based on ~ mation. The rendering of partial variables acquired from the
entangled state. The experimental results verified the correlation ~ quadrature component X obtained experimentally is shown in
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Fig. 3. In particular, correlation of variables between Alice and
Bob is shown in Fig. 3A. The experimental results prove that
most of the variable points are linear correlation, which verifies
the feasibility of the implementation for the proposed scheme.
The statistical characteristics of Alice and Bob variables are
shown in Fig. 3B. The experimental results show that the var-
iables at both ends are in line with the Gaussian distribution,
indicating that the experimental variables can meet the neces-
sary conditions for carrying out subsequent steps. Therefore,
the above experiment shows the rationality of variable acqui-
sition and provides data support for the message extracting
stage.

Parameter estimation scheme

The secret message on the basis of obtaining quadrature com-
ponents is extracted by Alice and Bob during the message
extracting stage. The processing operations mainly include the
following 3 stages: parameter estimation, data reconciliation,
and message extraction. Among them, parameter estimation
plays a critical role in connecting the quantum information
processing and message extracting in the CV quantum com-
munication system. The results of parameter estimation can
provide a reference for achieving the consistency of the data of
both parties. Most studies in the past have assumed that the
relevant parameters are theoretically invariant when analyzing
the system performance [42,55-58], but this assumption is not
in line with the actual situation. Next, a appropriate parameter
estimation scheme is described.

In the CV-QSDC system, the message is transmitted in
chunks rather than in whole. For each information block,
secrecy capacity Al of the i-th information block is calculated
based on the estimated value of the parameters. After the meas-
ure by Bob, Alice and Bob possess 2 sets of related variables,
namely, X = {(x,27) },_y, _yandP={(0507)}icip
(superscripts A and B represent the variables obtained by Alice
and Bob, respectively, subscript i represents the i-th information

350
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Bob X component
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block, M represents the total number of information block). One
set of variables carries secret message, and the other set of var-
iables carries Gaussian random numbers without secret mes-
sage, which is the set of data samples of parameter estimation.
It is assumed here that the secret message is modulated on the
P component, while the X component is used for parameter
estimation. Generally speaking, all the blocks on the X compo-
nent are employed to estimate the relevant channel parameters.
Among them, the transmittance T and excess noise € of quan-
tum channel can be used to describe the influence of the trans-
mission on the quantum signal [59].

The quantum channel is described through linear models
[60] in actual phenomenon. So, here, taking the correlation of
variables of the i-th information block between Alice and Bob
into account,

B

_ LA
.xl- —xi ti+Zi’

()
where t; = 1/yT;, and z; is Gaussian noise with variance
af =nT;e; + Ny; + v,; and mean zero, and N is the shot noise.
T, and ¢, are the transmittance and excess noise of the i-th
information block, respectively. Detecting efficiency # and the
electrical noise v, induced by the detector can be obtained by

precalibration. The variance and quantum communication
system parameters meet the following relationships:

2
(x,A ) =Va <xle?>= VnT;Vy,

3)
B2
() =nT;Va+No+nTie;+ v
where T, V,, N, €, and v,; all expressed in their respective
units rather than in shot noise units. Since detecting efficiency
n and electrical noise v, are calibrated in advance, Bob can
; B
obtain {jxo }j=1,2,...,
tum signals required to transmit an information block over quan-
tum channel) by forcing a quantum channel not to transmit

(N'represents the total number of quan-
N/

20000 . 2

10000 . | 1.8
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Fig. 3. Experimental data renderings. (A) Correlation between Alice and Bob variables. The solid red line indicates that the data satisfy the linear relationship of y =tx +z.
(B) Statistical properties of the X component of Alice and Bob. The horizontal axis represents the variables, while the vertical axis represents the frequency.
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employed to calibrate the noise of the i-th information block,

<<jx(])3i>2> = Npy; + v, (4)

So the maximum likelihood estimate for the corresponding
parameters based on Eq. 2 and the variables possessed by both
communication parties can be obtained:

21 N’ B, o _ 1 N A\2
%:«-WZ_ (iji) g VA—ﬁ Zj:l (jxm') ’
ZN xB B . 5
~ 1 ~ N ~
A A =<y ( B_ At> 5

l N [ a\ T N & 7% i
2 (jxi )

where N represents the total number of quantum s1gnals requlred
to transmit in each information block, & 0' Va t,and & 0' are
independent estimates of each other and are subordinated to the
following distributions:

any signals. So the set of Bob’s variables { jx}f }

= () ©

where aé, V t,and 0'? are the truth values of the corresponding
parameters [42,61]. The estimation following the 4 distribution
can be approximated by the Gaussian distribution when the sam-
ple size is sufficient, and the corresponding confidence interval
can be expressed as:

SN EYNAR
o’ E[ 2 —Aaf,3f+AG?],
PN 7)
Vae[Va-av, Uaav,),
0'3 € [0'0, —A6§,3§+A63],

where At, Ac?, AV, and Ao-é are given by
A2 A2
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In addition, z,pg, satisfies the equations:
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where &, is the probability that the parameter estimate is outside
the confidence interval calculated during the parameter estimation
phase. Finally, the estimated values of parameters can be obtained:
~2 A2 A2
t 0, =0y

n t,

T. =

1

In the process of parameter estimation, the estimation of
modulation variance V A> transmittance T, and excess noise £

has the most obvious effect on the calculation of the secrecy
capacity. However, the modulation variance of an information
block is a set fixed value, estimation of which is close to the
original modulation variance. Therefore, the effect on the esti-
mation of secrecy capacity is mainly determined by the trans-
mittance and excess noise in the channel.

To perform the parameter estlmatlon the experiment sets
the total information to 4 x 10° blocks, and each block con-
tains 10° variables. The overview of experimental parameters
and performance is shown in Table.

The result estimates of channel transmittance and excess
noise are shown in Fig. 4. According to the distribution of
small solid circles in Figs. 4A and B, the experimental results
demonstrate the feasibility of the existing parameter estima-
tion scheme in estimating the channel transmittance and
excess noise, and lay the foundation for the design and imple-
mentation of subsequent grading scheme. In addition, the
volatility nature of the data is obviously shown. Low-quality
information blocks are more severely affected by channel inter-
ference and eavesdropping interference, making it more chal-
lenging to extract secure messages from them compared to
high-quality information blocks. When using the same rec-
onciliation scheme, the reconciliation efficiency of low-quality
information blocks is lower than that of high-quality infor-
mation blocks. Therefore, the grading processing based on
different quality information blocks is highly necessary. By
employing a more efficient reconciliation scheme for low-qual-
ity information blocks, the aim is to enhance their reconcil-
iation efficiency and ultimately achieve high reconciliation
efficiency for different quality information blocks.

The relationship between the transmission distance and the
secrecy capacity under different conditions is shown in Fig. 5.
The transmission performance of the result based on the

Table. Overview of experimental parameters and performance.
SNR, signal-to-noise ratio; 3, reconciliation efficiency; FER, frame
error rate of the reconciliation; V,, modulation variance; &, excess
noise at the channel input; v,, electronic noise; 7, efficiency of
the homodyne detector; P, error rate of information block; SC,
secrecy capacity; bps, bit per second.

Length ~ SNR
Parameter (km) (dB) p FER  V,(SNU)
Value 5 1895 089 107° 7
vel n
Parameter £ (SNU) (SNU)  (SNU) P SC (bps)
Value 0.0035 0.0042 06 10°  408x10°
5
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Fig. 4. (A and B) Parameter estimates of channel transmittance and excess noise. The small solid circles in subgraphs represent the result of estimation of 40 information
blocks selected as observation objects. The blue dotted line represents the average of the parameter estimates of all information blocks. The volatility of the data is represented
by the dotted lines connecting points to points. The red dotted line in (A) represents the theoretical upper bound of channel transmittance.The optical fiber model used in
our experimental platform is G652D, with an actual attenuation coefficient « of approximately 0.19 dB/km. Therefore, the theoretically calculated upper limit of the channel

transmittance is approximately 0.804.
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Fig.5.The relationship between the transmission distance and the secrecy capacity,
which is based on the calibrated parameters in Table 1 using a standard expression.
From left to right: Average performance result of the system, performance of a system
that takes into account channel volatility, and theoretical performance of the system.

parameter estimate under conditions that take channel volatility
into account is represented by the second curve from left to
right. For a transmission distance of 5 km in our experiment,
the excess noise is 0.0035 SNU, where SNU represents the unit
of shot-noise units. The secrecy capacity has reached 4.08 x 10°
bit per second (bps), which demonstrates the effectiveness of
the experimental platform. Obviously, compared to the average
performance (the blue curve), the safe transmission distance is
increased and the system performance is improved when
parameter estimation under conditions that take volatility into
account (the yellow curve).
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The red dotted line indicates the average of secrecy capacity, which is obtained by
calculating the secrecy capacity for multiple segments of pilot signals and then taking
the mean. The information blocks that satisfy criterion 2 are represented by the yellow
data point. The information blocks that do not meet criterion 2 are represented by
the green data point.

Based on the above analysis, a grading processing opera-
tion explained in detail in the “Grading processing method
based on parameter estimation” section is adopted to classify
the quality of the information blocks, so as to perform the
corresponding reconciliation strategies on the information
blocks of different quality to improve the reconciliation effi-
ciency of information blocks and speed up the extraction
rate of secret message. The calculation results of grading all
information blocks are shown in Fig. 6, which shows that the


https://doi.org/10.34133/research.0193

Research

experimental communication process is secure and explains
that the proposed grading processing scheme is feasible and
effective.

Discussion

In this work, an experimental platform is established for the
Gaussian mapping-based CV-QSDC. The experiment com-
pletes the process of CV-QSDC on the platform basis well,
and the experimental data from both parties have a strong cor-
relation. According to Fig. 6, the curve fitted from the data
suggests that the secrecy capacity of this system can reach 10 bps
at 100 km. Compared to the currently achievable DV-QSDC
experimental system with the longest communication distance
in the world, this experimental system has a much higher com-
munication rate than its rate of 0.54 bps at 100 km [41]. This
comparison highlights the advantage of the established exper-
imental platform in terms of communication rate. However,
one limitation of the continuous-variable experimental system
is the high signal loss and limited transmission distance in the
channel, making it suitable only for short- to medium-distance
communication. Therefore, the future development goal for
continuous-variable experimental system is to enhance the
communication distance as much as possible. The results of
the experiment also show that the platform has the advantages
of systematization, extensiveness, and comprehensiveness and
has certain reference value and guidance significance to the
study of parameter estimation and secret message grading pro-
cessing part of CV-QSDC. With the help of the proposed
parameter estimation scheme and the analysis of beam propa-
gation in the fiber channel based on the established platform,
the transmittance and the excess noise of system have been
studied for in-depth analysis of the actual performance of
the system. The experimental results show that the proposed
parameter estimation scheme has effectiveness in estimating
the channel transmittance and excess noise. The estimation of
secrecy capacity and grading criteria of information in this pro-
tocol are also effective. Moreover, the experimental results show
the rationality of data acquisition and provide data support for
the message extracting stage.

Consequently, the experimental result based on this exper-
imental platform coincides with the relevance characteristics of
the message before and after the transmission for CV-QSDC,
which proves the availability and rationality of this platform
and provides a feasible method for experiment of CV-QSDC.
Furthermore, by incorporating coding processes, employing
transmission, and receiving antennas at the communication
endpoints, this system has the potential for future development
in CV-QSDC communication in free space. Moreover, the
experimental result based on the parameter estimation includ-
ing grading judgment provides a practical and available post-
processing method for CV-QSDC in a practical fiber channel.
Finally, based on the analysis mentioned above, the established
platform can acquire data appropriately and efficiently provide
data support for the message extracting stage. The proposed
parameter estimation method can effectively improve the grad-
ing processing performance and lay the groundwork for the
grading processing reconciliation scheme. All in all, future work
will therefore focus on solving the problem of adaptation between
information grading reconciliation schemes and different trans-
mission quality information blocks under actual experimental
systems.
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Materials and Methods

The CV-QSDC protocol based on Gaussian mapping
The CV-QSDC protocol based on Gaussian mapping, employ-
ing Gaussian source and Gaussian modulation, is proposed to
solve the offset problem present in existing CV-QSDC protocol
[62]. Specifically, the Gaussian random number sequence,
directly encoded by the transmitted secret message, has non-
uniform characteristics, which lead to the difference of the
mean in the subsequent modulation process. The instability of
the mean affects the modulation variance, which is crucial to
the quantum communication process. This further impacts the
message extraction, resulting in the compromise of the actual
security of the system. Through Gaussian mapping, the infor-
mation in each block is uniformized, which ensures the stability
of Gaussian modulation under different variance conditions
and facilitates the secure message transmission.
«Protocol structure

1. Preparation: Optical parameter oscillator is employed
to compress the quadrature position (x) or quadrature
momentum (p) of the vacuum state in phase space to
generate 2 squeezed vacuum light (beam 1 and beam
2). The quadrature position and quadrature momentum
corresponding to the squeezed vacuum states can be
expressed as:

x; =exp(—=1)[0)
) (11)
pr=exp()[0),,,

and
x, =exp(—=1)[0),,,
) (12)

pr=exp(r) | 0>p2-

\

where r ( > 0) is the compression coefficient, and the vacuum
state |0) with the subscript, as the input state, denotes the corre-
sponding quadrature position and quadrature momentum. Then,
the 2-mode squeezed states S, (signal light) and S, (detection
light) are generated by these 2 squeezed vacuum states through
a 50:50 beam splitter and can be described separately as:

1
Xl = ﬁ(xl +x2),
) (13)
1
P1=$(P1+Pz)-
and i
1
X, = %(’Cz—ﬁ)s
D,
) (14)
py= %(Pz _Pl)
7
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Then, S', employed as a modulated optical carrier and secu-
rity detection, is retained by Alice, while 8>, employed as a refer-
ence for joint measurements and security detection, is sent to Bob.

2. Security detection: Alice randomly selects a set of time
slots to measure the quadrature components X or P
of §, and then she publishes the time slots and the
measurements. Bob chooses the same time slots as
Alice to measure the corresponding components. Then,
the inseparability criterion is relied by Bob to combine
the measurements and Alice’s measurements for entan-
glement judgments, which can be described as follows:

((ax,)7)+((ap,)*) <2, (15)

where X,, and P,, represent the measurement results of the
corresponding component. The “2” means the sum of the EPR
noise that can be observed when each EPR pair is detected
separately. If the inseparability criterion is met for the meas-
urement results for all the selected time slot, the information
for the location of the time slot is secure. Moreover, the security
of the channel is guaranteed when the combined error rate of
the measurement results for all selected time slots is below the
threshold. Then, the next steps continue; otherwise, the com-
munication is terminated.

3. Authentication: Bob publishes measurement results
corresponding to the time slot to verify that both par-
ties are legitimate communicating parties for choosing
whether to proceed with the next steps, since the clas-
sical channel can only be used by legitimate communi-
cators to publish information.

4. Gaussian mapping: First, the secret message sequence
is divided into multiple information blocks by Alice.
Second, the probability of 0 and 1 occurring in each
information block is unified using a code conversion
method to maintain a mean of 0 for the sequences,
thereby reducing the effect on modulation variance.
Specifically, 0 in the information block is represented
alternately by {01, 10} , while 1 is alternately represented
by 00, 11. Third, the information blocks are further
divided, and each dividing block is uniformized by
randomly replacing all bits with 2-bit code element.
Specifically, one of {00, 01} is randomly selected to rep-
resent 0, and one of {10, 11} is randomly selected to
represent 1. Following that, detection bits are inserted
in random positions within each information block.
Then, an error correction code is inserted in a fixed
position of each information block. Afterward, a Gaussian
random sequence G, with mean zero and variance
V, is divided into multiple intervals according to the
equiprobable rule, where the number of intervals is
determined by the number of bits in each information
block. Finally, information blocks are mapped to arbi-
trary Gaussian random numbers that belong to cor-
responding intervals, resulting in a mapped Gaussian
random sequence G"(CG),).

5. Gaussian modulation: The sequence Gj is adopted to
modulate the quadrature position X of S, while another
Gaussian random sequence Gz(;éGl) is adopted to mod-
ulate the quadrature momentum P of S,. After modu-
lation, S, evolves into §™, which is then transmitted
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through quantum channel to Bob. The similar modula-
tion scheme [63] is actually based on the one-time pad,
in which the X component is regarded as the message
needed to be transmitted to Bob, while P acts as the
private key shared between Alice and Bob. Compare
to it, in the proposed scheme, one component is used
for direct information transmission without encryption,
while the other component is solely utilized for param-
eter estimation.

6. Measurement: Joint detection is performed by Bob on
detection light S; (after channel transmission) and signal
light S}, for obtaining the corresponding quadrature
components, which can be expressed as:

) (16)

7. Postprocessing: The secret message on the basis of obtain-
ing quadrature components is extracted by Alice and Bob
through parameter estimation, reverse reconciliation, and
message extraction.

Grading processing method based on
parameter estimation
In this section, we introduce the grading processing scheme
based on parameter estimation proposed in response to channel
fluctuations. Secure message is less difficult to extract from the
high-quality information blocks than from the low-quality one,
and the high-quality one experiences a better channel environ-
ment with less interference. Existing reconciliation strategies
can be used effectively to reconciliate for high-quality infor-
mation blocks, and guarantee low grading process costs and
low error rates. On the contrary, the low-quality information
blocks suffered by the channel interference and eavesdropping
interference more seriously, which means that using the uni-
versal reconciliation schemes for processing different quality
information blocks requires a great cost and a lot of error
correction information to enhance the reconciliation efficiency
of low-quality information blocks and to ensure the security
of message extraction. Therefore, for the information blocks
marked as high quality or low quality, choosing a matching
reconciliation strategy is beneficial to improve the reconcili-
ation eficiency of information blocks and speed up the extrac-
tion rate of secret message.

«Scheme structure

Figure 7 details the CV-QSDC parameter estimation scheme,
which mainly includes secure judgment and grading processing
process. The basic steps of the scheme are as follows:

Step 1: Bell-state measurement: Bob employs Bell-state measure-
ment to measure the information blocks from Alice for obtaining
2 sets of variables modulated onto the X and P components.

Step 2: Parameter estimation: The set of variables X that do not
carry secret message is selected as the sample of parameter esti-
mation, and 2 judgment criteria are set as grading criteria based
on the results of parameter estimation.
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Step 3: Security detection: Since the fiber channel is relatively
stable, the estimation of secrecy capacity of i-th information
blocks A/I\i should fluctuate within a relatively narrow band,
and there must exist eavesdropping behavior if this estimate
is not normal or below zero. Therefore, a relevant criterion is
employed for eavesdropping detection.

Step 4: Quality judgment: The mean of secrecy capacity Al; can
be used as a measure of signal classification and provides a reli-
able basis for different reconciliation strategies in the grading
processing phase. Therefore, the first criterion is employed to
judge the safety of information blocks, and the other criterion
is employed to judge the quality of information blocks on the
basis of the previous criterion.

«Criteria for quality judgment
Generally, the secrecy capacity AI between Alice and Bob
is given by [64]

AI=(1—FER)(1-P)(Plrg — xg)> (17)

where f is the efficiency of grading reconciliation algorithm,
I, is the mutual information between Alice and Bob, yy;. is the
Holevo bound between Eve and Bob, and P is the error rate of
information block. FER is the frame error rate of the reconcil-
iation, which can be used to evaluate the reliability and effi-
ciency of the reconciliation scheme. The estimation of secrecy

capacity Afi = {ATI, Afz, v ATM } of the i-th information
block (i € {1,2, ..., M}) can be calculated through the estimation
of channel transmittance f‘i = {i‘l, fz, e fl} and excess

noise €; = {€,%,, ..., | from Egs. 5 to 10.

The parameters involved in the grading criterion calculation
process are all obtained based on the X component of informa-
tion block and the pilot signals that are designed with reference
to the synchronization frame [54]. The pilot signals consist of
quantum light undergoing the same channel as the transmitted
signal light. Therefore, the prior information such as reconcil-
iation efliciency obtained from these pilot signals and the X
component can be used for synchronization and also for cal-
culating the average secrecy capacity of the blocks and grading
the information blocks. After grading the information blocks,
the P component of information blocks undergoes different
reconciliation processes according to the grading results.

— — — — — — —

————

Xand P
S
I\ Modulation |

Alice

Criterion 1: Determines the security of i-th information

block based on whether the secrecy capacity AT,- is greater than
Z€ero or not,

A/I\i >0, safe block,

~ (18)
Al <0, unsafe block.

Criterion 2: In the i-th information block, A/I\ is employed as a
basis for judging transmission performance. By comparmg it with

the average of the previous secrecy capacity Al = Z k=1 N
the quality of the current information block in broad terms can
be divided into high level and low level

AT,- > Al high level,

(19)

Al > A/I\i, low level.
In the 2 criteria mentioned above, the secrecy capacity is com-

pared with zero in criterion 1, which is the criterion for appraising
whether the information block is interfered by eavesdropping
during transmission. The security capacity is compared with the
mean value of the security capacity Al in criterion 2, which is
used to evaluate whether the information block is of low or high
quality. The mean value of the secrecy capacity is actually obtained
by calculating the secrecy capacity for X component of multiple
blocks and then obtaining the Al

Under the combined effect of the 2 criteria, the information
blocks are divided into 3 types: SIB1, SIB2, and USIB. Both
SIB1 and SIB2 meet both 2 criteria. The former is classified as
high-level information blocks, while the latter is classified as
low-level information blocks. However, the unsafe information
blocks that do not meet criterion 1 are represented by USIB
and do not perform subsequent information processing.

Based on the above grading criteria, the grading process is
designed as follows: After receiving the i-th information block
from Alice, Bob first calculates the estimate of the relevant

parameter by Egs. 5 to 10 for obtaining the secrecy capacity A/f
of i-th information block(z €{1,2,...,M}) by Eq. 17. Then, the
secrecy capacity AI is employed for determmmg the security

Bob
— — (/ ________
m1]) [ [soa] oo [3m2] o
SIB2 r’: SIB2,| eee® |SIB?2 DR2I
L___.J \ 1 n )
usiB| T —————— -

Fig.7.CV-QSDC parameter estimation scheme. GM, Gaussian modulation; GJ, grading judgement; BSM, Bell-state measurement; SIB1, high-level information blocks; SIB2,
low-level information blocks; USIB, unsafe information block; PE, parameter estimation; DR, different reconciliation schemes applying to different quality information blocks.
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of the block according to criterion 1. If it is judged to be unsafe,
it would be retransmitted until it is judged to be safe. But if it
is judged to be secure, Bob would further determine the quality
of the information block according to criterion 2. According
to the judgment result, the information block is classified as a
high-level block or a low-level block, and then we proceed to
the next information block. As shown in Fig. 7, DR1 represents
areconciliation scheme applied to high-level information, while
DR2 represents a reconciliation scheme applied to low-level
information. Since the reconciliation performance is affected
by the transmission environment such as the signal-to-noise
ratio. According to the classification of transmission quality in
this scheme, different reconciliation strategies can be designed
for the information blocks of different transmission quality
to improve the grading processing performance and lay the
groundwork for the grading processing reconciliation scheme.
It conduces to maintain the invariant and efficient reconcilia-
tion efficiency under fluctuating channel and facilitates the
subsequent complete message extraction.

+Validation

The calculation result of the estimated secrecy capacity may
effectively reflect the transmission quality of the information
blocks. Estimates of secrecy capacity for all information blocks
are shown in Fig. 6. According to the criteria for quality judg-
ment, criterion 1 for determining the security of an information
block is whether the secrecy capacity is greater than zero, while
criterion 2 for grading the information block as high level or
low level is whether the secrecy capacity is greater than the
average secrecy capacity. The experimental results show that
all information blocks meet criterion 1, that is, security message
in each information block exists, indicating that the commu-
nication process is secure. Most of the yellow data points that
are judged as high-level blocks according to criterion 2 are
located above the green data points, which are judged as low-
level blocks according to criterion 2, indicating that the infor-
mation block is basically divided into 2 categories of high level
and low level. Moreover, dividing the information blocks that
the secrecy capacity is around the average into data blocks with
high or low level has little impact on subsequent data reconcil-
iation, so the impact of grading processing for them can be
ignored. These results demonstrate the security of the experi-
mental communication process and the feasibility and effec-
tiveness of the grading processing scheme.

Based on the above analysis, the feasibility of the grading
processing scheme based on secrecy capacity is explained.
Moreover, according to the analysis in the “Parameter estima-
tion scheme” section, the secrecy capacity in information blocks
is determined by the channel transmittance and excess noise.
The estimation of the channel transmittance and excess noise
is shown to be effective in Fig. 4. Therefore, the estimation of
secrecy capacity and the grading criteria of information in this
protocol are also effective. The transmission length of the fiber
channel is set to 5 km in the experimental scheme. Therefore,
the theoretical value of the secrecy capacity of the information
block can be calculated by Eq. 17 and represented by a blue
dotted line in Fig. 6. Furthermore, all data points are below the
blue dotted line, indicating that the optimization of the exper-
imental system is constantly approaching the theoretical anal-
ysis. Moreover, the comparison of the performance impact of
quality grading on information blocks is shown in Fig. 5 accord-
ing to experiments and analysis. The performance of the system
that does not implement grading is represented by blue lines,
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while the performance of the system that has implemented
grading is represented by yellow lines, which indicates the
improvement of classification on system performance.
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