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[Abstract]  With the continuous development of mobile communication technologies in intelligent autono-
mous driving systems, securing vehicular communication data has become pivotal for transportation safety. Faced
with threats of hackers remotely manipulating vehicles through the CAN bus network, existing frameworks can de-
tect known attacks but falter in identifying location-based attacks. A detection framework integrating evidence-based
deep learning is proposed in this paper, comprising data preprocessing, analysis, and attack detection modules.
The preprocessing module employs independent hot encoding to enhance data quality and adaptability. The analysis
module utilizes Generative Adversarial Networks (GANs) to bolster the framework’s generalization and simulate at-
tack scenarios. The attack detection module harnesses evidence-based deep learning to enhance the framework’s ca-
pability in handling uncertainties from unknown attacks.The framework is tested on an open-source car hacking data-
set and a dataset constructed based on the Chery EXEED RX model. The test results show that the framework im-
proves the overall performance by 24.5% in detecting unknown attacks compared to traditional classification proba-
bility-based networks.
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