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[Abstract]  For the data imbalance problem of the current automotive CAN network intrusion detection algo-
rithm due to the lack of attack samples, a CAN intrusion detection data enhancement method based on BEGAN is
proposed, which introduces in one-hot coding to image the CAN message features and combines with the construct-
ed Generative Adversarial Network to generate valid samples with the same format as the real attack and with differ-
ent content. The practicality of the generated enhanced dataset is verified from the perspectives of feature maps, t-
SNE visualization, statistical analysis and classifier validation by collecting real vehicle data as real samples for
training, which can improve the intrusion detection classifier accuracy. With higher accuracy compared with the tra-
ditional oversampling algorithms including Random Oversampling (ROS) , Synthetic Minority Oversampling Tech-
nique (SMOTE ), SMOTE combined with Edited Nearest Neighbors (SMOTE-ENN) and Adaptive Synthetic Overs-
ampling (ADASYN).
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