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[Abstract] To address the problem of high communication overhead and low security of key distribution in
the near-field communication of VANETs, an efficient quantum group key distribution scheme based on quantum
random numbers is proposed in this paper. In this scheme, Firstly, the anonymous credentials of the vehicle are
jointly generated by quantum random numbers at the vehicle side and the cloud side, and zero-knowledge proof is
used to achieve mutual identity recognition between the vehicle and the road side, which protects the privacy of the
vehicle. Then, a two-stage group key achieves the update of the group key, i.e. two key parameters at the roadside
and the cloud side. The group key reduces the signaling overhead by half and greatly shortens the group key issu-
ance time while ensuring forward and backward security. Finally, the security of the scheme is demonstrated by se-
curity analysis and performance analysis.
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MyProtocal Vi MyProtocal, Vil ~ Secret RNsi Ok No attacks within bounds.

MyProtocal,Vi2  Secret RNis Ok No attacks within bounds.

MyProtocal Vi3 Alive Ok No attacks within bounds.

MyProtocal Vi4 ~ Weakagree Ok No attacks within bounds.

MyProtocal Vis  Niagree ok No attacks within bounds.

R MyProtocalR1  SecretRNsr Ok No attacks within bounds.

MyProtocal R2  Secret RNrs Ok No attacks within bounds.

MyProtocalR3  Alive Ok No attacks within bounds.

MyProtocal R4 Weakagree Ok No attacks within bounds.

MyProtocallRS  Niagree Ok No attacks within bounds.

S MyProtocal,S1 Secret RNsi ok No attacks within bounds.

MyProtocal,S2 Secret RNis Ok No attacks within bounds.

MyProtocal,S3  Secret RNsr ok No attacks within bounds.

MyProtocal,$4  Secret RNrs Ok No attacks within bounds.

MyProtocal, S5 Secret GSK Ok No attacks within bounds.

MyProtocal, 56 Alive Ok No attacks within bounds.

MyProtocal,S7  Weakagree Ok No attacks within bounds.

MyProtocal,58  Niagree Ok No attacks within bounds.
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