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Research on the Trend of In—Vehicle Information Security Chips
Liu Hongyu, Wang Qiang, Li Jialing, Bao Rui, Zhang Kai
(Global R&D Center, China FAW Corporation Limited, Changchun 130013)

[Abstract] To address the rapid growth of data exchange volume in onboard computing chips driven by the rapid
development of intelligent connected vehicles, while satisfying the high—level security protection requirements for in—vehicle
data as the most valuable core asset of automotive manufacturers, the paper discusses the impact of current information
security standards and algorithms on in-vehicle information security chips and analyzes the replacement path and
development trend of national cryptographic algorithms in the field of in—vehicle chips. The results show that as relevant
standards for in—vehicle chips are successively implemented, national cryptography level certification will become an
industry norm, and in-vehicle information security chips that pass such certification will occupy the mainstream domestic
market.

Key words: Information security, In—-vehicle information security chips, National commercial
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