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A Review on Application of Systems Theoretic Process Analysis in
Automated Driving Safety Analysis
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[Abstract] Safety analysis is an integral part of the automotive development process, as the complexity of automated
driving systems increases, traditional safety analysis methods are facing challenges. Firstly, the advantages and
disadvantages of traditional analysis methods, such as Fault Tree Analysis (FTA), Failure Modes and Effect Analysis
(FMEA), and Hazard and Operability (HAZOP), are compared with the System Theoretic Process Analysis (STPA),
especially the advantages of STPA for the safety analysis of automated driving systems. Secondly, the current status of STPA
applications in essential areas, such as Functional Safety, Safety of the Intended Functionality (SOTIF), Cyber Security, and
Human Machine Interface (HMI), are discussed in detail. Finally, the application of STPA in automated driving is
prospected from the perspectives of expanding the STPA analysis, integration of analysis and verification, and extending
application areas.
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