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Analysis on Key Technology and Regulatory Requirement for

Automotive Over the Air Update
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[Abstract] With the advent of the software—defined automobile era, the necessity of the application of automobile
software update technology becomes more and more prominent. To avoid potential security risks, vehicle manufacturer needs
to ensure OTA security of the product. In view of the current challenges faced by OTA, the development status of key
technologies for OTA update is summarized from the aspects of data integrity and service integrity. The requirements of

existing software update management laws and regulations are analyzed, and the corresponding OTA capacity building

suggestions are put forward to vehicle manufacturers.
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