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[Abstract] Intellectualization and networking are the significant strategic development direction of the automobile
industry in our country. Software defining vehicle has become an important feature of the development direction of the
industry. With online upgrading of software for Intelligent and Connected Vehicle (ICV), the introduction of new functions,
the iteration of product’ s performance, and the improvement of user experience can be realized economically and
efficiently. In recent years, the scale and scope of its application have both been expanded. However, the online upgrading
of ICV software involves process states before, during and after the upgrading process, which brings new challenges to the
original pattern of managing the automobile. This paper comprehensively analyzes both domestic and foreign experience of
innovative management of vehicles, and puts forward targeted solutions and proposals towards the potential security risks of
ICV software’s online upgrading from the aspect of management.
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