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Data Sharing in Vehicular Social Network
Yang Shaocheng, Cai Ying, Fan Yanfang
(Beijing Information Science and Technology University, Beijing 100101)

[Abstract] In response to the privacy leakage issues in the data sharing process among the fleet vehicles in Vehicular
Social Network (VSN), this paper proposed a ciphertext policy attribute—based encryption scheme. Firstly, utilizing attribute—
based encryption techniques, the scheme ensures that only authorized vehicles can access the data, thereby preventing privacy
leakage during the fleet vehicle data sharing process. To address the issue of high time complexity in generating access policies
during fleet vehicle data sharing, and low data sharing efficiency, an access tree was constructed to design the access policies.
The access tree was then transformed into an access matrix using roadside units, enabling fast generation of access policies.
Experimental analysis shows that this scheme achieves secure data sharing among fleet vehicles in VSNs, the proposed access
policy generation approach effectively reduces the computational overhead for vehicles.

Key words: Vehicular Social Network (VSN), Privacy preserving, Ciphertext—policy attribute—
based encryption, Access tree, Road Side Unit (RSU)
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