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[Abstract] To realize secure transmission of vehicular network related data and privacy protection, this article
proposed a quantum key based identity authentication and data access control scheme for the vehicular networks. An
identity authentication scheme and key agreement mechanism based on pre—charge quantum keys were designed, vehicle
data access control scheme based on quantum random number generator was proposed to generate quantum encryption keys,
allowing the vehicle owner to control access requests for vehicle networking data from external devices to prevent
unauthorized access, malicious intrusion by high— privileged personnel and improper opening of vehicle privacy data.
Finally, this article conducted security and performance analysis, analysis results show that this scheme has good security,
with a computational cost of 0.395 ms and a communication cost of 420 B, which are lower than that of other schemes.
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