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[Abstract] To ensure the security and privacy of sensitive data in Internet of Vehicle (IoV) environments, this paper
proposed a distributed differential privacy data protection scheme combining federated learning and reinforced learning
mechanisms. In this scheme, a federated learning architecture was applied to keep data on vehicle nodes or edge devices for
learning, enabling data privacy protection, reducing data transmission costs through distributed storage. The Laplace
mechanism was employed to achieve differential privacy, the Layer—wise Relevance Propagation (LRP) was used to manage
data perturbation, ensuring the privacy and efficiency of model parameter transmissions. Experimental results show that the
proposed scheme can achieve approximately 80% global accuracy within 10 rounds of communication, with a maximum of 98%,
can complete model aggregation within less communication rounds, achieving a good balance between privacy protection and
global data accuracy, and accurately detecting the injection of false noise through the reinforced learning strategy, promoting
the intelligence and security levels of loV.
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