RAFAR - Automobile Technology

ETRRENERESEENERAIIUERS

AHEE BHEW?
(LYLVERME24Be , B B 330098 ;2. 7L PU i K27, F B 330022)

(FEE ) 34 126 230 S G M1 2 57 10288 BB ALK T 38 40 77 5 7 X e e R S SRUL S 100 2 400 47 L B s HIGTE 3R
G, KT VR AT IXCHCEE SE AT AL A S B R Sl R 0T (ECU ) 5 0 A 5T (RSU ) 119 38 175 0 O 42 3 28000 1) 45 1%
PERSERME . b FIH RSU A 2048 B OC = 30 800 | 30 3 92 FRE o B2 4548 (pBEFT) B 803k BN AT S M3l 46
S G, TR A IX B O 5 AR A T A 5l I FH Y S R R L SR B R Y X e ) A 3R R ST 3 — 7 2 I RE I 43
SIS AT 18.13 ms Fll 1.55 ms o 72 PR G0 25 L W, Jr £t A9 1 42 6B 6% 410080 2 060 1) 22 2 B0, T 0 PR AN vl Sk ml 3 Bl kG
bt S Wy B AT g

FHE:FREEEE TEESBFEGE Xt HiONE FHAEERS

SRAFELESH
HESES TP311 MEKFRIRAD: A DOI: 10.19620/j.cnki.1000-3703.20220694

Vehicle Information Management and Accident Digital Forensics System
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(1. Jiangxi University of Technology, Nanchang 330098; 2. Jiangxi Normal University, Nanchang 330022)

[Abstract] In order to improve the intelligent level of evidence collection and responsibility determination of traffic
accidents, this article proposed a vehicle information management and accident forensics system based on blockchain and
consensus mechanism. Vehicle information was managed in a permissioned blockchain framework, and the communication
between the Electronic Control Unit (ECU) of the vehicle and the Road Side Unit (RSU) was used to ensure the legitimacy and
integrity of vehicle data. In the proposed traffic accident digital forensics scheme, the data from involved vehicles was
automatically managed by the RSU, and a consensus on data reliability was achieved through the practical Byzantine Fault
Tolerance (pBFT) protocol. The experimental results show that the proposed blockchain scheme is able to meet the real-time
requirements of transportation applications, and the block generation delay and Q—A verification delay in the experimental
scenario do not exceed 18.13 ms and 1.55 ms, respectively. The qualitative results show that the proposed framework is able to
resist known security attacks, ensure data reliability, and can help law enforcement achieve fair traffic accident liability
determination.
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