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[Abstract] To enhance the security and immediacy of wireless channel cloud service access for intelligent connected
vehicles, a blockchain—based anonymous identity authentication scheme is proposed. This paper employs the Bennett—Brassard
1984 (BB84) protocol to establish key agreements among multiple cloud servers, thereby enabling vehicle connectivity with
these cloud resources. Anonymity certificates generated via quantum random number generation at the vehicle end ensure
privacy protection during authentication. Blockchain technology is utilized to record member vehicle information, thereby
reducing authentication communication rounds and enhancing operational efficiency. The results indicate that the proposed
solution entails a computational overhead of 711.7 ps at the vehicle end and a communication overhead of 412 B, combining
both security and efficiency.
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