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Abstract: To address the inefficiency and weak robustness of existing rollback methods when a remote
update of automotive ECU fails, this paper designs an efficient and stable upgrade rollback strategy. Firstly,
an optimized rollback backup method and a comprehensive security-verification strategy are proposed to
enhance rollback stability. Then, to avoid the long duration of traditional full rollback, a differential rollback
technique based on an improved Bsdiff algorithm is proposed. The improved algorithm can significantly
increase rollback efficiency by using the higher-ratio LZMA2 (Lempel-Ziv-Markov chain-Algorithm 2)
compression and optimizing the patch format. Finally, the proposed strategy is tested on real-vehicles. The

results show that the rollback strategy using the improved differential algorithm reduces rollback time by
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84.69%, and achieves a 100% test-case pass rate. The proposed strategy preserves vehicle functionality when

an ECU upgrade fails while improving rollback efficiency.
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