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Table 1 Experimental results of loss function weight setting

Stego image quality

ACC of the non-target steganalysis model/%

A A A3: A4
Average PSNR/dB Average SSIM CovNet Ye-Net Zhu-Net SRM
5:3:1 39.21 0.9591 82.36 75.17 83.33 69.31
0.1 8:3:1 40.10 0.9634 79.33 74.37 81.22 66.89
10:5:1 38.77 0.9487 83.34 76.93 82.66 68.53
5:3:1 40.11 0.9655 78.31 72.87 80.22 69.88
0.2 8:3:1 4091 0.9776 77.37 70.37 78.16 64.19
10:5:1 39.03 0.9573 80.11 72.84 80.30 66.74
5:3:1 39.68 0.9675 79.64 74.96 83.03 69.83
0.3 8:3:1 40.62 0.9724 78.22 72.30 80.94 67.55
10:5:1 38.94 0.9611 80.31 75.99 84.67 69.11

k2 HEEREX

Table 2 Ablation experiment results

Stego image quality

ACC of the non-target steganalysis model/%

Model structure

Average PSNR/dB Average SSIM CovNet Ye-Net Zhu-Net SRM

1) 34.79 0.9224 79.42 73.82 79.85 65.03
2) 38.99 0.9583 7851 71.64 79.63 64.98
3) 35.64 0.9321 77.81 70.92 78.64 63.90
4) 38.37 0.9567 78.66 71.42 79.34 64.68
5) 36.73 0.9557 78.08 75.14 79.10 64.97
Ours 4091 0.9776 77.37 70.37 78.16 64.19
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% 3 SE-Net #ihufz BRI R

Table 3 Experimental results of adding location in SE-Net

Stego image quality ACC of the non-target steganalysis model/%

SE-Net addition location

Average PSNR/dB Average SSIM CovNet Ye-Net Zhu-Net SRM
1) 38.99 0.9583 78.51 71.64 79.63 64.98
2) Ours 40.91 0.9776 77.37 70.37 78.16 64.19
3) 37.18 0.9452 78.81 72.54 79.90 65.75
4) 39.64 0.9633 78.27 71.68 78.98 64.55
5) 38.75 0.9592 78.93 71.80 79.67 64.84
a 4 b
————— Average value: 40.89
a4 t
a3t . .
@ o " .' . . .
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Fig. 5 The distribution of PSNR and SSIM of 1000 stego images. (a) Distribution of PSNR; (b) Distribution of SSIM
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Fig. 6 Comparison of cover images, stego images and their histograms. (a) Cover images; (b) Stego images; (c) The histograms of the cover images; (d) The

histograms of the stego images

k4 ARBBRAEAKEINKRIER

Table 4 Generate the experimental results of image quality and

k5 BRJBEZURNSTFERER

Table 5 Experimental results of cross-dataset generalization ability

efficiency analysis analysis
Method Average PSNR/dB  Average SSIM  Average generation time/s Method Average ACC/%
ADV-EMB 36.88 0.9377 1.54 ADV-EMB 79.67
Backpack 37.64 0.9460 1.76 Backpack 77.06
CR-AIS 37.59 0.9521 2.17 CR-AIS 76.64
Natias 38.09 0.9501 2.57 Natias 74.91
Ours 40.89 0.9783 3.62 Ours 72.61
NN NI . e A \ .
Bro MBAEA SO AR ARSI B AR I i aE RIS 2 LE S,

77, AT AR BEIERA TCOCHE DA U SR 5L . AR d
— I, AUEH—A A RS 0 B s (Kl
CovNet, SRNet, Ye-Net 5 Zhu-Net) #:47%f Hi Il ZhFF1E
RS E A EUR s RN B, Mg 3 RS g
PR AY Ko SRM #EA A, - [] B3l 2 55 4k i B e 1

BT 5 CR-AIS HI Natias /1> a5 P REAL 75
FIXTPTPERR S it AT it b, BARSEIRES R WL 6~4 9
fiis, LR SLms R 7, K, (& 7(a-d) Sl
HILL E R 90 46 2 B R B 45 5, &) 7(e-h) & S-
UNIWARD fE ) ba 2k BRI S5 5L, Bilanl&l 7(a) Fm
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%6 BARREHHHRE A CovNet B 49 ACC *F b

Table 6 Comparison of ACC when the target steganalysis model is CovNet

SRNet-ACC/% Ye-Net-ACC/% Zhu-Net-ACC/% SRM-ACC/%

Distortion function ~ Embedding rate/bpp
CR-AIS  Natias Ours CR-AIS  Natias Ours CR-AIS  Natias Ours CR-AIS  Natias Ours

0.1 53.77 5230 52.63 53.17 5246  49.37 57.31 56.33  55.63 51.83 50.75  49.77
0.2 58.37 56.37 53.71 55.13 53.70  51.33 59.41 57.71  55.77 54.32 52.85 50.93
T 0.3 62.32 59.67 57.75 58.77 56.41  53.64 66.03 63.26  61.32 57.09 5455 5231
0.4 66.37 62.66  60.17 63.82 60.51  57.03 73.13 69.77  67.87 60.98 57.26  56.31
0.1 58.13 57.77 57.83 57.32 56.48  55.94 62.37 61.66  60.75 54.72 5430 53.03
0.2 64.32 6157 60.13 64.13 6133  59.12 69.95 67.57 64.34 60.62 5834  56.31
S-UNIWARD
03 69.33 66.37 64.74 68.77 65.99  63.37 81.15 78.01  74.09 65.45 62.32  60.17
0.4 75.12 7192  69.94 73.97 70.54  67.25 81.54 78.04  76.37 67.73 64.66  62.31

(7 BARRRE 474278 A SRNet 865 ACC #fib
Table 7 Comparison of ACC when the target steganalysis model is SRNet

CovNet-ACC/% Ye-Net-ACC/% Zhu-Net-ACC/% SRM-ACC/%

Distortion function ~ Embedding rate/bpp
CR-AIS  Natias Ours CR-AIS  Natias Ours CR-AIS  Natias Ours CR-AIS  Natias Ours

0.1 57.30 57.01 57.02 54.11 53.77 5217 58.31 5784 5793 53.21 52.74 5134
0.2 64.13 63.61 63.26 56.13 5554 5414 65.17 64.49 61.11 55.93 5537 52.16
i 03 68.84 67.76  66.71 60.13 59.12 56.48 70.91 69.93 67.74 58.73 57.88  55.17
0.4 70.81 68.11  67.09 65.09 63.85 62.13 72.97 71.09  68.19 61.10 58.62  57.47
0.1 61.93 61.56  60.31 58.31 5795 57.74 65.97 65.84  62.17 54.17 5401 54.72
0.2 70.37 69.57  68.66 65.33 65.47  61.67 71.77 69.92 68.74 60.44 59.68 57.14
S-UNIWARD
0.3 78.16 77.03 7494 72.57 7137  69.13 79.13 77.16  76.99 65.31 65.06  61.77
0.4 81.83 79.68  77.37 75.63 74.01  70.37 81.21 79.89  78.16 67.99 65.37  64.19

%8 BARREHIEEA Ye-Net 549 ACC # ik

Table 8 Comparison of ACC when the target steganalysis model is Ye-Net

SRNet-ACC/% CovNet-ACC/% Zhu-Net-ACC/% SRM-ACC/%

Distortion function ~ Embedding rate/bpp
CR-AIS  Natias Ours CR-AIS  Natias Ours CR-AIS  Natias Ours CR-AIS  Natias Ours

0.1 52.85 51.94 50.73 56.13 55.01 54.15 57.99 57.51  55.83 51.45 50.01 49.37
0.2 57.73 56.02  54.17 63.25 6199  60.79 65.46 64.12  60.94 53.34 51.77  49.69
M 0.3 63.02 61.1 59.13 68.70 66.82  64.88 69.33 67.71  65.64 56.37 5455 5222
0.4 65.57 63.31 61.79 69.76 67.22  65.37 74.69 7247  69.72 59.76 57.43  55.10
0.1 57.34 56.65 56.77 61.69 6121  58.83 63.97 63.76 6193 55.53 54.24 5497
0.2 63.17 61.73  59.34 68.17 66.88  64.24 69.72 68.34  66.69 60.33 58.57 56.16
S-UNIWARD
03 69.73 66.51  63.32 78.92 75.99  72.56 79.17 76.37  74.66 63.64 60.54  58.17
0.4 74.39 70.83  67.54 79.25 76.02  73.47 82.93 78.94  78.10 66.32 62.83  60.79
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%9 BIRMB 59 HHA A Zhu-Net B89 ACC 3tk
Table 9 Comparison of ACC when the target steganalysis model is Zhu-Net

SRNet-ACC/% CovNet-ACC/% Ye-Net-ACC/% SRM-ACC/%

Distortion function ~ Embedding rate/bpp
CR-AIS Natias Ours CR-AIS

Natias Ours CR-AIS  Natias Ours CR-AIS  Natias Ours

0.1 53.45 52.34 49.99 56.97 55.69 56.16 50.48 49.93 48.96 52.64 51.30 48.65
0.2 58.01 56.68 54.04 63.55 61.82 59.84 56.31 54.24 52.45 54.67 53.19 50.66
HILL
0.3 62.06 59.35 58.33 68.22 66.56 64.59 59.48 57.88 54.58 58.31 56.32 53.11
0.4 65.97 63.54 60.21 69.21 66.87 64.91 64.85 61.35 60.59 60.68 57.67 56.34
0.1 57.89 57.35 55.97 62.04 61.57 59.13 57.28 56.37 56.61 54.96 54.76 53.34
0.2 64.97 63.21 60.18 68.12 66.54 65.27 62.58 60.84  57.49 60.26 58.35 56.37
S-UNIWARD
0.3 68.87 66.46 63.54 77.64 75.38 72.64 66.68 64.35 63.21 64.38 61.31 59.34
0.4 74.97 7154  68.07 78.64 75.65 73.27 72.68 69.31 67.33 66.37 63.20 61.57
—o—CR-AIS —o— Natias —o—Qurs
a 85 [SRNet  Ye-Net zhu-Net SRM b 85 CovNet Ye-Net Zhu-Net SRM C 85 SRNet  CovNet Zhu-Net SRM d 85r SRNet  CovNet Ye-Net  SRM
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B 7 LB AR A 34244 %, (a) HILL-CovNet: (b) HILL-SRNet: (c) HILL-Ye-Net: (d) HILL-Zhu-Net: (e) S-
UNIWARD-CovNet: (f) S-UNIWARD-SRNet: (g) S-UNIWARD-Ye-Net: (h) S-UNIWARD-Zhu-Net

Fig. 7 Comprehensive results of anti steganalysis ability experiment. (a) HILL-CovNet; (b) HILL-SRNet; (c) HILL-Ye-Net; (d) HILL-Zhu-Net;
(e) S-UNIWARD-CovNet; (f) S-UNIWARD-SRNet; (g) S-UNIWARD-Ye-Net; (h) S-UNIWARD-Zhu-Net
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Dual strategy image steganography model for
defense and attack

Guo Wei, Ren Zhecong’, Jin Haibo, Qu Haicheng, Lin Chang

College of Software, Liaoning Technical University, Huludao, Lining 125105, China

Abstract

Objective As a core technology in the field of information security, image steganography holds irreplaceable strategic value in areas such
as covert communication and digital copyright protection. Current adversarial image steganography methods commonly suffer from
insufficient cross-model generalization capability and low quality of stego images. This is primarily due to the over-reliance of these
methods on the decision boundaries of the target steganalysis model, which results in adversarial perturbations being highly coupled with
the decision boundaries of the target model, making it difficult to generalize effectively to unknown models. Moreover, when generating
adversarial perturbations, the fusion of secret information with the texture of the cover image is often insufficiently natural, especially in
low-texture regions where statistical anomalies are prone to emerge, thereby compromising the visual quality and statistical naturalness of
the stego images.

Methods To address the aforementioned issues, this paper proposes a dual-strategy image steganography model that integrates passive
defense and active attack. Through the synergistic end-to-end optimization training of cover image enhancement and adversarial
embedding, the model significantly improves cross-model generalization capability and the quality of stego images. At the passive defense
level, cover image optimization is performed: A dual-stream U-Net structure is introduced into the generator of the generative adversarial
network (GAN). This dual-branch network simultaneously processes the original image and edge information derived from conformal
monogenic phase congruency (CMPC). Combined with the SE-Net attention mechanism to optimize feature distribution, texture
enhancement and detail preservation are achieved during adversarial training. By jointly optimizing the discriminator loss and the pixel-
space mean squared error loss, an optimized cover image with high visual quality and statistical naturalness is generated, constructing a
secure and robust cover environment for secret information embedding. At the active attack level, adversarial embedding is conducted:
integrated gradients are utilized for neuron attribution to locate the critical discriminative features commonly relied upon by various
models, followed by dynamic perturbation. The neuron attribution loss, together with the discriminator loss and pixel-space mean squared
error loss, jointly optimizes the embedding strategy. This ensures the indistinguishability between the stego image and the original cover
image while significantly reducing the detection accuracy of various steganalysis models. Considering the phased differences in the
optimization objectives of the proposed model, the cover image optimization network dominates the training in the initial stage, as a high-
quality cover image is the foundation of steganography. In the later stage, the adversarial embedding network takes the lead, continuously
adjusting the embedding distortion by interfering with the discriminative logic of steganalysis models to enhance the concealment of the
stego image. Therefore, a linear dynamic adjustment strategy is adopted, allowing the weights of the two components to transition smoothly
and uniformly during the first 100 training epochs. This matches the requirement for phased dominance switching between the two
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networks, driving the model's performance to advance progressively by stages and achieving a global optimization of concealment,
usability, and security.

Results and Discussions In the loss function weight configuration experiment, considering the phased differences in the model's
optimization objectives, a linear dynamic adjustment strategy was adopted to change the weight coefficients &, and k,, while systematically
investigating the effects of different configurations of 4, and the ratio 4,:;:4,. By comparing the quality of stego images and the detection
accuracy of non-targeted steganalysis models, the optimal weight configuration was determined as: k, decreasing from 0.8 to 0.2, £,
increasing from 0.2 to 0.8, 4,=0.2, and 4,:4;:4,=8:3:1. The ablation study, by comparing the ACC against non-targeted steganalysis models
as well as the average PSNR and SSIM of stego-images under different architectures, demonstrates that the configuration of the proposed
method achieves the best overall performance. Furthermore, comparing the effects of adding the SE-Net attention mechanism at different
positions within the dual-stream U-Net network showed that adding it only during the encoding stage yielded the best results. In the
experiment analyzing generated image quality and efficiency, the average PSNR and SSIM obtained from 1000 randomly selected stego
images were 40.89 dB and 0.9783, respectively. Three sets of cover images and their corresponding stego images were randomly selected
for comparison. The results indicated that the two types of images are not only visually indistinguishable but also exhibit highly similar
histogram distributions. To compare generation efficiency, the average generation time for a single stego image was tested. Due to its
complex network architecture, the proposed method is slightly less efficient in generation speed compared to other schemes, but it
significantly enhances the quality of cover images. This demonstrates that the proposed method provides an effective guarantee for
improving security and image quality at an acceptable efficiency cost. The cross-dataset generalization capability analysis experiment
showed that the proposed method achieved the lowest average ACC, indicating good cross-dataset generalization ability. This is because
the proposed dual-strategy model generates optimized covers with consistent structural properties and perturbs common discriminative
features, effectively reducing the model's dependence on statistical features specific to a particular training dataset. Consequently, it
exhibits stable and good anti-detection performance across different datasets. In the experiment on anti-steganalysis capability, a
comparison was made with two state-of-the-art adversarial embedding methods (CR-AIS and Natias). The experimental results showed
that, in terms of resilience against non-targeted steganalysis models, the proposed method achieved average detection accuracy (ACC)
reduction margins of 3.69% and 1.91% compared to CR-AIS and Natias, respectively. This indicates that the proposed method possesses
strong resilience against non-targeted steganalysis models and exhibits good cross-model generalization capability.

Conclusions Through the deep integration of passive defense (dual-stream U-Net-guided cover optimization) and active attack (neuron
attribution-driven adversarial embedding), the proposed image steganography model significantly reduces the detection accuracy of various
steganalysis models, enhances cross-model generalization capability, and maintains high image quality, thereby achieving synergistic
improvement in steganographic security and visual fidelity.
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