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[ Abstract |

protocols in IC (industrial control) sector, a method based on edge-distributed deep learning was studied to enhance IC protocol recog-

To address the limitations of traditional protocol recognition methods caused by the presence of numerous non-standard

nition technology. A recognition method based on CNN ( convolutional neural networks) was proposed; real IC protocol data from the
network was collected and preprocessed, and an appropriate CNN model was selected according to protocol characteristics to implicitly
extract the essential features of the protocols. This achieved classification and recognition of seven types of IC protocols with an accura-
cy of up 10 99.92% . Furthermore, the IC protocol recognition model was deployed at the network edge, leveraging a data-parallel dis-
tributed strategy for collaborative training within an edge server computing cluster. This improved the training efficiency of the model by
1. 87 ~2. 81 times while maintaining high accuracy. The results show that this method significantly improves the accuracy of 1C protocol
recognition, greatly enhances model training efficiency, and is well-suited for deployment in edge computing environments. It is evident
that this method has significant value in optimizing IC protocol recognition performance.
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network structures

G5 cl1 )2 22 c3 2 S4 )2 FC5 BEum
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3 16 x (5x5) 2x2 32x(5x5) 2x2 128
4 16 x (5%x5) 2x2 32 x(5x%5) 2x2 256
5 32x(5x5) 2x2  64x(5%x5) 2x2 128
6 32x(5%x5) 2x2 64 x (5%x5) 2 x2 256

Input)Z
lf #i\: (None, 28,28, 1)
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Cl1 2 C32
Hi\: (None, 14, 14,32) |«— % \: (None, 14, 14, 64)
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#i\: (None, 7, 7, 64)
#i i (None, 256)

{
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Fig. 2 Overall structure of the model
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Table 2 Number and identification of industrial

control protocol datasets

I ZEA it G5
BACnet 10 000 0
CIP PCCC 10 000 1
S7comm 10 000 2
ModBus 10 000 3
DNP 3.0 10 000 4
PowerLink 10 000 5
EtherCAT 10 000 6
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Fig. 4 Data preprocessing process
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Table 3 Experimental operating environment parameters

25 fic &
R PFRRSE MHER 4B
BIERS 3T Debian [ Raspberry Pi 0S
AbFREE ARM Cortex-A72 1.5 GHz
Tensorflow 2.3.0 A

R4 6FARFE CNN KBTI ER
Table 4 Experimental results of 6 different CNN models

W5 BAKHET R/ % TR SMRUERR /%
1 97.50 4 99.58
2 98.67 5 99.67
3 99.13 6 99.92

ST HER R 2 B0, i 5 R 6 B R A2 M)
2R AR PR HER R A i, 3R B 99. 92% , AR A
BN G it A v AE B SR AR AR | loss (B fb 7 41 G 5] 9
K 10 Fis,

6 SR )R — T ML
CREHERR H W) Ik 5 fos

100.0 | 99.92

1 By B 1 24

951

99.0

HeRE/ %

i 2 3 4 5 6
BRI G5 5
I8 6 Flt CNN HEALER AT LLIA]
Fig. 8 Comparison chart of accuracy of 6 CNN models
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Fig. 9 Training accuracy change chart
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Fig. 10 The change chart of loss value
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Table 5 Single class recognition result

o iﬁ gg R AR
0 BACnet 1 004 99.70 99.90
1 CIP PCCC 1 028 99.32 100. 00
2 S7comm 981 99.90 99.90
3 ModBus 1 003 100.00 99.90
4 DNP 3.0 986 99.90 99.29
5 Powerlink 987 100. 00 100. 00
6 EtherCAT 1011 99.90 99.70

< 6 dropout XHREEYIDFIHF ML R
Table 6 The impact of dropout on model recognition results

A dropout SVRHER R/ %
A 99.92
A 99.17
100.00 2 000
99.92 99.92
99.75} 99.89 999 11750
99.50 13492 41500
~ 9925f 1250 .,
X ~
> =
3% 99.00F 1000 &=
g ¥
~ 9875} {750 =
98.50 500
480.3
98251 —e— AR 1250
—e— IR
98.00 L— : - L
1 Worker 1PS+2Worker ~ 2PS+2Worker  1PS+3Worker
ES I [0 R TR S e
Fig. 11 Training accuracy change chart
LY) S
4 Z5ie

e T — M TS i N E T i T

RBGRBN T 2% , A Ak A 26 R b 8 00 2 T 23
B, A Tolb s il B iSGR ) fn] AR AL T 6] 3 At ok
FE, BT L,

(1) A SCHE ) oA SR B 2 ) AR RE S A
SR8 et Tl s o ) 4% v ) 22 B A A B o B 1SR )
[P0, S 2 B T YR A 3 ARSI B e 1 6

(2) AR SCHE H DR 118 26 AR 22 ) 445 235 g i —
At TSGR RSB B Tk 99.92%

(3) A SCHRE B I 147 0 A QU1 o ik J 3 4
FhT MRS Rk 36 2 Tl 3858 % 2 Bk AR
(R EER

(4) R SCH AR IR THE BOR BIRCR AR g
KRBy T HAT B, A Tl &R
G R R & IR AL T H AR S

2 % x #

[1] Kumar R, Swarnkar M, Singal G, et al. IoT network traffic classifi-
cation using machine learning algorithms: an experimental analysis
[J]. IEEE Internet of Things Journal, 2021, 9(2) ; 989-1008.

[2] Dong S. Multi class SVM algorithm with active learning for network
traffic classification[ J ] .
176. DOI: 10. 1016/j. eswa. 2021. 114885.

[3] AlZoman R M, Alenazi M J F. A comparative study of traffic classi-

Expert Systems with Applications, 2021,

fication techniques for smart city networks[ J]. Sensors, 2021, 21
(14). DOI; 10. 3390/s21144677.

[4] Wang W, Zhu M, Zeng X, et al. Malware traffic classification
using convolutional neural network for representation learning[ C]//
International Conference on Information Networking ( ICOIN ).
Danang: IEEE, 2017, 712-717.

[5] Luo X, Chen D, Wang Y, et al. A type-aware approach to message
clustering for protocol reverse engineering[ J|. Sensors, 2019, 19
(3). DOI.10. 3390/s19030716.

[6] Kleber S, van der Heijden R W, Kargl F. Message type identifica-
tion of binary network protocols using continuous segment similarity
[ C]//IEEE INFOCOM 2020-IEEE Conference on Computer Com-
munications. New York: IEEE, 2020, 2243-2252.

[7] Meng X, Wang Y, Ma R, et al. Packet representation learning for
traffic classification [ C ]//Proceedings of the 28th ACM SIGKDD
Conference on Knowledge Discovery and Data Mining. Washington :
Association for Computing Machinery, 2022, 3546-3554.

(8] M, #AOLT, ki, 5. TR &R (5 B i i B L iy

W B ()], B RS TR, 2023, 23 (30):
13014-13022.
He Yingli, Hu Guangyu, Zhang Hao, et al. Network traffic predic-
tion based on local information enhanced attention mechanism[ J].
Science Technology and Engineering, 2023, 23 ( 30 ):
13014-13022.

(9] RABE, WM, 258, BT ZHIHEENETFEN WSN 5 H
PR EMT R [T]. BhasdioR 5 TR, 2024, 24 (16):
6799-6808.

Zhu Benke, Gao Bingpeng, Cai Xin. Research on WSN routing

protocol algorithm based on multi-factor balanced dynamic clustering

ML . www. stae. com. cn



2025,25(18) L, 45 - S 2o A AR A > T B U sk 7685
[J]. Science Technology and Engineering, 2024, 24 (16): assisted mobile edge computing[ J]. Science Technology and Engi-

[10]

[11]

[12]

[13]

[14]

[15]

6799-6808.
Lu H, Du M, He X, et al. An adaptive neural architecture search
design for collaborative edge-cloud computing[ J]. IEEE Network ,
2021, 35(5) : 83-89.
Wang Y, Yang S, Ren X, et al. IndustEdge: a time-sensitive net-
working enabled edge-cloud collaborative intelligent platform for
smart industry [ J]. IEEE Transactions on Industrial Informatics,
2021, 18(4) : 2386-2398.
Jian C, Ping J, Zhang M. A cloud edge-based two-level hybrid
scheduling learning model in cloud manufacturing [ J ].
International Journal of Production Research, 2021, 59 (16) .
4836-4850.
Wang T, Zhao D, Cai S, et al. Bidirectional prediction-based un-
derwater data collection protocol for end-edge-cloud orchestrated
system[ J ]. IEEE Transactions on Industrial Informatics, 2019,
16(7) : 4791-4799.
Yang Z, Liang B, Ji W. An intelligent end-edge-cloud architec-
ture for visual loT-assisted healthcare systems[ J]. IEEE Internet
of Things Journal, 2021, 8(23) : 16779-16786.
RN, SREE, WA, 4. SRS SIS RS
A S YHRICS PE s ()], BhrioR 508, 2023,
23(9) . 3812-3819.
Zhao Chanchan, Guo Xiaomin, Hai Xiaowei, et al. Joint optimi-

zation strategy of task offloading and resource allocation for cache-

[16]

(18]

[19]

[20]

neering, 2023, 23(9) . 3812-3819.

TKIEE, R, M. BT RS St R A AT 55 1) 2R e
FE(T]. BlERR S TR, 2022, 22(11) ; 4434-4439.

Zhang Xiaolong, Wu Wei, Zhou Bin. research on the motion
recognition method of lower limb rehabilitation training robot for
the elderly[ J ].
(11) ; 44344439.

Wt , X4z, ZRelE, BT HRIYEKINK %R AT
FE M II]. B%EARE T/, 2022, 22(16):
6577-6584.

Science Technology and Engineering, 2022, 22

Yao Nan, Liu Ziquan, Qin Jianhua, et al. Offloading optimization
of the edge computing task based on the power internet of things
[J]. Science Technology and Engineering, 2022, 22(16) : 6577-
6584.

Sun Y, Que H, Cai Q, et al. Borderline smote algorithm and fea-
ture selection-based network anomalies detection strategy [ J ].
Energies, 2022, 15(13) . 4751.

Soltanzadeh P, Hashemzadeh M. RCSMOTE: range-controlled

synthetic minority over-sampling technique for handling the class

imbalance problem [ J ]. Information Sciences, 2021, 542.
92-111.
Liu J. Importance-SMOTE: a synthetic minority oversampling

method for noisy imbalanced data[ J]. Soft Computing, 2022, 26
(3): 1141-1163.

ML . www. stae. com. cn





