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Network Traffic Classification Method Improved Based on
Data Augmentation and CNN-Optuna-Attention

TANG Hao-yao, CUI Xin", ZHANG Yi-wei, ZHAO Qing-hui
(School of Computer Science and Technology, Shandong University of Technology, Zibo 255049, China)

[ Abstract] In order to improve the accuracy of network traffic classification, a traffic classification method combining an attention
mechanism and a convolutional neural network was proposed. An attention mechanism layer was designed and implemented on the basis
of the convolutional neural network model, which received the output of the fully connected layer as input, calculated the weight of the
input features, and multiplied it by the original features to strengthen the key features. This, in turn, helped to improve the model’s
ability to capture key information. Secondly, in order to solve the problem that the model was overfitting to the high-proportion category
due to the unbalanced sample number of network traffic categories, and it was difficult to identify the small-proportion categories, a
method to augment the dataset was proposed. Considering the perspective of hyperparameter combination optimization, a hyperparame-
ter search strategy based on Bayesian optimization and five-fold cross-validation was proposed to optimize the hyperparameter combina-
tion of the model. The combination of hyperparameters of the model was determined by the above methods. The public dataset was used
for the above experiments and model tests. The results show that compared with other methods, the overall accuracy, precision, and F,
score are significantly improved, which verifies that the proposed method has better classification performance.

[ Keywords] deep learning; traffic classification; attention mechanisms; convolutional neural networks; hyperparameter optimiza-

tion; five-fold cross-validation
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Fig. 1  Flowchart of the methodology in this paper
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Table 1 Statistics of Moore traffic data Table 2 Statistics of ISCX non-VPN traffic data
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Fig. 3 Grayscale graph of Moore traffic data corresponding to the category
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Fig. 4 Grayscale graph of ISCX non-VPN traffic data corresponding to the category
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Fig. 5 Data augmentation generates images
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Table 6 Search space for hyperparameters
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Table 7 The network structure of the CNN-optuna-attention model
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Fig. 7 The architecture of the CNN-optuna-attention model
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Table 8 Confusion matrix for calculating

assessment metrics

) EiRILE(ED
HIME . —
Negative Positive
Positive False Negative( FN) True Positive( TP)
Negative True Negative (TN) False Positive( FP)

(1) WERA A HER A S 23 2 ) B R ZE AR 11
VAl bR, HE 3R 7R B R IE B T 9 R AR i 5 BT
A AR A B 2 18] B O %48 b T T P AG AR
T BB AR RE , o 0 3R A AR SR 0 RO M 4, O

A = TP + TN

TP + TN + FP + FN (16)
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PEANSE 3850, R A
2PR

Fo=p7Tr (18)
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Table 9 The accuracy of different methods

R

(19)

under the Moore dataset

ik iR
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SCHRT 21 ]/ 0.993 0
LTI 0.992 7
XF T 2 0.992 5
LS @IRES 0.9959

#& 10 ISCX non-VPN HiE& TR AR 7 EH ERHE
Table 10 The accuracy of different methods under the
ISCX non-VPN dataset

Ik WA %
SCHR[ 15 ] (5 1 0.977 2
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