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Bot Detection by Variational Inference and Graph Neural Network

WANG Yu-zhe, WU An-hao, YAN Qin-yu, YAN Jing-hua”
(School of Information Network Security, People’s Public Security University of China, Beijing 100038, China)

[ Abstract |
technical challenge in building a harmonious Internet environment. However, user data collected from social platforms are often subject to

With the rapid development of the Internet and social platforms, the problem of spammer detection has become a major

issues such as missing information and data noise. Therefore, in graph-based learning models for bot army detection, methods that use
point estimation as weights fail to express uncertainty in regions with sparse or missing data. A graph neural network model for bot army
detection, VRGAT, integrating variational inference, was proposed. It introduces a probability distribution for the weights and derives a
variational approximation of the true posterior. By applying different convolution operations to the mean and variance, the model more
accurately captures the variability in the data. Simulations based on the Twibot-20 dataset show that, compared to the best existing
benchmark for bot army detection (F, = 88.12), VRGAT achieved an improved performance with an F, score of 89.64. In robustness
experiments, when random noise was added at varying levels, the accuracy drop for VRGAT is significantly slower than for other baseline
models, demonstrating its superior noise resistance. The experimental results demonstrate that the introduction of variational inference can
enhance the effectiveness of spammer detection and improve the model’s robustness against noise.
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Table 1 Hyperparameter settings of VRGAT
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KL S E B 1.2
(SE NN 128
R epochs 40
FRAERLVE RISk ¢ B 4
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Table 2 Benchmarking on the Twibot20 dataset

Tk A('cum(cy F seore R.car
symi2l 0.728 9 0.764 6 0.804 0
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Adaboost 2] 0. 698 4 0.716 6 0.735 8
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GAT!32] 0.842 2 0.868 7 0.8759
Botometer! ! 0.558 4 0.489 2 0.555 8
SATAR!%! 0.8412 0.864 2 0.886 3
BotRGCN 3! 0.846 2 0.870 7 0.872 1
RGT!2 0. 866 4 0.881 2 0.889 1
VRGAT 0.880 2 0. 896 4 0.892 5
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Table 3 Ablation experiments of the model on
Twibot-20 dataset

Z& hot  text EE Eﬁ Accuracy Fy
w/0 hot Q ii i a 0.814 0.8740
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