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[ Abstract] Network intrusion detection systems ( NIDS) are critical for maintaining cybersecurity. However, due to the complexity
of network traffic data and the issue of class imbalance, existing detection models often exhibit high false alarm rates and insufficient
detection accuracy for different types of attacks. To address these challenges, an imbalanced learning method for network intrusion de-
tection, based on topological data analysis (TDA) and named TopoSMOTE, was proposed. This method aims to balance the training
dataset by generating new minority class samples. The core of TopoSMOTE lied in constructing topological graphs to synthesize new
samples. Firstly, the method used TDA to map the spatial relationships and connection patterns in network traffic data, forming a
topological graph. Then, based on the topological graph, a minority class sample selection strategy was designed, which synthesized
new data by selecting the nearest neighbor samples with topological relationships in a low-dimensional mapped space. Experiments were
conducted on two imbalanced datasets. The experimental results show that the TopoSMOTE method achieves higher detection accuracy
and lower false alarm rates compared to advanced oversampling methods and intrusion detection models.
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Fig. 1 Illustration of the proposed TopoSMOTE
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Fig. 2 Illustration of topological graph generation process
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5 55 ANRHIE  IXECREAE L T 26 ASHTH LT N
AYARFAE | I SERRAE 38 A REAE S AR A Y

# 1R 2 o RRR T BRI REA A
L BAR X CIC-IDS2017 $di 4 | iF 17 MAE
A L 80% , HHEHLZ T, CIC-MalMen2022 %#i
RARAL T 0 R PR AR S

F1 CIC-IDS2017 HIFEEMERLFIF R
Table 1 Sample distribution of CIC-IDS2017 dataset

el Kkt
BENIGN 2273 097
DoS Hulk 231 073
PortScan 158 930
DDoS 128 027
DoS GoldenEye 10 293
FTP-Patator 7 938
SSH-Patator 5 897
DoS slowloris 5796
DoS Slowhttptest 5499
Bot 1 966
Brute Force 1 507
XSS 652
Infiltration 36
Sql Injection 21
Heartbleed 11
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#&2 CIC-MalMen2022 HiRERHEASHIER
Table 2 Sample distribution of CIC-MalMen2022 dataset

eSSl Bk
Normal 29 298
SpywareTransponder 2 410
SpywareGator 2 200
RansomwareShade 2128
RansomwareAko 2 000
Spywarel80solutions 2 000
SpywareCWS 2 000
TrojanRefroso 2 000
TrojanScar 2 000
RansomwareConti 1988
TrojanEmotet 1967
RansomwareMaze 1958
TrojanZeus 1 950
RansomwarePysa 1717
TrojanReconyc 1570
SpywareTIBS 1410
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erative adversarial network , GAN) A% % 4} 415 5 A5 Y |
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&3 TREIHESE LA DNN RESH
Table 3 DNN model parameters on different datasets

CIC-IDS2017 CIC-MalMen2022

HAKE (78) i AKE (55)
Reshape (13 x6 x 1) L) (256)
Cov JZ2 1(13 x6 x32) R (128)
MaxPooling JZ (1 x 1) Dropout JZ(0.2)
Flatten JZ LHENR)Z(64)
Dropout JZ(0.2) Hith)2(15)
I (256) —
HiHZ(14) —

3.4 XWERSHWH

AT BGUE TopoSMOTE J5 ¥k AT 35, AR SCilE 45
TRERSLEMIRK, 258K, 5 H A AAZ KM 7
LA EE, TopoSMOTE 75 K RS BE AR T 347 42
T A A I X AN ) R TG B B

# 4TopoSMOTE #5 A1 5 H i #% %Y 7 CIC-
1DS2017 B4 b X} 2 4> B 28 A I 9 F | -score
L EE R . N 4 o] LI H, TopoSMOTE 7£ K
2GSRI R I Y R IR S BN, AE R
Heartbleed F}, TopoSMOTE f¥ F,-score ik % T
74.51% , # b T SMOTE-TomekLink #& F+ 7T
63.98% ,# L T TMG-IDS $£7+ T 20.97% , Ml Lb T
AB-LightGBM &7} T 17.97% , X Fh i F T+ 35
1845 T TopoSMOTE BE % i 1 2% > DB IHE A A
(R oA, A B 2 B AR PR W S FE A AT 42
fE B B ek A T

i R0, 7E CIC-MalMen2022 50454 [ A 525
SEILE B RS B H RN L BdE T LU
i, TopoSMOTE 7E ¥ ] SpywareTIBS B}, F,-score i5
F'T 97.96% , ML T TMG-IDS #2711 30. 28% , AL

F4 AEHEBTE CIC-IDS2017 HIBE EX BN BE LB NE) F, -score ELLE
Table 4 Comparison of F,-scores for multiple types detection in CIC-IDS2017 dataset using different models

Yl DNN AB-LightGBM %] SMOTE-TomekLink 2] TMG-IDS!!®] TopoSMOTE
Bot 0 86.40 88.87 91.22 91.02
DDoS 90. 84 83.62 87.62 89.90 91.35
DoS GoldenEye 90.31 83.35 87.41 90.73 98.16
DoS Hulk 49.68 78.65 64.52 80.90 88.21
DoS Slowhttptest 0 79.98 91.83 96.3 98.21
DoS slowloris 96.71 80. 18 76.12 97.45 98.19
FTP-Patator 92.54 80.20 88.69 97.00 98.46
Heartbleed 0 53.54 10.53 56.13 74.51
Infiltration 0 79.96 63.39 95.90 98.02
PortScan 96. 86 80.06 36.54 97.18 98.25
SSH-Patator 96.93 80.03 40.05 97.36 98.03
Brute Force 98.25 80.25 60.12 97.35 98. 68
Sql Injection 0 81.82 71.21 66.67 82.93
XSS 65.45 60.91 17.39 72.73 88.89

L S OSSR 7R RAF R S5 3T R R 0R

*5 AEFEBLE CIC-MalMen2022 HHEE EXF & AN EH LB TE F, -score ELLE
Table 5 Comparison of F,-scores for multiple attack types detection in CIC-MalMen2022 dataset using different models

Y 257 DNN AB-LightGBM SMOTE-TomekLink TMG-IDS TopoSMOTE
RansomwareAko 28.67 62.78 41.81 70.28 76.92
RansomwareConti 29.54 77.27 60.35 71.21 86.42
RansomwareMaze 40.88 81.58 72.45 71.14 92.69
RansomwarePysa 28.39 80.77 69.8 69.92 98. 06
RansomwareShade 39.17 52.33 39.61 50.03 75.29
Spywarel80solutions 19.62 73.33 44.34 70.58 78.23
SpywareCWS 0 74.00 47.76 70.58 79.79
SpywareGator 46.87 51.94 37.55 50.59 74.52
SpywareTIBS 55.33 73.76 70.48 67.68 97.96
SpywareTransponder 33.68 73.18 36.42 53.01 73.80
TrojanEmotet 45.21 79.19 66.17 71.24 89.52
TrojanReconyc 0 77.52 62.5 68.99 98.01
TrojanRefroso 57.82 74.83 51.17 70.58 81.63
TrojanScar 45.15 75.88 55.37 70.89 83.82
TrojanZeus 35.56 83.60 79.78 70.72 96.53
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T SMOTE-TomekLink $2F+ T 27. 48% , #H [t T- AB-
Light GBM $&F 1 24.20% .,

TR RE A H T AN AR B0 7 e S A T 2
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IDS2017 FI CIC-MalMen2022 %#s £ I i) 5 4K 1 fiE
Feds,

MF 6 AT LIE H, TopoSMOTE 7£ 4514 15
b #0405 T A I 75, bR T A2 W 48 br g AIG
T AB-LightGBM /7% 0. 16% , J& K A TopoSMOTE
A B RFIEE DB I A K, UK
HERA R A PR,

X T H N4 221 CIC-MalMen2022 4 kit
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SAEAT S TR AE , TopoSMOTE-low X, 38 3% £ it
T AP FEA T AN BE PR A FH A 2 e 523 [ v ek P D s
1) e 23 AR

L3 FIr7RXf LSS AT LA Y, TopoSMOTE £

PIRR IR E T BV BE XA B T, IX SE 1 25 1
P D5 28 Rl ARG 24 2 ) 350 A 1 8 TR 0 4
RE P YA R

4 Hig

A SIS FSE R, 1538 T LRSS 8,

(1) TopoSMOTE J5 38 5 7E 4R 02 18] v A 1o
[/ BRAEAS ] LA 54 T D B I e o 7R 1
RS f, A BT S8 o A TR 1) X 4% o R ) S AT
A R A BT 2 S AN S )

(2) TopoSMOTE R I T — F T i) A A% 3 5 5
W, i A PR 2 [B) v g B S R R B A I R
BT PAEA AT & M, AUOREE T Ik £iis 1)
FANEERY AT Rk e T AL SE ik RAE T vk AT g
A A FL AR s MR A 1) (] R

(3) S 45 F KB TopoSMOTE 7E CIC-1DS2017
Fl CIC-MalMen2022 4l 45 b 9 & {4 g O T Ho At
JTEE AE T TopoSMOTE J5 i 78 0 X 2 A S 7] 15
AR

100 -

90 |

80 - ]

70 F

60 F

40

30 . L . |

SMOTE TopoSMOTE-  TopoSMOTE-  TopoSMOTE
edge low

R R A 1 3R SR
BCIC-IDS2017 @CIC-MalMen2022
K3 R[FHEERAEATR B SE g 2R

Fig. 3 Experimental results under different enhanced samples

TR/ %

6 AREEELE CIC-IDS2017 HiiEEE E MR MIBHRILE
Table 6 Comparison of macro indicators of different models on CIC-IDS2017 dataset

6 A5 7 A/ % P/% R/ % FPR/ % F\/%
DNN 87.23 61.84 61.31 1.13 61.84
AB-LightGBM 96.28 83.04 83.50 0.86 83.27
SMOTE-TomekLink 94.96 81.12 82.45 1.23 81.78
TMG-IDS 95.53 86.86 89. 69 0.87 88.25
TopoSMOTE 96.12 93.17 95.34 0.49 94.25

£R7 AEHBITE CIC-MalMen2022 #iE&E FHIEMISIREL R
Table 7 Comparison of macro indicators of different models on CIC-MalMen2022 dataset

o I A5 7 A/ % P/% R/% FPR/% F\/%
DNN 65.74 40.08 34.50 2.18 32.08
AB-LightGBM 89.99 78.94 67.13 1.09 71.02
SMOTE-TomekLink 83.94 58.51 61.24 1.48 59.08
TMG-IDS 85.65 74.77 74.96 1.12 74.86
TopoSMOTE 93.41 85. 44 86.37 1.03 85.90
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