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Small Signal Stability and Robust Control Method of Cyber Physical
Power System in Stochastic Environment
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(1. Institute of Next Generation Power Systems and International Standards, Wuhan University, Wuhan 430072, China;
2. School of Electrical Engineering and Automation, Wuhan University, Wuhan 430072, China)

[ Abstract] The stability of power cyber physical system( CPS) is easily affected by stochastic uncertainty from both the information
and physical sides. A stability analysis method for power CPS based on stochastic uncertainty model and a robust wide area feedback
frequency control method were proposed. Taking into account the essential differences between the discreteness of the information side
and the continuity of the physical side, as well as the mutual influence in terms of functionality, a dynamic model of power CPS in
stochastic environment was established from both the information and physical sides. According to the definition of mean square
exponential stability of stochastic differential equations, small signal stability analysis was conducted for dynamic model of power CPS.
The critical variance based on mean square norm calculation was used to describe the impact of stochastic uncertainty on small signal
stability of power CPS. Focusing on the norm optimization problem based on linear matrix inequality constraints, a robust wide area
feedback controller was designed based on the distributed control method. Finally, simulation analysis was conducted on an IEEE 39
bus system, and the results verified the correctness and effectiveness of the proposed method.
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Fig. 1 Power CPS architecture considering random uncertainty

SHRIATEE . 1E X & LA A X 2
— B AL AT PR R R, JFC ) R i Bl M 2
oA B U5 BCFT SR w0 SR W ok kb2 DADRRE 2 31
7, T 43 L B 1 TR FRUE

WG AE Ak 23 52 W XU BE i 1, 33 1T 23 5% ) HL )
RGENAS TR, B AR — > BE L I ok 4l
RG22k, ] 2 S b [ e KUH 37 1) — JAE XU AL
s 8 h Ay B 1 BT L B A S BR X
BRGETHRCE £ 3 O, v 0 il 2 i 40 3R IR B
P R PR AT A3 i e T A v XU AR Y
R T AR B SR B AR ) P, W] LK ST
WG AN Wiener 2 F2 , BIVKE 57 75 KU A5 R L
T REHLT R

V? :v?n+o-i§i (1)
KD W oo, R E A AR HEZE v, A E KU
&, NPRUE Wiener i 2 A, XTI [H] A 4%

0.12

2 4 6 8 10 12
K/ (m-s)

LT SEIR AR 0 BT L 2k
2 bl S U K

Fig. 2 Gaussian fitting of real-time wind speed data

HAFREM ST Wiener 1372 A (¢) /2 UL 444
(DProb | A(0) =0} =1;@{A(¢) | f=—AHAG M7 1
;@A) —ACs) | HA R E[A() -
A(s)] =0 HE{[A(1) -A(s) P} =l —sl, Hrh
B[RS, Prob {A | S E 4 A K AE IR

7% B XGHE AN 2 1 FL T CPS W3 &R Gt
B — R BT, = (2) Bz

(i = ey 6) )

0 =g(x,y)
K(2) Pox NELRBHUAEE K BPLUmRE B
AR HHUAE AL PL AR 6 g RS 5 R i 4 1) )
HREEAAXS LB A RS s f o I 5 g AAREOT
Ty AL DL RS L HLUI A A A5 2 8800 N Y
RAHURECIRES ;& WBEHLAHE TESEL,

FX(2) FrifiR 0y i 71 R GERENLAE ety 1R AR
FrBR AR 558 AR P 3615 5K (3) B iy 4k
EX

{J'c =A(&)x + By 3)
0 = Cx + Dy
t@VPA—QfB—WC D %o

Thdlﬁj\ﬁ?&ﬁﬁ%% YA Z )5, f A E
YEASBRIE N BUE RGUAERE A b, 72 Dl il
FEBL T, AT L ARECR SRRy = - D7 Cx,
SRIF B ZR LT3 R 6 5 P AN T S A 23 7

XUBE R ) it 45 0 sl LA XS B i U5 T A
K(4) B B BERL T T 7

x_Ax+2(fo§l (4)

H(4)H.m j‘jxﬁﬁﬂi@ﬁi ;€ NPRUE Wiener 1o 72
A, XA B S8 o, R BEHLXGE B AR IEZ
1.2 EFEEREBAHEEAES CPS B

LR R AR AR 5 (5 2 B e X=X
Tﬁmﬁw%mﬁ¢%ffﬁm$ﬁ%ﬁ%%k
T B A O A S o A v A SRR AN R 1 L
i MR 1R 25 R0 ) 6% T3k A T =S A s 1 D)
BB B e LA R A A e e, L
W18 B REHLLER 55

[F) i 2% S AR T8 10 3 R XA B 22 2, X L
CPS W5 B ARG AT B R S SRR SR
PR 4B i, BTN EE B Z WA T A 14
1 AR PR AEAE ) [ A AN E T, X R B8 sh A
IR, I, 0% B AE 8 1Y T U1 2 P
Xt 77 CPS {5 B 25 FRI5E2 ]

AN A2 ) A RN AR B AT R B 2
iy A Z 5 N RGN 3 iR, H g 4 B

¥ Mk . www. stae. com. cn



2025,25(4)

TR AF  BEPLIRE TR BB RGN IR S SR O vk 1515

FR G A o P e S, Ho iy, i
EIE SERES A y, SCH., HERESRWHE L u,
L A S RS A u, HETAT
PAEX R P HPIRZSZS [ R BN
P{x” =Ax +Bu, (5)
y, = Cx,
K(5) . x, e R;u, e R’ ;y, € R 3 R
SUIRA ARG A B C AR A
(Y ZRGERE R i AR A o R
JIF ST R A2 0 S v, g R 2% e HOR S =
)2 AT RS /Y AT AN Y, P A K IR s [a) 3R
K{"Ck =Ax, + By,
u, = Cx,

(6)

X(6)H:x, e R";u, € Rd;yk e R";A, B, .C, 71
R A A0 ZR G I T AR L RELR

T B IRFEE T &% Z 107, W50 G i i ) 52 B B L
AHETERIENE, H y, = oy, Fan, AR, Al
s A B 4 A5 X G 1) 3k R 52 B LA B PR Y
P e, =Qu, FoR, il Q, A Q{718
AN EPERT LA A R YRR o, AT 2R A
0%,QI:AI+ZI% (7)
(7)) AL AT B R A A A Y
BIEARG ;s 3 X sl A i A AN E Y
PR ZE A, A, R R S (E N ) Wiener 112, BE
e N\ IV DA T AN E MRS G

A YRR 72 A

0, =A,+%

{AO = dlag()\})’)\?)"’/\?)) (8)
Al = dlag()\: 7Af7.“7Alli>
{20 = diag(all,,azé,"',ffl%) (9)
2[ = dlag(o-l ’0-17'“70-;

K3 R fE AT 2 PR LI 3R R 5

Fig. 3 Stochastic closed-loop systems considering

channel multiplicative uncertainty

da, . (dAl dAY Ay

dlag( de > de T )
dA,  rdA] dAT dAY

dlag(ﬁ’ﬁ’“.’j)
A AR A A T AN PR Y
Bl 0, 0o S BB F A i A T S S P 1
PR 2

BEMLEAIIR RGEMIARIRTR 7 G RV R G

WM, B x4 P il e K RURH &t
IEER T (A, A AR, FEFH G = f(PK)
PR AT R G R 2 2 8 AN A
TH B E A AR B S B | FRFEIE 3 ALk
MEN SR . FRFR RGeS (5 5 s s 5 5 b
DU EMEA AR, R AEESIE 55051

(10)

da, da,
{wnp - 20 dt Zop’ wi]? - 2[ Ezip <11>
znp = yp = Cpxp’ zip =u, = Ckxk
2 I BEHLHI IR R GRS 2 (a1 A
{x = Ax + Bw (12)
z =Cx

Kfm = d + q,m.d q IPHAAHIENEBAL A
(R H A AN B S R A A E R A S 5 E R

e X m Z m w
ﬁ%;x: [ D]ER iz = IZOP]ER @ = [ UIJ]E
xk zi[l

wi[)
. A; BJAle
R";C = diag(C,,C,);A = ! ! ;
BkAOCp Ak
, _{0 Bp}
B, o]

HEFRGEA AU A TR 515
Ay, A, T3 PR IBEHLIE R 562 F 2 f
SRS T LIRSS 4 BEARSEH . TR R S
BB R G BRI TR T, 1 4 o
(KR RS T BOBLPI I 78 56 10 B 0, 2 B

| |
| |
| — |
| BRRG |
| |
| |
| |
_____________
, a, z,
0'1
dr
L]
.
L]
® da, z,
Hm
dr

K4 e pish BAT BEHLASE E P Y R 15 5 3% R 50
Fig. 4 Feedback interconnected systems with

random uncertainty in feedback

¥ F5 M HE - www. stae. com. cn



B R 5 TR

1516 Science Technology and Engineering

R TSI E B EE , I R S5 L E RS
S ST T AN E VR

2 PFEHLEE S CPS /NFHTEE MR

2.1 BEMENX

X2 AL AN B 2 4 R HL 7 CPS Rl AL 43
TR SRR e e L SR ITIEC AR
16, 75 A BEHLERS N DA DR

B L1 43 T B2 ( stochastic differential equation,
SDE ) FAS E PE FRE A () S A Y — 2 [ i, — A~
T T RE I FRAE 1— o0 B EA A 2 FE AR BRARZ, A
BB BRAR Z G A A T B, 3K — [0] A e 24 K
RAE WP TR AR R S S RGN KIHAT R,
XF T SDE SR, 5 WL B AR E PR A 248 i ¢ T HIME
MRRENE  HoE L — e 3 A AR R E L
SRERUE p B RRE . FEARUE Ph e Rz T
BEAILAS B HEAR 501 DL S AL s R e B eh, 2 p =2
I, BRI R BRAE .

XF p =2 B RS0 BEALRS E M RIS, B
ML) CPS R GE7E 32 B RE AL T P0 I 10 39 07 F e 1k
BEAILI S 7 RE 34 7 48 BOR e W8 SLANT

EX 1 B RGEFENL 0 J7 72 0 i &
x(t) AEAFTEIETEL B M B, 18 x (¢) WAL -

E[x(1)'x(1)] <Bexp(-B,1) E[x(0)"x(0) ]

(13)
W SDE & ¥ 5 8 Bkese 1>,
2.2 TREMER

R T HTEl 4 FR R BTEER R SE, B BT A

PR R GE G W3 T iaEoE Ll

Gl = max [ 36,2 (14)

X (14) o G NPRFR R G R T A j R i
(1% 356 R || G 1|, Fbmfs 29558

1E LT 25 1 A 38 R R ST BRFR R BE Y
i AT B IO T A A R 1 T R B AN
EMERCR, NIEE 4 FrRIBENLR 5 5% RS E
TR S 4 R O R R e PRI 5K, 7R X
ZRGM LA R Ol G 3FRR 8 T R G AE
PR FAE 1, B A Sl Hurwitz Z5F5 , G BIA N2 7]
e 1) AT ARG g I ELP™ 4% B @ L) x (0) Rom iy
A5 G MWIIRIRE R AH R 2 XN T i e
(1,2, m} AL F A (1)

UL LA B AT X T AnE 4 i iy
RS H RS, LT R AR R B 5
TE MR B AFRL A

p(GY) <1 (15)

2025,25(4)
K (15) Tep R FERTEAE,
3 = diag(a?,a’i,---,a’i);
[Yey e G, I3
G- | I6li N6l 16,13 )
1G5 16,15 16,13
R, FE BT A T 25 B AR R A RR RS O T, Y
HALY
2 . -1 2
i 0>(%,r(li£liag H0 GaHMS < 1 (16>

ROUEEHR SR RN, R(16)T, |07 Go,, B
WG RS 07'GO WX 8,0 J5| A e A
+ , HAE TR BT A H AR A2 7 Y5 ECER AR TR

IR X (16) ] 7] FH T B A0 2 P
KRBT T2 o, W NIE R T2,

522 o, BERT B (17)5R15,

5 1

7T oGl ()

MEENLAS T ETER AT ZE R TG R 724
B, S 0% R Gk A M fe B R 2, B FE Bl
BN R Gesham i 5 4 55 AR AR s sl X
A RES S N R G A A KRR, R IE
1T, R B 5 =5 BEHLER S T B S CPS 1
INTIRRRE M I PEAL F8 AR, HE AN, I AT 22 48 B b
o] T E A S A B

3 EFLMIESHEESHNES
A AnE
TR LML BRI AT 6 8 20 A 2042 th 28 501
ZHT, E A TR g
5132 1 (Schur %) XA E R X REEE S =

S S
s - [ ik S"]ﬁcﬁn S e R LT3 AAIR
22

LEMny.DS <0;,28,, <0,8, -S,S,'S, <0;
®Szz < O,S” - Slzsz_zlssz <0 5

BEXTRENL B 45t B % 2R GE s IR S S B il 4%
IZE Xt T oL ) CPS WY BEALA I 5 1R R B &
B, B K R A E YE B LR e T &
RN

x = Ax + Bu +aZBllx§, +023§u§z (18)
o1 sl

AR £, = L= 120 ms A, (0.4, (1)
A, () RERAERSE Wiener B8 x ARSI 3
HilAmA w IR BRGS0 i BEHLASE & P Y
AR 2 m RS L,

¥ F5 M HE - www. stae. com. cn



2025,25(4)

TR AF  BEPLIRE TR BB RGN IR S SR O vk 1517

R dil w2 B 20 w = Kxe, 0] DIAS 2] 40
T RIREAL A5 B RSN

x = (A +BK)x +a’i (B, + BLK)x¢, (19)

WL B i R e AR B R 1 — %
RN A Q >0, L .

(A+BK)" +0° )Y (B, + B.K)Q(B. + B,K)" <0
I=1

(20)
[AQ + QA" + BM + M'B" o (B,Q + B,M)
o(B,Q + B,M)" -0
o(B;Q + BM)" 0
o(B'Q +ByM)" 0

P AR B U A A R G K, T ER R
LML AR R rT AT i, Rtk DL e e X
NS T BEYLIF A R G HRAS 2 R Rk Xk
x = Ax + Bw
i (23)
z = Cx
K(23)H:A=A +BK;C=1, I, JHf 1 Rk
1 B n HEFN &, T, WK/ R n BRAEERE, N
Kronecker e fH
B = [B' + BBK B +BK B! + B'K]
i w .z BT RE S AESIES B2
(8] 1 & R AT o
w =&z (24)
(24) £ =diag(£,1,, £,1,,+ ,£,1,)
XEFZARR RGN 7, HAR A Jr 22 B A Xt
NARFR R G I a4, BALMHEARERY
FAGHE AR IR] T4 s B R SR B4 4 s i 7 2R 480
M K, RS RRa S5 H 28500, i FoR N
min||G |
s.t. LMI[ 2(22) ]
K (25) 1 |G|, FE BTG LA BEHLEA I R 5t
BRFRES AT 5 T8
SR LMI P Ak ] 8 i vl A7 M — MR FH 2 A
T IR BRAR B T ) 2R 3R N, B TR, ikt
() I e B A i A A S TR I N R 5 B,

4 FEESH

K MATLAB A4V 3E45 05 04, B
£ 4 Ryzen 7 5800X CPU, NAF 32 G, {5 Bl 5t 77
ZEARHRXS TEEE 39 75 s 55400 & T /N T 40 A P

(25)

PJr e a e veny LML a] JH TR ff— A~ 848 I
R a0 RS K, 15 @ >0, HEGHLAR SR
TV E DT 220k . IR s(20) EEE

AQ + QA" + BKQ + QK'B" + o> )Y (B\Q +
=1

BKQ)Q ' (B\Q + BJKQ)" <0 (21)

LMI 3 5 J& — A~ 3B m 8, i, 51 AR &

M =KQ " >R Schur #MHLiE, o] LIFS 3| (22) fr
TN FEASE S (LMD

o(B!Q + BIM) o(B'Q + BIM) |
0 0
-0 0 <0 (22)
0 -0 ]
T
| samgimesaErnxsy |
!
B A R BRI, Ml
AR 51

i—1

| bR RAMH R RIERSIR(9) |

[ WRETIMRSR A AR HERCS)] |

B RAEATAT A
P

KU AR
R pTAME

%

5 e i S s ol e s TR

Fig.5 Flow chart of wide-area robust feedback controller algorithm

BE, E— 20052 2850 PMU 00T 38045 sl iy A %)
AT, IR X A ) el s A5 4 o e A PR RE AT
ST
4.1 BEHUNTFIMEEMES R

IEEE39 15 5 KRG L5 anE 6 s, S50
Mk[24] %R G0 10 &AL SR 29 Ay
SR, HoA 5 5 30 ~39 S & HL ML A, N 39 4b
()% LB S 225 05, 11T 1 30,3234 .36,

¥ F5 M HE - www. stae. com. cn



B R 5 TR

1518 Science Technology and Engineering 2025,25(4)
50.6
—— 7 H38(DFIG) i
504k —— TR37(SG)HIHE
50.2
8500
R os] 50.01
49.6 50.00 ity A )
4941
49.99
100 105
925 2 4 g 8 10 12
i 8] /min
(a) =0.16020F, ¥ 153 7R055 E3SHI AR AR AL i 2%
6 IEEE 39 1 5 R k[ S04F  BAmSOmEE
Fig. 6 Single-line diagram of IEEE 39 bus system
38 1 & ML XU RN & AL ( doubly fed induction 2[5
generator, DFIG) , 5 &4 31,33 .35.37 .39 A & HL AL g \ JANEN
R l2E & B L ( synchronous generator, SG) % or VA\/J\\ Z 7 \/&\ /\/\/f W%VW\/\ B
s & Gt AN [A) 57 (1) DFIG 1 R 4 — sl v ~
AR E R 8 m/s, B 7 B T FEALXGE '
B ATJT 22938 X DFIG 5 550F1 SG 15 s ds A7 45 % sk
AUSZI , MIETR] DU Y 2 KA S P Y 7 22 ' , , , ,
MONT I Ry 2 (6 80 I 7y 220, 2 5 oz 4 6 8 10 D
WA R R 34 )y R i AT g OV 1210 AT A 8
e A Wb S i R AN TG b it —— 5 38(DFIG) i %
ﬁéﬁ;f SRR 5 1 25 0 A 20 | —ponons
H o
4.2 FHEEXBABESN oer
BER T 275 19 4139 LASMIT A & B LA 24 S04r
TR, ELR LR A S 2 % s02f
\ Py N 7z S L A X 1
S, A i P SR WL Sy PMIU 0 S 5 N S A w—
N2 A 32 S o 97 2 AR IR L% | |
T o? SR il s R LA S L RS ' \/ v
PERYIm STy 2235 AT AR B PMU I &R0 wor

3 1 57 it SRR

T SCERPEAR B, B PMU U AT
b AR 2 % R BEHL AR 5 o, T T B AR X R
WG ST 25 o7, o WNSRIFEAOL B (9 e 7 22 80/ 08, W)
HAA MR T R, 32 1 S8 PMU I 5 45 il 4
AL EIF—1R 5 B A 2500 , o & bl 32 1Y
PMU i 2 5 CHERY , & FL ML 31 .34 1 37 B
LN

T2 ST 0T T, A B ] bR T R G
PMU 18T Sl 42 il g A p9 45 &, an & 8 (181 9 Jir
TN o IXEEICHE K B HLA N A S R S N
/RS S =Y RN CIE N S
B2t SRl m LA A S B A7 B Ah SR G 24 A 5 it >F ik

49'40 I2 21 (I) é II() 12
F 1] /min
() P=2.420°1F, 5 E37TAINT A3SHIR Ak 2%

B 7 OR[EJ7 2575 550 37 FI7T 6 38 AR AR Ak i 4¢
Fig. 7  Frequency variation curves of bus 37 and

bus 38 under different variances

RGBT ENE
4.3 EEoHEHEES

3 A s o SR s LA 5 e A 28
il SR MR I A 5 R G AR A5 A ALY S R BT RE
VRIS 07 22, [ I DR 2R S8 9 349 7 15 MR e 1
RIOREF R GERREHL /DT PUARE Pk, e A [l 2 Al
o A )42 ) 304 i P IO 0 DR A 5 2% 97 e Y L el

¥ Mk . www. stae. com. cn



2025,25(4)

TR AF  BEPLIRE TR BB RGN IR S SR O vk 1519

P A0t B B R T 4 HU A 20% , I HoAT #4349, 9 ~
50. 1 Hz 1l P B9 450K 8 , B0k r A (5 38 1 7 22
HBAHE

T BRI T LMI ) 38R i 4 ol 25 % B AL

F£1 PMUNESENGANCENIGRFE=HE
Table 1 Critical variance data of PMU measurement

and control input positions

p— PMU &3 s il i A
. i Ry 2 {1 57 2%
30 0.10 0.01
31 0. 04 9x10~*
32 0.01 0.02
33 0.14 0.01
34 0.04 7 %1074
35 0.07 0.14
36 0.05 0.28
37 0.18 8 x10 ~*
38 0.08 0. 006
39 1.00 1

. Dﬁﬂ%ﬂﬁa)\{ﬁﬁ
0N

B8 OB Jalds ol g A7

Fig. 8 Key wide area control input location

AT R T ) W R B A R A A 1
B AR i 22 FAR S U Oy 22 i T S 4T M )
FV I B 5 b 4 ) O % 0 ROt B — AL ANl
FHE 2Lt R4 . /10 h 3 B F RS T
EZE5hrifE2EZ Al 2, K10 i 21 2 ke 2 X Rz
Im A bR o, , BBEERISN o, H1.542 4 4
G o, N 1251 7, ERSK o, N
1.123 1, WJLLEH, ARG EEEE RS
T8 25 B4 188 R TG AS DT 422 30 I A1, L 498 < o 3
Bz ik,

B A M R, WA 1 7 vk T 38 51y
SR AL RN S ih 2k, wTLAOWER B A4 A
PSR T B R R 3 R 2N T o A
S, AR, etk 6 o A X4 il O i 4
= T RGIRERS SRV MG A 22, BIRE SR T R G xt
TFHEMLAHEYER A E 1, 385 T R G/

5 D PMUANLE
T

B9 ek PMU N4y &

Fig. 9 Key PMU measurement locations

2.65 2.464 2392
2463+
2462} 2391 F
g 24611 p
= =
= 2460 = 2390
8 5459 £
2.458 2389 1
2457
2456 . 2388 - s
2 0 } 1.0 1.5 0 0.5 1.0 1.5
FrEZE PRz FrEE
(a) BRI (b) I HEEHl 2% (c) Tihlag

Bl 10 RSty 22 5 hniE 2 i A h 2k

Fig. 10 Curve of change between steady-state covariance and standard deviation

¥ Mk . www. stae. com. cn



B R 5 TR

1520 Science Technology and Engineering 2025,25(4)
50.5 Li Jingjiao. Research on cybersecurity risk analysis method for pow-
— oAz er cyber-physical system[ D]. Wuhan; Wuhan University, 2019.
BHA R e y

=
B 50.0 PSS oA < e AT
=
495 . . . . .
0 2 4 6 8 10 12
1] /min
B PR 55T B sl it 2k
Fig. 11 Frequency fluctuation curves under two control methods
Ay
5 #Hig

ST 25 ) SRR B U E PR L ) CPS
BERUSTY , $ 1 —Ff LUl 507 22 8 G HE AR 9 /N1
PREE I TT % 2 T 2 M P A A5 s AR Y
BRI B A i T SR T MATLAB #11F
B AT U E T, AR 45 e

(1) 3T ) R G0/ IME SRR S 2 HL )
CPS S ASREHUBARL X4y B R A2 1 1) XUBEAS 1
SE PRI S8 5 38 38 9 2% AT 3C R A 5 E
BN SHL, S8 T X ) CPS B ZSFEALIN R 1Y
MR 2 m

(2) f T 7 RT3 A I 5 2548 9
SRR E VR AR AR, I ST 22 A AURT A
P T 2 B8/ N T PR PR AT SR F8 A, i W] T
B E R GEH PMU Sl R S il A B0 SR

(3) FE50 A AR D5 12 A JE At L etk e — A
PRI S R A P BT Y 5 R A 28
i HA MRS E RGBT R ABE ST, 150 R 4E
Xt REHLA R E R HRABE ST, S TR CPS Y
NHURRENE

& % x #

(1] BRAE, SO, BEE M, 5. B E B YRS R m s
S EERPIEAER )], ARG AL, 2011, 35(16) .
1-8.
Zhao Junhua, Wen Fushuan, Xue Yusheng, et al. Modeling analy-
sis and control research framework of cyber physical power systems
[J]. Automation of Electric Power Systems, 2011, 35(16) : 1-8.

(2] EdA, WS FEWHmE REMFRLR[)]. AL
2, 2011, 37(10) : 1157-1166.
Wang Zhongjie, Xie Lulu. Cyber-physical systems: a survey[ J].
Acta Automatica Sinica, 2011, 37(10) ; 1157-1166.

(3] ZEGfr. MR - RS RG22 T 5 IR D]
KB RBUR, 2019.

(4] Z=H], Sesyse, ol , 45, ZRGREVRIT I CPS BLEL K fF B AL %
AP RMEL)]. BT AREHEOR, 2019, 38(6) : 68-73.
Li Ke, Chai Shouliang, Zhang Chao, et al. Research on integrated
energy system CPS model and information security protection scheme
[J]. Advanced Technology of Electrical Engineering and Energy,
2019, 38(6) : 68-73.

[5] SRR, #EE, Z0H, % BRI EA T T H 8P 2w
FRGEFGEEDIS )], AZMLER, 2019, 45(1) : 19-
205.

Peng Datian, Dong Jianmin, Cai Zhongmin, et al. Research on the
stability of cyber-physical systems under false data injection attacks
[J]. Acta Automatica Sinica, 2019, 45(1) : 196-205.

[6] Wang Z, Shen C, Liu F. Probabilistic analysis of small signal sta-
bility for power systems with high penetration of wind generation
[J]. IEEE Transactions on Sustainable Energy, 2016, 7(3):
1182-1193.

[7] XuZ, Dong Z, Zhang P. Probabilistic small signal analysis using
monte carlo simulation[ C]//2015 Power Engineering Society Gen-
eral Meeting. Brisbane: The University of Queensland, 2015;
1658-1664.

[8] Vicente W B, Caire R, Hadjsaid N. Stochastic simulations and sta-
bility to determine maximum wind power penetration of an island
network [ C ]//2017 Power & Energy Society General Meeting.
Hamburg: Siemens Wind Power, 2017 1-5.

(91 JHI, e, /T, 4. BT SDE 1933 X v J1 REEHEHL/N

THBRESHLI]. B EAEH TR, 2014, 34 (10):
1575-1582.
Zhou Ming, Yuan Bo, Zhang Xiaoping, et al. Stochastic small sig-
nal stability analysis of wind power integrated power systems based
on stochastic differential equations[ J]. Proceedings of the CSEE,
2014, 34(10) ; 1575-1582.

[10] WE%, BK, i, 5. Z XA AR R B MR I8 1A

WA L) ], BHEHOR 5 TR, 2021, 21 (11); 4465-
4471.
Hu Jianjun, Guo Fei, Wang Bo, et al. Probabilistic power flow
calculation considering wind power correlation coefficient matrix
non-positive definite [ J]. Science Technology and Engineering,
2021, 21(11) : 44654471.

(1] XGRS, #ACH, BTt JETY R Nataf 28438 ERIR &

ARG AWM RITL ], BHAROR S TR, 2023, 23
(24): 10362-10371.
Liu Chengxi, Jiang Youjin, Han Jiangbei. Probabilistic power flow
calculation method of AC/DC hybrid system based on extended
Nataf transformation [ J]. Science Technology and Engineering,
2023, 23(24) : 10362-10371.

(12] FBAl. o005 BB R G A B I 265 B0l 3R 05 T 9 g 3
BFE[D]. AL HILKE, 2019.

Wang Yinan. Modeling technique and vulnerability assessment of
electrical cyber physical systems considering cyber attacks[ D].
Hangzhou: Zhejiang University, 2019.

[13] RE[EF, T36, FEIE. TF TR BT E Bl b 9 & K
HIRAG AR R[] BrdoR S TR, 2022, 22
(20) ; 8708-8717.

Zhu Keyan, Wang Wei, Li Xuehan. Load frequency control of

¥ Mk . www. stae. com. cn



2025,25(4)

TR AF  BEPLIRE TR BB RGN IR S SR O vk

1521

[14]

[15]

[17]

[18]

[19]

wind power interconnected system considering active response of
demand side resources[ J]. Science Technology and Engineering,
2022, 22(20) ; 8708-8717.

Donnelly M, Harvey D, Munson R, et al. Frequency and stability
control using decentralized intelligent loads: benefits and pitfalls
[C]//72010 Power and Energy Society General Meeting. Butte:
University of Montana, 2010 1-6.

Fan Z. A distributed demand response algorithm and its applica-
tion to PHEV charging in smart grids[ J]. IEEE Transactions on
Smart Grid, 2012, 3(3) . 1280-1290.

Andreasson M, Dimarogonas D V, Sandberg H, et al. Distributed
control of networked dynamical systems: static feedback, integral
action and consensus[ J |. IEEE Transactions on Automatic Con-
trol, 2014, 59(7) : 1750-1764.

Dorfler F, Simpson-Porco ] W, Bullo F. Breaking the hierarchy;
distributed control and economic optimality in microgrids[ J].
IEEE Transactions on Control of Network Systems, 2016, 3(3):
241-253.

Azzam M. Robust automatic generation control[ J]. Energy Con-
version & Management, 1999, 40(13) . 1413-1421.

BRI, AR, X, . BAMARANEBYHERS
MRl (1] BiaedoR S TR, 2020, 20(31): 12897-
12903.

Jia Xinting, Zheng Bochao, Liu Xiaoguang, et al. Security control
of cyber-physical systems with input quantization [ J]. Science
Technology and Engineering, 2020, 20(31) : 12897-12903.
MaY J, Wang Y, Li Z J, et al. Event-triggered finite-time com-

[21]

[22]

(23]

mand-filtered tracking control for nonlinear time-delay cyber physi-
cal systems against cyber attacks [ J ]. Frontiers of Information
Technology & Electronic Engineering, 2024, 25(2) . 225-237.
FERTPR. 52 2% P 2% 0l BRI T 15 B 400 B AR 450 22 4 A o ) AL
FEID]. 22 NPT R, 2023.

Cui Keqing. Research on security control of cyber physical system
under complex cyber attacks[ D]. Lanzhou: Lanzhou University of
Technology, 2023.

TSR, PhAOHE, BIREE, 4F. FET Markov B E KL
N RGNV /D T IRBEE /T [J]. AR, 2019,
43(2) : 646-654.

Wang Jiagiang, Sun Yonghui, Zhai Suwei, et al. Stochastic mo-
deling and small signal stability analysis of wind power system
based on Markov theory[ J]. Power System Technology, 2019, 43
(2): 646-654.

TR, fkE, ®hK, S BET LMI AR R pLE 1,
FAMERBESI[T]. B REMR SR, 2021, 49(5):
81-90.

Wang Yuhong, Zhang Wei, Han Bing, et al. Robust H_ self-
compensation sliding mode control of a permanent magnet synchro-
nous motor based on linear matrix inequality [ ] ].
Protection and Control, 2021, 49(5) : 81-90.
sk, EFM, RS0 T R AR E M BE L SR A S O B O o A
W], MR, 2013, 37(11) : 3159-3165.

Zhang Yan, Wang Zixiang, Zhang Wen. Optimal coordinated volt-

Power System

age control considering voltage stability margin constraint[]J].

Power System Technology, 2013, 37(11) ; 3159-3165.

¥ Mk . www. stae. com. cn



