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[ Abstract |

medical operations. However, medical images often contain sensitive patient information, and without adequate protection, there is a

In the contemporary digital healthcare setting, the dissemination and sharing of medical imagery are integral to routine

risk of illegal acquisition or leakage, which brings unnecessary troubles. To address this issue, an encryption algorithm based on Zigzag
scrambling and a new four-dimensional hyperchaotic system was proposed. Firstly, the Zigzag algorithm was used to scramble the image
once, roughly hiding the obvious contours of the image. Then, an improved cat mapping algorithm was used to perform secondary
scrambling on the image, removing obvious texture features. Finally, the scrambling factor generated from the plaintext image was
applied to the initial value generation process of the hyperchaotic system. The generated hyperchaotic sequence was transformed into a
hyperchaotic matrix for the subsequent diffusion process of the encryption algorithm. The simulation results show that the proposed
algorithm can effectively conceal plaintext information based on the characteristics of medical images and resist common types of
attacks. The robustness of the proposed algorithm has been demonstrated through testing, confirming its capability to address the issue
of image interference in remote healthcare.
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Table 1 The correlation coefficient between the original image and its encrypted image
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pOp 0.960 3 0.965 4 0.924 6 0.003 0 -0.008 1 -0.007 5

IKF 0.979 8 0.969 1 0.932 8 0.003 6 0.003 3 0.001 7

SCHR[23] Lena(512 x512 x3) TqH 0.989 3 0.9825 0.957 6 0. 000 6 0.001 4 0.001 7
X F 2 0.969 7 0.9555 0.991 8 0.003 0 0.004 9 0.000 1

IKF- 0.989 0 0.984 0 0.9570 0.000 7 -0.001 0 -0.000 6

SCHk[ 24 ] Lena (512 x512 x3) T 0.979 0 0. 966 0 0.935 0 -0.0150  -0.008 0 0.001 9
bOpEE 0.967 0 0.952 0 0.9180 -0.0250 0.0150 0.010 5

07K
(c) BMISC

K7 R ARIR R A 1A

Fig. 7 Pixel value distribution map of image neighborhood
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H(G) = X P(G) 1ogzp<l—c_) (17)

KA7) H: 6N EBIE R P(6,) I EG T
GBI R L A K9 H (6) R IR
S

M3 3 nl AL, A il A e 2 e, HR R
WE T T HIE(E 8, X Ui W] i A SO #3312
AL BRPR A B0 S B — 2 IR, SEA A
Dy B

3.6 BHMESN

N TR AR SO BB AR, LLURSE O 512 ¢
512 x3 K/ Liver CT BRG], X H: s P44
PEATUEF IR AN BT VI Mty P 8 O Liver 2 3C K50
FUSREE N 0.1 BOMERIERS SREED 0. 01 B gl | o
JEE9 0. 01 14 5 3 W8 75 T el 22 J of o ) ik 8 PR 4R
K19(a) B 9(c) AMBIARFERE BT VIBCE Z )5 1Y Liv-
er B SCEMR, 119 (b) (B9 (d) 3531y X R A ff 2
K,

%2 NPCR #1 UACI &

Table 2 NPCR and UACI values
. NPCR/ % UACL/ %
ik K14 R 5 R G m
AR CHE Lena (512 x512 x3) 99. 62 99. 62 99. 59 33.44 33.43 33.43
AL Liver CT (512 x512 x3) 99. 62 99. 64 99. 62 33.44 33.49 33.48
SCHR[21] Lena (512 x512 x3) 99. 68 99. 68 99. 69 33.83 33.69 34.03
SCHR[22] Lena (512 x512 x3) 99. 83 99.75 99. 86 33.75 33. 66 33.78
Hik[25] X-ray (400 x300 x3) 99. 62 99. 63 99.61 33.36 33.55 33.58
k23] Lena (512 x512 x3) 99. 62 99. 62 99. 60 33.56 33.46 33.42
#3 MXEGMNEERBRER
Table 3 Information entropy results of test images
ik 1% ES X
R G B R G B
AL Lena (512 x512 x3) 7.268 2 7.590 1 6.995 1 7.999 4 7.999 5 7.999 2
A Liver CT (512 x512 x3) 5.893 4 5.866 5 5.962 5 7.999 3 7.999 4 7.999 1
SCHR[26 ] Average (512 x512 x3) — — — 7.999 3 7.999 3 7.999 2
SCHik[ 23] Lena (512 x512 x3) — — 7.999 3 7.999 2 7.999 3
SCHR[27 ] a (256 x256 x3) 6.958 1 6.894 5 6.136 5 7.999 2 7.999 3 7.999 3

(a) 1/1689 P1 Kty

(b) 11685y ¥ it7

(b) 0.01 7 KT e 75 fi# %
ESI I 32U & 2 el

Fig. 8 Noise attack detection

(c) /4B Y1 Kt (d) 17439 V) Kot
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Fig. 9  Cut attack detection
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