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I3 GEAT RN I A DN B EE S8 ) e S B R
e FERA TS AT I G | AR AR 55 2 BOHA X 26 30 2% 1
TAESE o A8 5 R SCHE S B AL i o 2 v A 4 TR 4
Je BN IEARTRAF . IR 55 | B ARZE, DT R 54
WSO EL M R BT . 20T RAEHNS BB A2
fi#% PQC Ik A3 8% R idd Kol ke (&5 501, IFA B T
RRAT R A0 28 o A v ) BRI e AR T, R RIS
BRI TR AR R R K o B, Rl 2 [h)
T T T R B PR B A SRR AR o K GRAT R A
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JHRAE AL . HIR, REU I SCRHIRATLE | 5] — 2
FUE S SRS RIS, DLaBE e pl s st B aduEf
RSP AL Ty 1T w2 . BT, A AMIE A KA T R
LBSHE D WSS | SRR B UE U il L S S
RERHR SR, R, %7 R BN G FER R
T ZARAR Ty I, AH SR T A 2 i A B i
15 Jifi (public key infrastructure, PKI) 5 H{AK 2 F1 5 #1
FaFEA Bt B FIAIL ], 78 B0 SOAHE BAR R 5 it
— BRI SEE )

AR UL A2, 3k 3 W BR7E SWIFT B4 1k
F AR X AL, 5 ASBE ST A0 R A &
s w2t . H—, iRk oy k54 a8 9 B
M5, SWIFT K iz 5 & — & 30 1Y 2 8 Bl 15 it
(SWIFTNet PKD): iEF5 i SWIFT 48—% &, B b1 HLAY
i3 Alliance % 31 He A\ L5 44 22 A I 58 U3
BAE R, R R L S SR, A N I TE T
5 iR S— N, X G 7E SWIFT 3 [ M 4%
AR, s B U R Y 2 R 5 4 & S A A L 2
BRHAASEARME . HZ, sty 5 RE R M
i, SWIFTNet PKI 3= 24K 45 4k b 2k 5 #5951 3%
(certificate revocation list, CRL) %) B E & 1 5 22 4+
SEHACES IR SALHE, W IE A BT A3 K T B R B IR
HiE | 5 — R S 2B RE T, T PQC IEAJE B R IYIE
Xt 5 5 W R B R AR i DR — 2
PE o =, SRS RE XA BRI &, SWIFT BUA (5 R4 &
FEAR T T H HEUEB AL, JT4 LSRN H] (rela-
tionship management application, RMA ) & B AILA4) [H] 1)
RSCACHAZAL, X — XA L —(F BN Z AR,
{HAHT M3 e TSR W S REIX 25 AR A B UE5 iAs
P 5 S MR AL, O A T B — S P 5 AR
(7 36 R . [N, SWIFT BEA PKI K7 4MIE 5 43
RAERME TR R 0 i B b A, 1SR —
k5 R X AF ARG B, W m) PQC 8 i o 7 rh
WAAD SR RE T R AR

25 iR, Project Leap #0H, PQC 7E 4 4 fill ik
Bl 15t o (4 0 FH A 2 B — S AT A R 4l A, T2
W KARCCEE R B UERE R TIE AR . Mgk 585
HLFS MR 1) R GE kA B T8 o % SWIFT W4 ifif
T, X —iE R i BRI A7 B R A LA 2P T
PSR WA R | OSChRER A LA K 4 il 55 % 22k
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AW SLFE S m . B, T —F0K L SWIFT M 4% A
FARST 4, E— 2040 b 25 i R 2R I SR R
AL

3 SWIFT Ml R E FiRiERLE

Project Leap (%5 2 BBy SWIFT M45 (1) 5 2+
TR TEEN TES B, %0 EHFREE TE
{5 B TE 2 A BGTIE, TR AE RN 32 A 2R Go i 5638
Ba v % 8% e i RTINS T R) 3 s
PR AR S T REIE B . REARENE SRR
FLSI 25 3R, PQC TEARE L 55 st T RE 47
PEFEA TR A 7= IR0 1T DA B4 50 U i 4 2R V) 3k
BATPERE . ARG EBRAEE | UE AR R IE R DL K AL AL
FEPE, M IR SRR I 2o, MR R 4
BR 1 TR MY, £S48 )
R SCALH S 25548 2 28 e B TR AL, SWIFT 95 i
TIERAL IR B [ B R4 PRS2 2B 0 T2,
WS B LA L ARERAT | T3 3R RE I DA B W
FARZ PRS2, Hi, SWIFT 25 & Tt
9 AL 25 FH 2k, T H. SWIFT W 4% () J 1 1
HEAS BE Bl B Ay o — S AL A e 48, i 1y AN 7
SEmAEEIE . BAE AR | LR Ak
PRI BRI R TR . 4 SWIFT
XN 7% A RE R, SwiftNet 8.0 Fii T 2027 4E &
i, FWeAE K S HF PQC BE 1 1Y TH I 2% WA 5 +H ¢
Alliance /= i Ze 4 [ G A ZHEE RS BR AR, &
TAEL 15 A AR 0 N R AN fES . 5 ILIE
iF, SWIFT iR SCIR &R H B IE AN T 25 F M TH 40 i 11 . 15
B S AHRSCE T 2025 4F 11 H 58 NE S MT #& L
FE T 1SO 20022 FEFRERER MX A% R A D] 32),
L =E I 25 0 10 B AR TR Ay o of 7 i SC 2 TR ER
PQC &2 1 BB WEA5 5| 4 B B i 4 e E W
BT a5 ], AR SR HEE B S 3 R R R AR ]
5T ARG, dF—220N 5 T 5025 M) 0 o2
PE. X— 2R, SWIFT M4 1K 2 ST i g
A3 B B . BT (038 A0 ] i i oy 2 ae ki LR B
— R MR R B A

X —E 5T, SWIFT F 2025 45 8 H 17 HI1EZ
KA T (SWIFT PQC L5 A 3Chtits re ) (SWIFT PQC
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Migration Comprehensive Implementation Guide) . %
6 R MAR T SWIFT 1] PQC E R &5k %,
TR 5 e SRR AT L WA R S B B S R e,
AR 5 R B A& A1 52 nl 47 1047 sh 46 51 .
AR RO e —E SR 16~22 A/ 5 BB
SERETHR: 55 1 BB RS T Y 22 BEPRAL | SR
5B, 55 2 rBOMIR G I R a5 4E R
Tk, 5 3 BB TE IR B AR S5 SWIFT Ml PR 45 v
BB, 55 4 By B A2 7 B BT R i 0 B B B S
i, LR 5 B Beo & G I RR AL A . S R A
5 A SRk . %3S SWIFT HATE
1 15 A~ H a3k faE e v 1 AR 527,
fEiztam Y, SWIFT B FE H 7522 vd AR AR T
EIRERES RERZEW T RGN 4 KR0S
it Pk %5 R T 58 . (1) PQC Bk 113 98 IR
IHAEIE B AL S Ak, AR S R B H M2, i
FEBCR HIREA I (an 4 AR L ASIC., L% A] Fi
FEITRES) FPGA) | i 5 Ok B e 4 {22 5 19 PQC f&
P, I M B E AT TR . (2) REEE
ATHYIHRR SWIFT $2 1 PR Ga At 0 i 28 i i sl A FR 1Y
AT TME DL ELEEE RC PQC ik, T ok R4
HEASVEIR) T, 8 o i T 28 I 38 T 40 I DA Ay o U
MG, il 7 A e R 4 iR, I %60 1 9 TG vk T
Gt AME R R . (3) SWIFT Il () foiR
E P S IR A S RGN S P | B5 4 X P X
R, — B R ) 5 85 S T ARTE 2 S HLA ) 5
S, T B2 kAT AUBEAT . SWIFT P45,
WA 7. 324 d T BAH T B it 55 225 i, B
W Z IR TS A R MR SRR | e 4
15 Ht (hardware security module, HSM) i 7 1 7} 2% J&
W1, fEMAEF SR, PQC iR M EZE NI ATE TH—HL
FAI AR F AT B B i 50k, W AE T 2% S Ak g
AER— 0 AN RS . X — P AR R IR
4 KN RE R FEIC: SLEE I (— 7 & 3 HF PQC IR G 1
F, 7 — I H3ZHE RSA 5 ECC) | iEFH5IC O [RIHL
Fa R FHAIE AR 2L B0 TaE P A i ] 1002 SRR U A —
0 | BRI CRIVRA TR B T+ HSM ARG, {3
HUNELRS L AT R Ay SRR B Y ) | A
FETC AN ] ] 2 X0 By R A s ) . PQC 4252 Y ]
KA TR R AN E 22— o EFXF Bk PkER, 45
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FERBUS RS R G F I i RKIE S
B b 5 00, B S 5470 TAEL LAYME
. (4) T NIST i PQC Frifi b TAEAZEHEE 2
AT Y S T R AR I DR e R sl SR AR
LN BT BT, 8/ T R AR ST i b
PETHREZL, BIVKE i 0 5 BRI 43 B8 DL A T %5 6
T, W SEOTIRNE, IFRRELIRER TSR B A

4 LERILIPBIRITHORBHE: NKTHL
BFERPEEFEH 5 K(quantum key
distribution, QKD)

15 [E PR2H LR rp Je AR AT O T A IR 2 B AR
P 2% 1 ] Bk, AR 5 ] R b AR A T IR R AL A S5E . HH
Tt S R R g5 R, R AR K
(JPMorgan Chase) . - 4447 (Hongkong and Shanghai
Banking Corporation, HSBC). & #% 4£ 41 (Goldman
Sachs) % 4 fill B 3k 1F B 5 [ Br Rl AL 2% 2 )
(International Business Machines Corporation, IBM) .,
W53t = Bl 47 (Amazon Web Services, AWS) . &=
(TOSHIBA ) . Quantinuum, %< [F {5 4 41 (BT Group)
S5 TR AR R 45 LA TR HE A 7k 1 e Ak
W RHREE, J1 4 AEHAP FlE 0l 55 . 3Rkl rhoc
15 VA BRI 5 7 56 7= g FH 4 ek 38 41 7 b I i 56 1 1
YRR,
41 ERXREB:MEETYEENIPHNETFZHE

M

TEARBRAGHRATHL, R ICIE 1 B A i 0
PR 2024 4F 5 7, AT E AT HBOR P A E R
T—A~aUReny s - WA 457 (quan-
tum—secured crypto—agile network, Q—CAN), SZH{ T 2
A3 B AR O Z A T W BEOG AR Y e v R G
ZIH BRI R AT IR 1 4 Rl i)
FEALEY  XUH AR, BIREAROR 52 A2 80 2m 553 1Y
PQC 5 & T & F Y FEI A ME R HE ) QKD £ AR AT
TRERE . TE4 Z Ml Ciena Corporation 2\ F] 1
T FHORM SR, FEARJGETEFAR H5 1K 100 Gb/s
WL IIEET I, iz F QKD 4B 1) vy ik 7 B 2 4,
PRI A ST B 0L W 45 (virtual private
network) it £, H Al & BH 5 A9l 55 3R i 15t . 3K —
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TSR E QKD XA LA IA S &Y 5t A2 i T
1 R B A RTVR BRI BB T S0 = 1y #Re )
i, LD UE B T HRE A% A T S5 4 il IR 55 ol %ok S s
T I R B ISR ) AR 7 e AT 55 AR
42 CHEBPTBERTUEIHE~HIPBSETF
XS

VE R AR GURA TR Z rh AT T 55 7 B A AR
R A FARAT R T A8 N I % B 1 1 SR Y o —
Weo AT IHBREEER PO — R B e B
P ACFRI S T2k E Sl E T2 2R RN T
R AL S B 4 K 32 i LS R B At e Y 3
HEl A T 2115827 Quantinuum, HKFEH 44
A Quantum Origin A9 5 4 FRFEAIL M A B AR I 42
£ PQC Bk brifE, X8 &AM A2 5 K2 80T
B T A7 S R B A gk . i e AN R T
B — N I, R TR FE DA T AR AN R 53 A 2R AS 42 Ay
T PQC &2 s 87 5E 7 (0 HARAERE T, LA K
FHLFm A 5 LUK Y FaifE ERC-20 A& AT
HEAT TCEHERL ) e B AR AT 38
4.3 ERDVPENBIREFR:FHNEKEMERER(Mo-

netary Authority of Singapore, MAS)EBX& Tl H

] 28 AR I B AT W [R] R ML AR A7 R AT REAR
AV GRUE, WALH T 3K B A& A R ) — K
BEKHL 202545 9 A, MAS KA 2 AT (Deve-
lopment Bank of Singapore, DBS) . JLF4R17 . 1EHR4R
17 (Oversea—Chinese Banking Corporation, OCBC) %
K AEER 4T (United Overseas Bank, UOB) % 4% .0y B4,
TE SPTel 1 SpeQtral P 5 £ ¥ W £ 38 8 Ak A i B
T, D5 T A X QKD ML AE 4 5 4wl ] = 16

IR AL AR B & 5HIE (proof of concept,

PoC) P G281 23 H M IHIEN] T QKD 1K £ fiE
A1 22 S N R 1, PRI R HILAG 5 i
PR PO 2 6] R S AL . SR, MAS B2 %
A5 BRI i v wit s T QKD Ry FHL Y% £
iAo AR L A ET QKD HARTE HLAF M 45 2 1 B2
B AR SR ik = e 40 4 Je B DIV AE, JEHAE QAT 2
By B, AT SEI R A E R R RS,
L AT A S RS 2 T 1) S S W A o L4
SFR AL, My B AT B B R B R TR
WAL . 1EH) (Deloitte) 75 H A8 AT |52 ) 41
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HRAL A A TR T 2 0 TR A e T
Py PR 2R K g & BT AR 32, QKD A Al L Y
5 AR PHRAN K AT R ISR 2R HR /DN TR ) 38 1P
JE DT 58 o BN B ELA 5 Rl a2 A A S A S
JZBAEAL, BBURAZ OBt Ak PR QKD
VRN 5 R A e 2 st R TOU R R I 2L 7F, i 2 Rl
5 T R A U MR L A v BE R T B EE A PQC
AT Iz AR E T,

5 LWRIBKBKPE HAXRBEESENR
2 M

] PQC FJ 4 I3 8, B 2 DA Ry — 00 A 285 i 22 Sk
MV, PRI AP GG & DL R TT L)
BET A NSO T ST TR . b4 B R 5 el
FOMERE, ¥ T RE B HMEE DY 55 Wi 2 5 A 0 4
51 FTHEELRE: REEKNEMIZEEARNR

& RATLAG PR 24 5 B A — Tl g BB 2255 3 Ui
X, YA BRI 2 N SHA-1 iE5 % SHA-2
PRI BRI, 22 IREEA B HT IS T T X
AR B RO 45 o D7 s i ML B R AR A
SV B R s B T S0, (HAR IR PQC iR 1Y)
AT, WNEAE RATIE 4 ALY & S —— U Z0 A
IH 2 Ge 4 45 1 128 1 1 TR ), 1S )2 420 26 1 3%
H BTN 2847 Br 5 AR
GEIP X I 2 R A I g T 46 A (4 HSML S8R ) |
R R RIR S A RS | B g TR
G, A FUIUE 1 BR DL S il a5 % A5 4% ]
R G ZEF R IAT T IR, Zlim i — KK
H e Pk AR A8 L UERT (B4R AEORIRl 55 36 A AN 32
FEMEPE vhii BUETHR S, RIS /NS 4 mhRHEE Ak,
1P IR 5~7 48 X s dR . ZIH AR
0 RV ME AR 1 v B XSSP R AR A T I 7, X — B
BETLEE Q12 AF X ARIEE | JEEAR A3 35 A 114 R 28 5 ]
G TR AT 75, 05 0 1) [ R BOR AN SR, 4x i
) J5 - B I AR R 15 4F . TEX B R
A, B ARS T AN AR TH A B 4 5 4y >k 1 Vi
AT AR, B4 7 4Ry APL AR M ga
PEAT A TC 13 L RIAGIE . X T i AR s vk A 2%
28 T 35 ) S A ¢ s 8 AL A, ) R R iR ——
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T AR AR Ui i O A, Ao B R
A BE B B O A 3 L B, 51 & Xl
55 W
52 MBEIEZREE:WEF W 15w

SRy O A R A AT ZE AR RS R 00 R TG A 2K F
ik R, WEF BT T2 E W HLA 4 0 1 0
XF R GENE U 4 TUO0AE S R, B2 S
HUIE (DL AR BEA 28 22 A HE SR )™ Rl 7 AN AT 22 P
JRRER (15 2 B il 14 1 PQC FEAERLYE )" “ 4= Tkt fe A= 25
PR A (HEZD M58 A5 5 25 1 B HR AR ) " DA K 2
FEBWEET . TEX SN ST, WEF [ 23K 4
il B A B % 4B (chief information security officer,
CISO) FHE S HEN T — S A AT P THE RN FE 2 4
FREETERY 4 BBk ug RS O

1) %5 1 Bric: PEAE 528 . 1 2026 4E5 ML
1E H WIS, 455 Z 208X 8 MR A B T AR
HPEHEE, DIHRAE X, B0 52
FHAEHE A IRER T XAl IT %87 A 7— AV 4
e 0 P 5 Y, 15V 15 G NN 2 Bk 1 B AR
i, AR IR I JE 2 IR

2) 55 2 25 3 W Rk I S P TR S0, Bl
) 5 7 SH S0 S 4k IXUBG i 1 P8 7™ R, ) S AT BT ot
PERVIERS M o X T LA i 5 KIS R
BERCE TR AR S A Tl 0D L e 0 v B ) 3R B, DL
St S W I A e B R RS AL

3) 55 4 BB AT A SRS M, X —
B B A4 7E AR 7 A v R R A I B LR, X = R
ARSI 5 BRI 530, S e ST BEE R 2R AR AR
B, LR NIST £ BEARMER B8 20 £k . WEF B
T, AL S0 WA Y e AN 1 H A AR A 1 A
o, TN 5 R 5 B R A BOR SRR 2 550
JAAIL], AR TEIC 20 7 AR TR A g /N 4
HUR B B EE 77, DI A > 4 Rt 1 B B 2 - 1Y
JEss sk

ZE LR, B FIFRE A A | A i e AN Al
FAREASEHL, MiZFF A LS S KO A5 1
MEELFNHE . HAT, DL NIST Al NSA £549 PQC FrifE

82

AR AE B 2 1 R, (H A R A B SO, B
SRR N, DR B Y AR 4 ST A B AL F B
TR Pk % . BIS Project Leap 78 Kk JG [X. TARGET2
IREE T Bl I3 B A7 B B e i R R G R HufE LA
ZEAY; MEAT T8 T A A7 Ml 2 T A DR AR (Un g 4
AR KRS, KIEAT SMIE A5 00 & S FFA T 6 th e A7 4
AR, WP B BT 22 AR o3 A 2U ) S T A A S,
77 e 2 4 Rl 28 X SRD G SE R 1 e K, PR R
GV . FERX S B 10 TSI |
10~15 4, HA5 H w5 IR RO ATE & AT
(T A Sy 485 T e A AR B R A0 2 K s AR T
HI, A O 28 R, Mk SRR W B SR, RS
CRQC [ REC AL 4 4, T A &k & . |
Ji 4 A e A BRAE By W 48 A X R 8 B 1D P Al 20 ST
ZIHCFE R, LA R, FF R IR Y AR B X
YA IR, X OB AN IAE A S AR 7 s e
[LRCPNINPS %Y
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Global financial infrastructure and the SWIFT network: Strategy and
technological evolution for post—quantum cryptography (PQC) migration
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1. Beijing Institute of Mathematical Sciences and Applications, Beijing 101408, China
2. Department of Mathematical Sciences, Tsinghua University, Beijing 100084, China
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Abstract Post—quantum cryptography (PQC) is emerging as a critical technology for protecting financial systems against the threats
posed by quantum computing and is expected to gradually replace conventional public—key cryptography. This paper systematically
examines the systemic quantum threats facing the financial sector, the evolution of global PQC regulatory frameworks and standardization
efforts, and the critical role of crypto—agility in facilitating a secure and timely transition. With major economies targeting the 2030-2035
period for phasing out vulnerable public—key cryptographic schemes, crypto—agility is becoming essential for financial institutions to meet
emerging regulatory and compliance requirements. We further examine PQC migration across critical financial infrastructures, including
central-bank payment systems, the SWIFT network, and major commercial banks, with particular attention to key technical challenges
such as message—size expansion, computational overhead under hybrid cryptographic schemes, and out—of—band certificate distribution.
The BIS Project Leap experiments demonstrate the functional feasibility of integrating PQC into central-bank payment infrastructures.
However, the substantial message expansion caused by post—quantum signatures such as ML—DSA, along with the additional verification
overhead of hybrid schemes, poses significant constraints for high—throughput clearing and settlement systems. SWIFT, meanwhile, has
laid out a migration plan with SwiftNet 8.0 as its key transition node. Finally, we analyze enterprise—level migration strategies, timelines,
and broader implications, showing that a comprehensive PQC transition may require 5—-15 years. The analysis highlights crypto—agility
and effective cross—institutional and cross—jurisdictional coordination as key factors for successful migration, providing insights into the
evolution of financial infrastructures and digital trust systems in the post—quantum era.

Keywords post—quantum cryptography; financial infrastructure; SWIFT network; crypto—agility; digital signature
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