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WFsE

Fito 18

MBI = FEBRRRLERRE

XUBE KA, B R

ME =T A0 BEAMIKZGZ A, 234 5T % K #8856 (financial market infrastruc-
tures, FMIs) B st Ae e & & T % A (post—quantum cryptography, PQC) it 4% . BE IR /& H 4% 47 (Bank for
International Settlements, BIS)Leap R B % 2 M-#x 49 £ iE M X 48 = T % B 4 %1 4 5 (real-time gross
settlement, RTGS) & 4L35 )i & % 0 TAEZL R R A F E 1 L HF M E 7422, 5% 3] 3% PQC &
%25 209.9 ms, HHELE 28.1 ms W 7.5 45, TR, ZITH Tk B IRSUAEAT 5 0 2 A HESF
RABHN ELAGIFELIRN, HLETEHHFAL TR RERBZERWAMBL, A AT
AR ARG 3L Ak SH B BBt 2 A 4 R 3Rk M3 W& PQC. #h & RSA(Rivest—Shamir—Adleman)
WA L R W R RGN PQC ¥ e, SILRAZNEN; BB A H X F5 07T =ik
i) TRLE AL TR B P [, AMEF SR A A8 —8; L& Fd s s ey B IER 45
HER, A h R AEIRAR )G 45 ke RO iR e B2 AR, AR A 3572 PP ik BAE %% 500 ms M 4% B FR; 3]
NI T %42 11 £ 3] (field—programmable gate array, FPGA ) i /K & An ik (7T 3£ 4640 ) 90 330 &, B
DKL E 234 ms. ZIBURBEIE K 0 AT I A LR AR S SH Y SR, KM AL R
B4k, ARk S AR TR TR E T EEITAR,

XEIWE B ETEA; kT Y AR, Project Leap %5 B R B ; F4-##4%; FPGA Jmik; A% 4

SCATHE R 28 G T 2R AR E o ANk R
T8 IS e Ak . )5 B % (harvest now,
decrypt later, HNDL ) iy 8¢t 1F fh 28 ) BLAE02), i
A RAT A= 508 30 250 A AT AR B B R
Ko AT FE AL R GE PR A B indi e FRE T, UK
A7 oMb R A i R o Y X R, [ PR SRR AT (Bank
for International Settlements, BIS)f ¥ #X 4 + 5 19
Project Leap, J& 4 Hif 4 il & Gt it T fhelod iRk
PEEIH . fEEARFERATS SWIFT(Society for World-

LEXAGHEAFEEFEH R XERE(PQC-X), 7 M
215123

2. AN R EEFHREOHRAE, 7 M 215021

3.z a M AL AR, LAt 102300

wide Interbank Financial Telecommunication ) ZE ML 14 3
FETRP, HAS 1 BB 0k is RGTIE S % vl 1T, Bk
SR SCHLE PR CR AP AT HCH & 1 B . 56 2 BB
PERIAE PRI T2 SERT 28458 RGN, L5 1T &%
i X} JE %% (post—quantum cryptography, PQC) )
AERCREZ W iz B Be R S ) RSA(Rivest—
Shamir—Adleman) %% 7% 4 ¥ # &y CRYSTALS-Dili-
thium 5350 FERED) B8 B AT ia 1T, (HAE PR A L R 56 T
FIATIR GRS, STEIRIZMCH | & B4R R S5 bR
iR

Project Leap B4 MR IH, 1 PQC B ki A
1SO 20022 Frifl UK 22 HAG AT AT ED; fEL Rt Il
a7, PRAR 4 Rl T 17 B A it S U R G N,
AFAEUNTT 3 T xfE LA [ 3k g AR i 71

Wk H 3 2026-05-12; & [71 H 31): 2026-07-24
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D) AR EERE L, B2 RIER S
(signature verification system, SVS )1 R 550 A 4
fith, Ak PRV 55 1 FH #f2 3k (business application header,
BAH) MY S 7 80— B30k, ToVEAE R — 4 S [ N If
K5E RSA 5 PQC %41,

2) s 2 S EURIEZ b sE . LIBROCH— 11
3 3L Al 5 it X 5 (Eurosystem single market infrastruc-
ture gateway, ESMIG) >4 5] : BAH £t A PQC \ilE,
ANZEHEZZ 138 (data exchange protocol, DEP) %11/
B4 RSA; 2 B4 2 TCIE NI, )2 214 B B A BE 4,
B o A 1380 B A sl A4 IR £ R

3) W% M% Ak . Project Leap #2755l PQC
K224 209.9 ms, LG 28.1 ms Y 7.5 4%; Pro-
ject Leap IH P 5 & F AL MY T I BE, (HA S
L E R B Dilithium Y5025 52 Ry fRD 1 90, T84
FEOK AR RS RELAE MR 5.
WX Be LA 22 03 1) 95 28 8 T S0 I 42 50 45 53 (real—
time gross settlement, RTGS ) [F] 25 4% %, Vi 5.5 | 42 FAK
AT AL BRI 58 Sy teobe R R T R

BEXF FaR Dy S b o 557 5 1, ABFSR R g
I3 R A% A R R, TR R Bl I PR 1 [R] e 2
A HREE . DU A PERE S IS 3
Wik,

1) BEH9 2T, A SCR i B8 A 454 : W)= H
PQC H kR T I T IR Y, M= DL RSA #i4e . £t
B e, A8 W SCAETR G SERLINT Y32 48 S A5 LA AL,
A N TCR S A% O A B AT B2 41 PQC 28t
AR

2) PEREJETH, A S5 1A H 434 2 ] 2 0 B 1 S
A R R TESE 0 BR AR AT B — SR IR R 4, B
SNBECA R AR TR AE B ZEBAA 25, e e
ST 38 T PRAT; RS2 514 RIS 1 % T A PQC 3645,
AR A AT AT S A

3) e )T, AR SR A S A TSR, (K4 0 25
FEIS HURE 3531, XA o olE I (i 1) 158 0 B 5 4T
PR oR BEAE i AR , G M40 E

1 WRFR
CAVREDT 3 D J7 . ISR G &

www.kjdb.org

FER BRI ERE S IR A B4 EU S TR
A 4 Rl B B 1) J i Ak i
1.1 EZEHE R AT E L

] At R B, EIPREsi e R S e/
EL I 25 B VE (eryptographic agility ) f8  PEA ER AR
J5 Z8 H AT, A R P AR R TR A A
774 (hybrid cryptography) ™', SE[E EZARES A
5T BE (National Institute of Standards and Technology,
NIST) & B Sy — il #E i PQC A5 (1 [R] B £/ B RSA/
ECC £ M SHimFALGIIFAT, XS LR R X b
J B SR T S P 2 X A v ok 28 K U B A
BTk S . AT R AU 127
1.2 RAZZMENITERM

SR A S A E 4y 2 0. —RHBITPHE (con-
catenation), 7E [f] — 4 SCIFFI M fin 2 225 44, SC L1
B AR A 1S K H S 5 A A i X DG Y LR e
W, IR E R ¥ (nesting), {8 A BIEEXERN
B FE AR AR, BB A, (HAEIHR SVS 233
T fige B B HE -8 o5 BEUR; TR A% B 5C# 5 TLS (tran-
sport layer security ) #& FEAY AT TR UM OA S0,
A SCI B A A 12 A i 2 T RAE A Rl O
X5 A e JE T A A
1.3 RPERIZHERR

N B B Bl 5 it (public key infrastructure, PKI) 2
1], Bindel 25" Kampanakis %5 "7 18 31 & T PKI
S JE BT X509 UEF AT T, (HOCHEIE B S EE
BT, R i Ko S I 45 BAL A 6 2 B A 5 A% ) T
Stebila %' 5] Schwabe 251545 1) TLS 1.3 TR & %
A S TR TFA 42, HOFER KIS . ASERE
RG24 5% L3 5 mHRAE i, L1045 B 45
SRR AR AT 1SO 20022/ESMIG 77 R 3%
FRAFEA IE45 1 S5 8L 3R 3l fb s WA 2
—— 1Al ] RTGS A== MR8 TR 7 58, iR 25 s s

Wit

2 HFEXMMARRESERLEHME

BB A (0 AR /] I, DL T2 R 4%
PR B AP TR b, RS
SRS IS XELURIIN (R 1)
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# 1 RTGS RZHEHEMEFRS PQC TR ERA KBTI

A I

&% %4 (RSA/ECC)

BEFiEHBERPQC/ML-DSA)

TERE/ZRH I S

P B IESE R <10 ms(ff %) #J209.9 ms ARG VARG, A i

SBYRREE  R-RABRTRE SSRGS LI TR WA SVSEitid T, Joik I Tk B

EPUE RS I % DEPJZ % 5 BAH/ZH{ EPQCY JE bk ESMIGIGHA [R5 T I S A R 56, T s A S 2 U
R E ERRTIE N HHE P shokim e P8 S BOR PEUE I 1], S AL BB

E: AP HIEARIEBIS Project Leap 5% 2M- Bk 45 432, ML-DSA A FIPS 20447 AL a9 46 L 4 2 Hik

1) SRR GRS 205 . SVS BYJIS 2 Bl B A
LB R KRR % . T00 IR 15 R, X 2Rk Ab B
BAH B BR 1A H i Bl 18 FvA b, [ — RS BIFAT
WH RSA 5 PQC M H 44 1 AL IESE

2) BRPMA M CHESR: . UL ESMIG MARER 1
AL A AL PR ES 2 UM SUR A RS K2
DEP 4Ef RSA %4L. FJZ BAH & A PQC #fifhif, %
K EIFET B AR BIFER . X — A R AT S50 p
LA ]k, e A5 A 55 B 2 A Sy AR, DA
FFAb 3 PQC 304 .

3) WE TS A ] . 3 B0, Project
Leap %5 2 B BoFt RSA & 448 # ) CRYSTALS-Dili-
thium Ji5 321 PQC ;25 24 209.9 ms, £ 4 14 48 4% i
28.1 ms Y 7.5 5P, Leap HH T /5 & FHIEMITHE
B, AHAR SO I 3R 1E B 78, ML-DSA-87 HLIK &
Zh 2 0.71 ms(AVX2 Ak TREZE LY 53 ps) | #5iz
B 2 i B FE IS Y 19, AT W% 8T FE I H 1SO
20022 i CfRNT 5 ) R A A RHEE R BRI .
MK B DU E Z R B2 A RTGS [A) 25 ek ik 4%
B, TR | B A KR R R . P R R 4R 2 T
Ao 35 i i e 2B L R T — ] R AR PR A Y
MR ML, DATH LIS FERT 5| & B ZE

3 WmMEERENESERRARIT

BEXF IR SE R PESE A, 78 S A U A il 3
FEHE R GE, T 7E S5 R 3G A, 7220 R B2 R R
S AL IR RE, AN — R TR
3.1 NFRHMESHR W

BAH & [ R 3 i EALH: K256 PQC
#1:(Lh CRYSTALS-Dilithium™® =y 32 ) i 57 2 i &
TJE Tk, B2 INARE RSA KB 36, X Fp

98

PQC J& N . 4 M2 B J A1 B A1 Jmy A 52 1 390 19 5 e A
Br, SRS AR, etk 2 2 i
TR SR I HT, S 2 RSA 2 LA L 4 il 5 HL
XF By 0 U5 55 B G 00 20K BRI H S B A AR
Shor 1 MUk #h 2 RSA, P12 B it T 40 (i ML-
DSA % £ )45 Bl 37 £ 71, HNDL ik il 22 75 B
e SCIEIRABNT B2 J5 12 A U K, CRYSTALS-
Dilithium2 £ 2420 5747, I RSA-2048 (1 10 fi%, fij 2t
B N2k B4k 1SO 200226 4 W E K, vl RediE -
10 B 1 A5 5 300 55 9 G 1Y e R A% i R T (maximum
transmission unit, MTU) I BR , 5| & 4% % ¥ il P 1X
(transmission control protocol, TCP)43 i 5 A&, J
SRR A A S N 45 08 BAH rplE 224 R T4k
i, FFESRIZO M E Tl AR ASNLT B % R ]
¥R bR i i 5 (extensible markup language, XML )%
THERIRAE, HETUA R BIARAELLCR M MTU A

DEP JZ (I BE 2« 580 2 JIiz 55 i1 B ik, i ag
i) New NSP 5 g 7E 5 LA SHEHL Z A0S i i 14
¢, 3F J3 I PQC KEM(key encapsulation mechanism)
B (41 ML-KEMU) 8 87 22 4 BR 18 5 1% B DL 25 24
R TN B0 2 8 S0, e S 20 R R
IS (& 1) 6
32 #BEESRITRKIE

A5 R S 0 465 B A 2E 1 0 Ak B A LR
TEATAR R A BEAR f A 25 55 1 New NSP 45 fiEA
Ja AR PURSE U S, BIX I H New ESMIG
AR PG A 5 i) i B A7 i ESMIG HU 86 L A=
RSA ¥4, EIEPUE BT TIN5 1z 54 i
BRI 5 PQC-SVS(K 2).

Uy S A0 e T R 0 2% i 55 2 4415 £ (new network
service provider, New NSP) 7&K $H /1 % I 55 4 A1, &5 2
T8 0 255 301 S A, IR T 0 555 B o 2 BH B 1 B
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DEP (Data Exchange Protocol/A(#E3c e tp) 2
%% RSA (IG5

! BAH (Business Application Header/\l 55 JHR3k ) J2 !
i %4 PQC (FRETHE) i

ESMIG (FRIT R 48 B — 11 3 5Ll it 9 5% )
5. DEP )2 RSA %4 (i@id)

!

PQC-SVS (Jr i F2&24 WuFa:)
¥ . BAH JZ PQC %44 (i)

CRDM & Settlement System (Gl S % HIEE I ST RS)

A 1

FRAEE A 4R SCI R (PARBT IS )
External PQC Layer (PQC KEM #5455 - M%)
DEP-RSA Layer (f£5ifE 42 )
BAH-RSA Layer (/%555 )2)
BAH-PQC Layer OV FJ5 i F/R4541)_

! Payload !
1 (AHEAIESC /180 20022 pacs. 008) 1

_____________________________

APLEFTLE M (Operating Route )

1. CB IT System (H A5 BH AR R %)
BE: BAH 2% M2 PQC (Sig_PQC),

P22 RSA (Sig Legacy)
v
2a. NSP (W45 R 55 A3t 7))
PR U715 DEP f& il (Legacy, H512)
v it I

2b. New NSP (5 F &M CHL)
B B PQC KEM IsEshae (5202, fUns . R&EH)

v A 15
3. New ESMIG (J5 & F P57 15)
BE: IEIR B SNE PQC KEM N A%

v
4. ESMIG (B0 F%)
WIE: H 50 DEP £1%¢, BIIMNELS: RSA &4

v PG IET

5. PQC-SVS (HEERUEY 1)
ISUE: fEHRISIENZ PQC k554544 (Sig_PQC) | FALER4% + MR

v

6. CRDM & Settlement (255 245 )
ZE. AR ATES, Ml TR eIER

K2 gl B A R A0 T A S A 4
i, &bt 72445 KEM {53, 2 kg s
P ThEIE

A i New ESMIG 7K #H 1iij & [ £ , 857 5
1B SC T, U315 KEM 8 B8 2, XN Z2m

www.kjdb.org

WS E R 55 AT R RIS R

WS, FETCA TR AR 0 7 i RO M
Btz Ab,

A 5420 M5 (Eurosystem single market infrastruc-
ture gateway, ESMIG)J& T A ER S A 1t 5
AHRNZETT, HAE DEP /&4i)2 5 BAH Sh= 2 FE1
HHL RSA FRiH.

3.2.1 IS S5t E$= 14K 4 (post-quantum crypto-
graphy signature verification system, PQC-
SVS)

PQC-SVS v T Mk i 4558 & S8 miy v, A I 1Y
PREEAZ G AR R, B T gRAR T 1R8] (field—
programmable gate array, FPGA ) 22 (1) il *A T4 il
TETT NS, RS 2 55 R N AT R IBON 2 5
TR SRIGRE 2R FPGA s 5 848 B 1
PRI R G A — A iA=L, A T
RPZ TUAR B G 1 R ] S R Ak, JHARFEHR ML 4
e R S5 hn i S B 2 1 B Y — SO, A K A
SAREBIC. ML) 209.9 ms ) PQC KEFERF% H
[ 25 A AR, A L[] RTGS #0 %& 3% 22 [ B Ph )

T4, LUT B R b HEE

PR S, (F S 3% ) : 1 B A M O ESMIG #7%
PQC " JBF Bt Y 1SO 20022 7 3¢ % 4x %1% 2 BRI 4K
4 PQC-SVS,

AR S, CIRAHBI E ): PQC-SVS 1] RTGS # 0>
R AR FUAAE A RTGS #0064 B i Fn el 1490,
AL Gy bric M HAE T (pending) .

AR S, (B0 Al 25 ) : hIm] AX 21 98 FH 5% 1 in ik 9%
U5, Bl ML-DSA 25050255 4% Project Leap 2
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AR 5 FI VAL Z9AET 210 ms™, 125625 1 25 18] 45 3 #%
72, 45 RTGS A% b PR HA i 9 & T 2 23 )

AR S, (R Kl 1 ): 304538 1 J§ PQC—SVS [i]
RTGS #.0> T & A3 Bl (success callback), RTGS #%
OB RIS H 3 TR Commit, B3 7= B4
SERL

IR S, (IR B ) . — ELRGIN ) 5625 5 4 s 25 44
Phit, PQC—SVS & Wi LA = P e 2 T 2 BB 2
RTGS %048 56 mir b 1 J5 1k [l 1R 45 1 B 1, -2
W[ AR K o
322 fRBFEETHMEEN

BB TR 2 200 ms FEIR, AT EA
SR HEE, i LA S B R AR 5 R R
fiE, AT 3 A2 TR o

1) fRBRIF) 20 B0 ERH %€ 1658 5 28 h 455548 4 2
WAERF LR TR ], I & T R AZ ] F 2 0 i 4
5 2% g U R 2 (PQC-SVS) il = , 4553 £ 8%
BEITK RSN FRA

2) SRLTRAL B % 458 (P I B4t 58 ) 2
LB, (25 5 3 A 9025 1 2 Sl B e R B
1, K24 200 ms FERHT BRI B S £ 0 E) 4

3) R AMELE R A — Bt . SR — HU

FHE LA 3) .
3.3 BFEEEEMERE

It oA b, HEFRAR #8542 (happy path)
AL T RIGE o 5 AL OS2 6 P
IR 0 4 AR BE L ST R AR —BOhE, T E A
R T .

Yt A B 8880 : I AT5 18— BRI
PR, AR TR W SR B 1, PQC-SVS Bl
R, [ RTGS B0 TR E LRI . RTGS
FE O P B Bl 1) 42 Jmy 555 1D s il T P it
K FMEER S BT IE HE HE AR ER, 22 20 IR H pen-
ding f&1E A rejected, I+ 5 AP IEIC 3 L& E W

Yise BOBI AW 5 AL AR ) : 52 Ja) 3 X 48 0
R SE 452, PQC iz 58 ] 3 ] BE[a] Bk EE 1k
£3209.9 ms ¥IfH . YEEH TR BRSO
W b BR(BR ] B BE T > 500 ms) B, J5 & 512 5555
FEIFfil & ORI PEIE T, B59% 38 5 0 R 5 3T ) 2h B U
IR, kG I e 58 5 | & KT FRBAA AR 5t

EFXT LB 1140 (Watchdog) Il B A B AL 0, 2
TR AT 52 g 8 22 [ Ul . i T
99% MBI G AL 1 ShRHA, A R EAEA
SRR

4, PQC—SVS FEAR I ] A R A& w2 R, fl Timeou = E[Tpqe] + 2Twrrtk - 0
B4 14 A D AR B, AR B ORI — 3 (5 N Tieou W TR B BT\ 2T 53 5%
AR (ESMIG) X4 (PQC-SVS) RTGS #.» (RTGS Core)

Sy: BXARUE XML 3L
(% PQC ¥ RFE)

S,:

Wi%hE 454 (Pre-settlement )

>
<>

]
Syt

v

B [BANKEER]

Sy JHATIRUES | % '
(ML-DSA 55, #)210ms) |

BT (Success Callback)

Bl (5 IEAEA]

v

Sw: SHPEERTY |
(Rollback/4631F 2 1 )

Hlfire: [JRrdess i)

-

v

K3 TS —S b B — M R U E] I (S —S.,)
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N EE IR I GE T R FERT (E[ 1R R B, AR
FEHUHENE 210 ms) . A5 SIS 2 AR 154 1)
Py EREs A (L FH ARl B T I Y BLIR A IR AR L 10 ms);
H % 4= Rk 5 bR e 2 ofl) L e BRI k-0 FH T IR IR
rf e Zb PR LS (central processing unit, CPU) B i 311

TTARINGE R B, S E B S R TR R Y
SR IR 552 P 1 5E (service—level agreement, SLA) .
LTER N UES S, S EOE 30 AT HE
o5 99.7% WM S T8 o 7 a BH, Sl A2 T Bk s
O T2 2 2R R, A B Bl R A2 58 500 ms
W b BR P LA A 5 353 1 52 D 5 e 28 i A A
)5 FPGA Ry il et A ——bh A AX 41 51 A FPGA
KGN AT, U Al R 3l B iR R S5k iy
29 1/40, a0t nT S 4R BIEL R 500 ms YUK 3 234 ms
DAY, BIMERA 500 ms 5 FRAE, tE k%5 6 i At fif
L 1 AEMITAR L 2 (500 ms >2T,,. ), IFH R
GUAEY P HLB RELE P RD N B R O R AR HE R

Ykt C 535 DURAINE SEEFSRE) : 24 PQC-
SVS T &tk 4 A I 4% A K 2% 38 RTGS #%.0 B (3
50 C), G 6 20X 5 88— 32 e R M 3

TR AT BT 55, Fe 4R A, 4 2 5 800 i) BB
DR 5iR h HEUE BE 3 s R T AL . A D A AL AR
T R IRIR S N AZ AR 5 (5 D), I e W s Pk R
HLA b B 28 T A s R AR B )R, SRl 45 2k
PR b 5 T5 H &, EAEIESEL, i RTGS
R E A HLBIRIR & PR HE £
34 2@MARMIIEL

ARSAEHAfFRT T 5 Project Leap 25 2 MB35
J7 SRWEPEXT L L3 2, W6 IR UEREIR | 45 44 50
B RS SR E IS . % 3 WML
PERE S TR RS 2 T LA, AIRAS 7 SR SR

DL BEER B, AL 48 L% W G JC R #2845 )
AL B 2L AR Project Leap B 78 VD 4H 1138 T g 4%
%, 3 ML-DSA m#& 002 B 51 A2y 209.9 ms ZEiR,
A1 EAE A RTGS EHERE, DL R S o Bl Y
B AL A K ST R AZ R

FHESTH , ASCH RAERZRITS5YHEAE T 24>
Dy S AR . 552 b, TR R E
NS AD IR, B s 32 S I8 KL A I B A% O HE
BABAS, i T4 % I 200 4322 R0 00 SRR 48 0 #2308 T

Fz 2 Project Leap KA R E5EREREHARMREITLE

LEB 4

Project LeapZE 2/ B2 SEI8 /5 R

ARHE AR H AR R AL R 77 58

k55 =
(BAH) %44 & F 04T, L . —PQCEE 44

{£%)2 (DEP)
s Sl a ) UHRSA
FATEIE
el EIEE4E 5PQCE 4, AR
7 AR
PEREE-A
MUkl WSS B HEBA
ISTFESEHY
W 25 IIES ST, B RS ALK

[EINEPS
o AR R R

TR

i e

WS T
izl PFISO 200224 SCHYFEA AT 411

AR T P B 2 A I

kAR WSO FEBAHE INPQCA: 44, DEP{S 3

[FI2EBH 2 PQCHSIE(H ZER F+2£209.9 ms, 5] K TPS

W42 3T (bypass ) : 3l 3 B0 H 2> AL S S5 PQC
THSL R PR AR ESMIGTCHE AR B A 3 1, IR & w

i A5 - 52 10 5 {46 7 1o RAS 1 247, SEE AN SR 4 AR 4

R 2B E AR AUR N SR E, T iR EIR A4 BAHJZ SLHPQCHRSAIRE, HWiHT

BT % e 5158 e Bk

WE IR A 326 5 1% NSP il RSAZ 4 J5, New NSP
Jin PQC %44 3-8 PQC KEM Ft5k, 4t 4% B bt F- B 18
New ESMIG i 5 i &1

AT (not feasible): BISH i KW M FT ML EICIEIF-AT  FFATIALNLE]: PR RIMRAL B FAT 5128, 1R — I 75tk

P IFAT SRIBOT B3I 57 14 XU 44 , T ik AL A3

BB Ol 55 R SCR PR, SR BRI T RERE  DATRB A CUAE + P ) M55 )2 X 5 B | ek

JZPQC KEMJIN R, HLAR Se42 S ik %

S R B AP: TR + R AP IIE + F 55 R, &
i IEH, HERFRTGS SEAT %

LRAVEMRRIRIE (layered) : BT L AR ALHE R B IR TP &
JEHIEILE, Wk Lk R g HE
TP New ESMIGH#FRKEMEf %, Legacy ESMIG
A FRJFARSA, 2FRPQCH G H W il 37 15 s 7k HH, TG
I B A% O

e 15 BT LA ST AT HGE AT, AT R RS A G
AL 6D 2 , R i) 7 7 R AR Ak

DIRE LN YE: T2 A 2 RIF I IEPQCT LA A BT | B A . SCRHR & XU PR 24U PQC,

Py BES RARBR | R AR BT RS5 AR L 1] (1514)

E: B F W ERELEEIRITVLA @e b BT AARG § TR BE ARk A, ASM2,.SM3,SM4 . SMOF £ 7 ik AR K
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WFsE

2l PQC Al SCEPEARAL

Payload (ISO 20022 374+ 1F )

1. CBIT System (/1 5u4R47T £ 450)
FefE: 151k RSA, (UHUT4E PQC %4 5 KEM 325 [\

\
\\ +mI1
2a. Legacy NSP (EL & 7) \ =
______ < PIIIRL AL GE RSA EHFRTT /I' S|
/O
2b. New NSP (&t & inft3H) I's

e ¥y PQC KEM JESNTE (ZAREE, {[UN%E)
v

3. New ESMIG (J5H-F R 45)

BlE . IUEIFRES PQC KEM Jin%shse N "

~Q al =25 - \\ ;D]Il

4. Legacy ESMIG (EJEF) \ B

< YIRS 5% RSA KERFp 1S /=

""" / &

N\,

5. PQC-SVS (ME—FUB B IE T 55
PRUE. HFRISIE BAH Ptk PQC 455444
v

®

6. CRDM & Settlement (£5%5 24%)
25 PUTIHET 4 PQC &Ik 55 Ab B
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A modular decoupling architecture for the post—quantum migration of
financial market infrastructures

LIU Rui'?, ZHANG Bin’, ZENG Neng'

1. Post—Quantum Migration Interdisciplinary Laboratory (PQC—X), Xi'an Jiaotong—Liverpool University, Suzhou 215123, China
2. Suzhou LangKong Post—Quantum Technology Co., Ltd., Suzhou 215021, China
3. Yunchao Financial Services (Beijing) Co., Ltd., Beijing 102300, China

Abstract Quantum computing erodes the security foundation of classical public—key systems, prompting global financial market
infrastructures (FMIs) to accelerate their migration to post—quantum cryptography (PQC). The Phase 2 empirical tests of the Bank for
International Settlements (BIS) Project Leap reveal the engineering constraints of shifting real—time gross settlement (RTGS) systems to
hybrid cryptography: native schemes do not support parallel processing of heterogeneous algorithms, and end—to—end PQC signature
verification takes about 209.9 ms, which is 7.5 times the 28.1 ms of classical cryptography. Our analysis shows that this overhead stems
mainly from system—level stages such as message parsing and verification—software orchestration rather than from the lattice operations
themselves; placing it on the synchronous critical path of high—concurrency settlement would depress throughput. This study therefore
decouples the processing chain so that the upgrade can proceed in stages: a nested signature with an inner PQC layer and an outer RSA
layer is constructed in the Business Application Header (BAH), allowing legacy gateways to accept messages without parsing PQC
extension blocks (zero—intrusion access); the verification latency is offset by the asynchronous rollback of a distributed transaction, in
which a pre—settlement hold removes synchronous blocking and a compensating transaction restores global consistency, overlaid with a
quantified monitoring model featuring anomaly—triggered circuit breaking. Simulations show that, once verification is moved off the
critical path, the settlement—decision latency drops to the millisecond level and the software—only path already meets the conventional
500 ms monitoring ceiling; with an optional FPGA pipeline accelerator to suppress jitter, the threshold can converge to within 50 ms. The
analysis of a three—stage evolution path further supports this conclusion: with proper decoupling and sound asynchronous orchestration,

real—time throughput need not be sacrificed, and financial core systems can steadily complete their quantum—resistant security upgrade.
Keywords post—quantum cryptography; financial market infrastructure; Project Leap; transaction decoupling; FPGA acceleration;

hybrid signature
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