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ST IR 38 7 i B 0 S, ik AR R B el )
RS, (X EANT % A R & — G BR A F
IR o AR SCRE A 23 FE A FE A 2 4 oy AT T ) B
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1 PQC tHrift 5HEEHE X

TE R THAORFFEE L B 53R, PQC b
HEAL S 8 B 4 N A BR A B 2 e sl i) S0 AT 55
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NIST fEHIEFEE LI AT R ZE NIST IR 85471
HE— 0 25 T EA B N R 24 TR B B AS S 112
Fu4E (bit) 22 420 1) RSA I ECDSA Ji7E 2030 4EHij
VEAFEHBY B (deprecated ), T4 5 3% 1Tt Y2565
S W AE 2035 4 Z HT B BR (disallowed) . 5 )t [F]
BF, 2l AR T 4 B R %) PR B T A, i,
Google 23 Al E 4 2029 4E5E N H PQC T A
IEHA. FErpE, FISE PQC 553 AN I HEIE By A v
L SAESE TAERIEAE R

1C4 R 1k, FEEERIEF N R K. S5
PQC B kAR HEAL TAE, 558 )2 i 2 [ NIST E% 1
PQC FryfEALIEREL), %300 H T 2016 4F1E 205 3, 1
] 4= BR A FFAIE 4R RE A5 5 1A% 48 28 51 %% 15 1 4 38
% RIS 82 A sE i R AR I, 20t 2R
3 Rl SO 4 FeAhSEIEAL, T4 10 4R, Ak
T 5 Ak LI ASRHAERE BB, TEAIE B L 1.

F* 1 NIST PQC fREHNIEE %

EER£ O
ML-KEM Ak
ML-DSA itk
SLH-DSA WAy BRAL
FN-DSA NTRUH%
HQC PG5

=R b
BT iR
WY Tt
B4R, BT
SCILRAE, 254 B B8 TML-DSA
RSP R TML-KEM, 1E R %1y

BT 134 7E7E NIST PQC FR#EALIH B 5 4
T ESHAL HATREHH 5 AR EAE 3 N REETH
1, 5GP Re o U T A R L o AR, ARk
AR L L g 5 B . A
S, NIST Frififbili f A B B 4 Z k'R ) PQC ik
T5 FEAE T A K FIATHS B 22 B4V nT 0 18 2% & vk 2 4
WU o FEER 3 e B, kT BRI AR O AR Y
BT % 4 e 1 Rainbow!™™ Fll GeMSSHB %8 44 27 %)
R, 22 e VEpl W55 . SEETEL 4 5, AR,
AT A A R TR AT SRR T e R Y SIKE!
T AR B, ST A RN AT
T o AR I B K A A B A S R
PR Mk L, s B S S e R T SR L A
TE AR 2R IR I O 28 e T 4R rh R 380 R gtk =

NIST 7E 55 5. 1255 T 1) 4k 08 BRI B ek T 3%
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SLH-DSAM! 7522 4> 1 ¥ R R SF, AU T % Bk 2 55
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ZEFPG, MELALE T AT R o R AR B 4 TR
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AR S B A SRR T4 R RS 2R R SR

DR b, A6 207 AR5 05, o BIES B o 32 30 0 28 ot
G2 AR IS B A T R R IS T S B 1) 22 4, B
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() S B 4R, A [ 3k 1 it 35 4 Tl K 2% (TU Darm-
stadt) HET HRFEEAE T AT SVP BRERTE™T . ik
AR AE A A il — R B A R AR T A BEATLAK S, LS
Bt 5T B f e T R 55 o AL EiE
CL R AR B Tl ALl PQC K&t R EE S
kA . A NIST AR RS L2 370 A H
28 M B KR 2 A ) 55, (0 — A0, H Al #E g
BroRAm et SVP SEEIRMERE L) 10 4EFTC A E i1

2 HMEEWNRLUEST

XoF g i 1) i [ R K HC I AR WA R A, T A
BWE] 20 th2 80 4EfUHE HH AY LLL(Lenstra—Lenstra—
Lovasz) 5 1 U5 Bifi J5 & & B9 BKZ(Block Korkin—
Zolotarev ) F.3%", LLL REWELE Z2 T =R 1] AR i A
AR B AL — 1 B v AT 1 29105, BRI B B4R
{15 52 JUT- B A s Mo 8 v AS A i 20> 1) Tt Ak 3120
PR . BKZ WK A& 29 H LN — R 5| i i SVP
F IR UK A, 38 8 5 PO N A7 ] 5% S BT
Z AP M AT e . AR B e ATt
HE IR Hermite PRI BK/INDL KR S84 524K 46
MR, FEARFHE S X — B2 o MXAE L T
U, FARITAE NI 37 ST 2 P SVP T[] RK
Bk, LLL 5 BKZ ARSRAG R T 440 205 2T 1
FEA AR

TEAR YK — BN, SEERH R Al SVP 1 £ 07
RS, HAZ 0 EAEZ7FE Gram—Schmidt 323 T
Fie ZBOZ )2 I 2R, IF B BT IS AT BE4R i
Wir A AT R 38 [ S5 LA 19 23 52 o 7E IR R Y BKZ 5%
1, SVP - [R)BUR i st Rl e Moz SE Y . 7E 2008
SRS, Gama S5USI7E Y FERN o — 4R T AR BR BT
i (extreme pruning) 55 77 7%, FIIH w5 & XA0HE &R
R THEA T S RS 20 P 2R 5T, (A M e fr e 230 X
23 A A= BE AR S ) IR, 38 AR T S PR AT st 1]
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Ty fige s, T A2 24P — > RO ) J 1) e 45008 122, O
AN TR LAAH B2 AR 1] 52 6T, A 4508 P R A 20
“Weas” BN R ) RS . i RS AT DAGE B 2
B T 4E Gauss 201k, JHAE 21 28I gEHE) ik
FHT w4 SVP Y3 H S HESR T 5 ok A i It ]
SRR R AR TR, B T R B A Bk, Kt
TERLES b— BRG] 15 (BB ARAT RN [R5 4L
UL b ] [ B A, 25 [A) 0 A% B [m A SR AR B K
TS B i 1 A2 2 B B BRI B, B
TEARF IF ] BAT WA 7 B SL 3 5 27 Mk h AR T
23w BEAR AR R A B

X —FI W T 10 4E iR gk o 5 o R Léo
Ducas F1 Martin Albrecht FAHF5% 4] A Bl S8 i 42 11 T
— ZR G H BB N 0 e, 45 T A5 I AR A R
W, L | AP dE4L(dimensions for free) 550",
HESh T N WL B E TR B2 R Tk, $5A8
ISTRE R 3 R . 2018 AR, 3T 38 ik
FEZLAY TAE T UK A TT SVP e s HEZEE] 155 4E, brak
RS LA TR . S, BB — 2
F 3L F EDE Ak B 4§ (graphics processing unit, GPU) fiY)
SR A TAE AR FIEE R G 10 AR AR, B AN T sk dh
FET, BRZAE 2021 AEIRE] T 180 4\, M, HoAh
FEWTBA ST 2024 46 23 JF g sk — 2B = 190
4 TR AT HESL (AN NIST PQC FrifEfk
Fir R ) Core—SVP #5181 FE B I 2 28 LA VA A 7
W22 EAE AL T ME, T AR A R SR, X Al
THIE P T2 2 A B R AR BCR B B s B A
PR —1 1 5 A B, AR RE 0 0 S Wi i e T AR S
LR . A VAR AT BRI T ) e
SEARPE, W Wb 7% JE A FLSE Uk rh O i A 1Y) S5 B
fe 1.

3 WiEMmIHR
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AR, TN ZEAE— BRI 1) =5 P E TR
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(locality—sensitive filter) 5 W& [ TR HESR v, Bk B G
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] EE AR ] RER 5 AT B 2 —, 7 A i AL
Vifto

X T A B v M IR RS, 3k SR 1117 (7]
AARA I 2 IR AR B — IR [ R, JF Ho 4
Bl [P RS S R MG < . AL, — BeFa] Py, o
S R 9 N I o Lol OB 9B X g

VIAF SR MR 12, BRI 7 AR 22 Al TR s “ 4

AT A A it . B, XEF ML-KEM-512
SR, KINAEAE— B . BARFR ) H B B AR b iz
AR, EAT1E 3T NIST Level 1 1Y HAR 4]
i, (H BSOS R BEAL U A7 . EHLS s 58 LA
B K755 A AR T FE 360 20~40 bit A S PRMERE
T SRX — W BT, B2 3853 Al I 5 1) S 807E T A%
LARTTREII A R L e h, 7ESCFR SVP [a] @)k
i, AR R R/ INFIVAS B it 55— 3 B Ay R ) B R AR
AR FER R, PR R BT SRR
FIH

R i DR 5 FF 590 ) 8, SR HH 3 22 3 A (succes-
sive bucketing ) FIFA G ZE, LB AR 7 H1 Becker—
Gama—Joux $2 H P, HAZ O BAHAS & — IR P 4>
BOE RS B I AR, TR0 ] — 4t ) % St
Z)E 0L UE: RS 1 )2 g A R K — A, B
TERRA— G N ERAA St N e 2 20, 15 30 /MY
L, DEERT FUEAE 3 P XA SRR IR £
T, AR RS B 2 2ok B 2 A I A )N, R
S B R R RE, PO R Z G R g s T
DL SRS BN Rl EE | SR 2 e A A Bz b

5 —U G HRAH L, 2200 EARTE 23R s K
I AR X B AR, R E > TR LS A,
FAEH Y IR “HE ) e TR 4 SR BE AL
B Ry AR U A T R A . R
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BL B, 1S Al B U i 4R A R A A
Wi, MR ILIEAME LR 3 (19 4 R B L UIAT, FAL
JEUAL . R ARt e A . FERTI AT R — M
T CPU MRS NAF S, © 2 RE LI 2 B & 1)
g, E—IK 140 4ETE R BT R o, W P RE%
fatnge 2 P Wl LAE H, JUF T BB TR S A
NBESE B, T/ 5 B ) A 00 20 A 20 R B
ABA TN T E B R

#*& 2 Becker-Gama-Joux Jfiik CPU SEIAIER Y M REEHE

HEEN THRERAN

SB HiEME S1THE/S

TOPS GB
Filter0  11.81 278.8 RAM 5447
Filter-1  11.10 3.386 RAM 451.4
Filter2  39.19 80.75x10°  L3Z&AT 762.4
HE 116.4 556.7x10°  L2ZAT 3397

. % B A % (random access memory, RAM)

T A AL, 75 TR 2, i — P
—IREE 5 R AR R R ARG G, R — 1T )
KIUBLTRL B SRR )2 S AE SR . BRI &, Sk
(1) FHE PN PR A T T B 7E R S8 RAM H, T2 E
TE AR [F 75 88 £ (solid state drive, SSD) 8% 1 £ 4 %]
b YR IEFEAL PR — AT R R GE RAM s B/
TGO = AR LR GPU W AFH SE R TR
e, 25 3 e K 148 Uit 10 07 DR A 22 R RS,
B = I RAM 1 B R 2 rh 48R 1 8 iz, 1
e i B (H S R ) A HAL PR L 28 i i B R /NP
P Bl

B — SR FLIE 28 A%, QBN HUZ “ 4886 4y
JEAERL, AR AR A G R E0F 1/0 ., #it i
TR, WAKACTE RN 7843 B R A TR X, R 0T BE R
JHIMTAEIR, bt ks /R EE R HL T 0] 52 88 45 SSD. 3K
T SE A5 K W], HE 25/ BT 152, SMF
VO FFAZ IR AT B P 3 /Y, F 3] 1
WRUTE SR AREELE L. S50cFE, A GPU
FF Tensor Core NG BE T AR AE T % R I AE A
R, TR RS B U AT 55

FT AR AP 18R T — RV B HE
LT U SIS R . 15, BT LAl Y i A
SR Mok v e O T B0 S, R A VAR B
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NI AT I . HOR, ZE A SVP BREL L, B sk
PRE 24010 s N SERY 190 dEgdkaiifim, gh— oKk i
1200 4 Kz 210 HERY S, Horp 210 4ESLEIEH] T4
+ TB (AN, BT R 78 do ANMEFTHE T
WA R/ IN SR R, ARAS T 1~2 DR G mT
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S EL, 33— S R A3 AR R T R BT
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T BT R e AN ] 20 o Gn SRS oo 503 i i ) 4k
SLUAaEZS 15 4R Y B ER T, 7E 20~30 4F 5 H B
NIST #RifEAL AT 41 ML-KEM-512 2540 25 i 9 5%
Brome e i RURS: o BRI 22 A1, 12 S Bt 7 T S0 Sk 28
By 4k Tt A T R AR B AT 28, e, ] LA B
PN fie 8 B R /N ) < MIL-KEM—256” S 451, 8
BT Z A AT SE I T

LR XS KBS BG 45 5, ST A A A% 2%
e o e L RN DY e ) 1 T = 3 7 TR TS 1 <5
A5 A JE ORI D7 2RSS BN YRRt i
TR FTE ) “ S At IEFE R AT R SR . Ui
JUFANRBZAHE T 1Y PQC iy K B 2 2tk

4 Zig

AR ORI dee BT 2 TR 1 40 AT R — R BN TR SR
T, W R 2N & BB R S T AR B VA
B, AR AR | ]S AT LR RO 9 2 4ok
S R R TR 5 o N N TR s A =1 - 2l v
RS HH TURR (0 T AR PR 22 4 Ay it IR E RRLR il R 45, 1
Hik— a2 S0 A 150 . R T QAR A7k 55 DG B 5L
R &, X — S L E L,

PG R H 25 18 0T A RKEREE T, ARA Tk ek
LR B E ml S R ). AT B RS
I3V B M 7 5 U, A Y ——
W BRAS TA AR B B SRR G R BE | %00 %5
MEHS KA BIEECIET . & S SIE G SE—
W 5 %2 8 “ SeArtit . Ja e Bk A g . R,
A TAERA R Stk hinEEaE T
2026 4F 6 H KATIIE 14412 SATHA P, BHRBEHT
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A = E % 7= (high value asset, HVA) 5 H 52 W R 4L
7 2030 4F 12 7 31 H A58 B 9 #5719 PQC i 4%,
JF1E 2031 4F 12 H 31 HRETZEREG24 11 PQC 1T,

FRAT M AR 22 4% 00 M1 55 37 50 B i 58 1k i P BE [
FEA B ERK . DL P ARG 5oh i), Hall 554
RUR IR 5Lt 52 RITAE: Ja s 1] Py 7 ZE b 21
Vg i SR DR 5 5 AR K, RIS RR S — 5 5345 A Ao
TR S AR o I PR, Ja T B0 1Y) 5 A7 BROF B, %5
iz AT e A BRI [R] 7 11 PN 58 B, AT A 43R AT
23 LA 5 Ve i 157 SIE 5 R GE A X S R M SR
J5 APt A A B 0B S RCREHE, WAEAR T
SRl %5 Y m & LeunIRbE 2 S R T IR AZ B
JHER R ZePE . 78045 285 i PRk g e, A6 28
BN R AR E AR B 5 SE I R AR X e 5, FE i
R N RS E TS N I TE- e ez iR T Y 55
B, BRI — 4R R E 8 M Az —, Hii
VR AT SRR BE O R BT 09 1L

PRI, 76 AR BUAE BRI 247 /Y PQC 1L 8 FIER &
SRR, XTSRRI, AR SR R TR 2
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[ M e YRR L . W 2R i pY &, BRI NIST
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) U2 A bE | KRB bR AES—128, AR B B Ak T4¢ 4
TR A I SRS A% M Bk A B ) 22 A5 20 BR
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AR R AT EE R T C R BT O B LR
TEX PP Bt e 1A ERR AL Bt vy AR SR ASHERR 3
PR S BT T I 5T, X TARAT X A A
Ky se, IR H LRI A S5 BRI,
Al R FH XN ML-KEM—-768, ML-DSA—65 & 455 9%
5%, AR Z 2B R R, XIEE RS
SR R PEREAC Il H FUR A BRAY, A2l e
R M RGIES LT, HIRes W E R T &l
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Cryptanalysis advances in lattice—based post—quantum cryptography
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Abstract Post—quantum cryptography, as a key technology against possible threats from quantum computing, is now becoming the
foundation of next—generation cryptographic systems. The global migration to PQC is underway, with many countries actively developing
new standards. Among the various candidates, lattice—based cryptography algorithms are popular due to their efficiency and small key
sizes. Security analysis is crucial for ensuring the reliability of PQC. This paper focuses on the security analysis of lattice—based
cryptography. We first review the development of lattice attacks and their theoretical background. Then, we study the main memory
bottleneck in the best current attack method, called sieving, especially when used at cryptographic scales. By improving both the
algorithm and its implementation, we achieved some new record results. Our tests show that the previous view of memory efficiency as a
critical factor in lattice cryptography security estimation is significantly flawed. Based on this, we provide recommendations for choosing
parameters in PQC migration and deployment, especially for critical infrastructure like banking.

Keywords post—quantum cryptography; lattice—based cryptography; information security
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