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23 3& [ NCCoE 7£ PQC i Jy i i) Bk
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122 BREFERIBHNEENEE
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PERUER 1 0y X0y 5 SURYHR B B e ds i, l T NIST
A E AL PQC AR AR IEAE ) BT HEE, D 1 Bl i
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AR T O R A R R I TR
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FL 7 38 CAn XU AR ) . 3R 5 T 25 s o 1) 32
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16 FRIERE |, H AT NCCoE 1F7EREZ: M4k PQC
M IE RS HE SR, HAZ O B R JETE NIST 1Y M 25 & 2 HE
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tute/Quantum—Safe Cryptography, ETSI/QSC; #7 hn
¥7), % H NCCoE MR 1/ “NCCoE J& it 1%
WIiE” R i, 45 th 76 TR PQC 8
HEZR R A LR, BIRFH NIST S il (1« P26 2 4
HEZL” (Cybersecurity Framework 2.0, CSF2.0)!),

2025 4 2 H, 7 B FriE A 4217 (Bank for Interna-
tional Settlements, BIS) [} 2E /K (Basel) &t # A T (1) 4
BRI A7 5% 4 £ (quantum readiness) 231 [,
NCCoE R EH TIZEBESR ., HILE 3%
[ PQC TR BEAMERL O & LI . TR T
HEHR A JEC 232 BRI NIST (45 2 S HE 4R CSF2.0
kI -

NCCoE R ] CSF2.0 1) 3= # 5[5 72 PQC 1L/
L5 6 I REAR N 45 e A HE QARG L, DA T DR AR Y
WA PQC FRE T K FHEIEH . X —
PR EA %

CSF2.0 #1281 NIST X {5 |8 5 4¢ 52 it 42 42 KUK
IR — BT, I 5 ZHT A A 1 FR 5 W 24 A AU
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At 20 SV LA A5 38 ) B 7 I 2% 22 4 XU BB T 48
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(CSF Core) ., ZZHMFR CSF A%.0r, 7T LLHE BhTfaT2H
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FERNFN T2 BB 2R 5, TR UL T R or 2
J. (2) CSF Core J&:— 21 P 2% 22 42 ) 52 45 %, $52 )
B NS . RSB S R B HARS T
BINH DR 2 UL R 2652 4 FR AR 1T 5, 6 T 3K 261 T )
AN N ESE TR, BLAh, DIaE . 251725110
JIGE P 0 /NI A T A 2 S 80 AT B4 I sk R
CSF Core %51 15 75 5 20 ZIHLR P9 St JXURS: 25 3 A
NFEAEIER,

CSF2.0 & T |- i& CSF Core Z4b, 45 LA T
2 AN (1) CSF AZWUAHEAL, iX & — PR HE CSF
RO G5 SRR L0 S S iR/ H AR X 48 22 4tk
SR HLEL; (2) CSF g, ml W H1 T CSF 4L Y
ML, DAFE I 20 ORI N 45 2 4 XU T FHURD 8 H S 1B
sl
2.2 NCCoE #J PQC T HEZ M4

FHF CSF2.0, NCCoE & T —"MNITK a4 0 “ VU

B o 0 4 SR AR RS AV O SE O A KU A P

(data centric risk management to prioritize mitigation
and migration with crypto agility) FIHELL . ZHEZRAYHF
JR (1

1) PQC RS HESL S CSF2.0 A& . NCCoE (1)
PQC iT P HE AL M4k A B) CSF2.0 HEZE v, |V |- 3&
CSF2.0 B4 19115 PQC i AEALAHA & . "L
il BA b PR A% 4 CSF2.0+PQC. 1 4%t, NCCoE i) PQC
TERRELE 73R 5 KRB B 35 1A Mt 2 35 3

PQC i # i) 24 H b w1 Z41RM, 5 CSF.0
B H AR W 4% 53 [B] 22 4 VA B H AR —3. A,

NCCoE 1] PQC i # B 55 2 /> B B & B0Hl % 7 hi 22,
LGRS, 25 28 R (B AN RS 1 ) . B AR T | 4%
REZ MRS, PHUIE B RG% . XA RE
F& ] CSF2.0 1 “ I BT, A HE PQC T Fad #2 Hp
I B IR BB, LR AR S SE R R
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R, T T2 K AL A L e AL 45 ) . 5B
5 AR PR R B T . s
B, X 5 RIRPE TR RENS S CSF2.0 /Y 5 N ER YT ——
SR, 7E H R NCCoE fY PQC TS HELL Y rh plf R A 3]
FT 2y A BE BT . (H ST NIST 3 XU 4 B A AR
HEL T8RS THAFC SRR 5 A, FrLi7E NCCoE
(1) PQC BB HE S Hof 56 10 19 £ S CHE T 2 i B %k
TR,

2) NCCoE CVE M i bt e £ . &
NCCoE WS, BTy 24 ST
P48 T s S TR (50 | i i a8
EitE- QDR INITE TN D I ok /8 NG K 2E8 7S R 7
7o BRI (1) L4t asdehn. FH
Witi% . (2) MEAERRL, miEIES8IE. 3) &
MtE. H5EEAALAEMEN 8, (4) B
ERHELL AR i et | SRl E A B, 55
DOdE B AR kR iE . (5) BET A H RIS, f4E
PRS2 P PR ML . N J2 B9 API(application prog-
ramming interface) 15 . S35 FE . RE A R AL 4
(6) PRURT RS TERE . AUHRRREM: . 1 40k, 5T
W, VAR 2 IR 55 i s il de 45 . (7) R, ek
B PQC IR TR LA KON S FHR B T % 1A S i 55

# = Hll, NCCoE 37E X} ik PQC i BAELE A
Wri T difb ot 35 . 5 248 A2, NCCoE X4~ PQC
TERAE SRR 50— AR B RS PQC iR 11, JfAk4t
SHEER R, SIvFERE, th ERME TAEH WA
S RARTTL. PQC IEREHEALE T A O 1Y WLAR, IT7E
2024 4F ETSI/QSC Hrnyi 4 2% . 2025 4F BIS 41411
& E AT AT AT 230/ 2025 4F ETSY
QSC VHHEF 472 I 5445 NCCoE 7F P 1) 45 [ 4% 3

AT 13

3 rhERTTI PQC EBERMR

W EAE 2023 4F 11 H G 8h TR &
SR TR ARA T b S HOC B R it (5 R S bt
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T BB (PR 055 W H ). 055 31 H
J& TAEA BRI BN A sh ) & R Tk PQC i 8%
WHZ—. 75— K& Tl PQC T HY i
H, /& rh [# bR % #4817 (Bank for International Settle-
ments, BIS) | 78 &K B4R 1T (Deutsche Bundesbank,
i [] Ja 17 ) Al 2% P 4R 17 (Banque de France, 725 [
1) BB RS 1Y “ BRiETTHR)” (Project Leap) . %11
Y15 055 W H [ A 36, 2R E AT B R
112 [E)i# L VPN(virtual private network )/IPSec(inter-
net protocol security) % [ #E4T PQC iE #4156 ; 055 1
07 R AR A T ORI N 3 s, LR AT M
WATHES T2 5 1) PQC E B H AR SIE . K, %
S AR B FVEAE T P AR AR L 055 T H 47
SeT BRI

055 i H i iR Z — 24 th 1 “ BRIk sh 1y AT
it HEEIE B HESL” (a Data—drivEn Pqc—Agility
migraTion framework in bank indUstRiEs, DEPA-
TURE), BF“JEML” o i IiE B AHE AL 46 T & AL HR
A R B g | R A W TEAG . PQC B
FEEFRS, DL R RCR K 53X 5 S BRI AN 3T,
IFIE A WHE PR LA B2 5 A 2R . et i 1%
VAHLRASEE R . DU SR HEZR 00 &1 B8 gt
TR ZEA A (E 1),

‘\\“)‘3\\
A

Sl EAZASY
Tt LCI;,,—,*_gﬂ

TR

T AR RS (R BR ATl B T
AR
3.1 ERIHIAS
R BEHRUI IR 1 BT S5 R BHR L S
TSR GE P TR A B B SRR G 55 %
HRCam s B SR R BAR S ) o T AL SR
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RGY ) B AR B DL E R R B S
HE, WHLEB T — 20 25 D58 it
., X—RESEHATEPr L PQC B8 TAER S —14
I, R —ROME A, L BET Ss REE R L Bl
JE . TE RS P A, AP R R 5 i FH 1 25
T 2 o X A 7 T A0 5 — AR 4 25 i A ke
(RSA/ECC/SM2 %5 ) AT AR IRG  E v 0 X SL %5
AR I TCIEHRAE CRQC MLt . PRI M I 28 2 4=
TR RVASE D %) 1, 3 L R AR AR A R ™ e 1 X+
) Y s T . 055 30 H & E R b R IR AR
GitHub V-5, DL 52 | 217 Linux, JRMi&#AE R
G AT T B () B A A A G R ), B 4T
B
3.2 EWEA~FRILHE

FEE RSB U B LA L, TR EEXT LN T —
TR PQC R EHZAE B (Bl [FE R
G2 5 N PR AR SC Y B R B 7 L AR R ol
G5B L b 55 Ui AR L A 2 AU ) A T AR R IR LS
AL ARSI Al XU 45 2 (enterprise risk mana-
gement, ERM) [ & )38 5 F, il & 75 B T2 11
PRSI

VRAT ML R, #2005 B8RS, W& Pk P as 1
fEpat B ARG K SR Fz A Bkicik ., %47
BRI RS S—B S TR
v 55 P 5K S5 K2 o SISO 55 1R B
YR AT T WP 5 B AR DG I BRI R 4,
T AT IR IR UG B, 7E 055 W H 80 3 K
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Abstract This article studies the current work on post—quantum cryptography (PQC) migration in the financial and banking industry
both domestically and internationally. It provides an overview of the PQC algorithm solicitation and standardization activities in the
United States, introduces the relevant guidelines for PQC migration in the United States, and presents the framework design for PQC
migration. Finally, a PQC migration framework applicable to China's banking industry was highlighted. On this basis, this paper reviews
the origin of the PQC concept and the algorithm standardization process, as well as the current status of international PQC migration led
by the National Cybersecurity Center of Excellence (NCCoE) of the United States. It then analyzes the NCCoE PQC migration framework
built upon the Cybersecurity Framework (CSF) 2.0, which covers five key building blocks: quantum—safe governance, data asset
inventory, management tools, risk management, and crypto—agile migration. Based on the National Key R&D Program project "Research
on PQC Migration Technology for the Banking Industry and Its Critical Infrastructure Information Systems" (Project 055), a Data—drivEn
Pqc—Agility migraTion framework in banking indUstRiEs (DEPATURE) is proposed, which forms a closed loop consisting of five
interlocking phases: cryptographic module discovery, cryptographic asset inventory compilation, quantum—safe risk assessment, PQC
agile migration, and security effectiveness verification, and finally outputs the quantum—safe governance status. The development trend of
PQC migration in the international financial and banking industry is also discussed.

Keywords post—quantum cryptography (PQC); quantum-—resistant migration framework; critical infrastructure of the financial and

banking industry
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