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1) (pp,MSK) < Setup (1): fi A &S HA, Hik
i YN AL S Bpp I RLEH MSK, 5 pp 43 % 4 HoAth 5
&, MSKH F -4

2) (PKs,SK;) + KeyGens (pp): iy AN IS %0pp,
B A8 PR AL SK, ik R Aa 4

3) SKy < KeyGeng (pp,R): it A~ IS5 pp AL
FAEYER, B ALV SK, R IELBARHI .

4) CT < Encrypt (pp, ck, SKs, (W, 1)) ¥y AN 3ES
Bpp . KHEF ck, B A # B9 FAEH SKo 17 ) S Mg
(W, t), Bk O 7% 3 CT, R R B RjRSS 4.
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e: G xG-Gro HIK, AMERUEHLBOE 3 A8 A bR
¥ H,:{0,1}' -G, H, : Z,~GHIH, : Z,—Z,, FEHlEH
— Ry € Z, o Bm, A EROE LR TR 244
SR pp M FFAHMSK, ¥ HRR 4G RGP SN2 5
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pp = (p,G,GT,g,67H17H27H3,8H3<V)) (1)
MSK :=v (2)

3.3 EHEM
%540 M A KeyGen (pp) F1 KeyGeny, (pp, R) Hi

A ERUE AT, 0157 BRI A FEEE P A
BB . X TR &, AN ILSEpp, ATHEL
B O BENLE B — A Hs € Z,, R MBS A E 1Y
INPIPK = g FARAEH SK = s, I H & 3% 25 B s
HH.

XFTEAR P AL
AP EER = {1,2,--- 1}, 7]
4%@ﬁﬁpMeZA]u\*ﬂ]— Hi(v)o XFTjER,
WHEY =plilo &5, AAEBUE O 4% B SKy =
{9} AR IR
34 EXItHE

20T B Encrypt (pp, ck, SKs, (W, 1)) § 7E R
KT IR S0, AR A & AT, X T =8
M, BHEIA & e KT ck € {0,1}, IF AT
G2, LR = BUR O R X I O &R . R, EdE
A AV 0] 5w I8 i 1 55 i %% 53 1 ABE—
Encrypt (pp, M, (W, ) L =855 SCCTy, PEE R
k55 %

BARR UL, BURIA i AN IS Epp , T
ck € {0,1}", H C WA SK A5 [ 5K wg (W, ), Hirp

S pp . ERHMSKHI
{5 BUR O BEAL £ —

W=1{1,2,---whEHES, tZIRE. XFjew,
BEHLIE R —A K € Z,, T

Cl‘j = Hl(Ck) -H, (]) (3)

C,; = H, (ck) - H, (j) (4)

=g-g"-(g) (5)
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5, BRI & BoE R % L CT = {C,,
Cyj, Csj}iew, PAER RIS Ao
3.5 BEITER

R T 142 B35 Trapdoor (pp, tk, PKs, SKg, R) H1 (40
M, A A IS Hopp. TR R CH S
thk € {0,1}" . BdE &% 4 A8 PK . B F P AR
SKFFH P JEPER, i th X B AR &R G T 1 TD, FAEZE =
M55 BARRUL, B a5

T, = H, (tk) (6)
T,=¢ (7)
T,,=g", jER (8)
B, B P RE R R 8 TD == (T, T,
{T3-j}j€R>O
36 EXKE

mR S AR A S S Bpp . L% SCCT
KR IGITTD . Vil s ms (W, ) FH P @ R, 4 Ho
A B %5 SC K R - 3 Search (pp, CT, TD, R, (W, 1)) H .
WERIRNW| < £, =R 55 a8 [0 37 L OCHE 4% SO
KRB TTAICE . &0, = k% &% 8 1 4%
JCRNWHE 15 |]|=t, i+ & T,=e(T,,T,) M T;=
(T o))" w455 € 1, 2045 B SRR 9T H R B
L= jg]g# PP Ul N

Ty, -Tis-e(Cg) /e(T),Cs;) = e(Coyrg)  (9)

WA AR € 1, NP AR, W2 k55
T SR N 1) 25 B0 5 S C T3 [ 45 5008 T
s F P 8 FH i %% 5595 ABE — Decrypt(pp, CTy, SKx)
WE ZHHEM
3.7 EWmYSNW

AR SCIH] 1) 2= B8 U7 R4 1] R DA IR 2 SCRS R A1
(Y TE A PEAE T S I R B 1, 2 2 IR 55 w0k 3]
ckXot B (1 G HE T 3L CT = {C1, o, Gy}, I R
(K RBET T TD o= (T, T, { Ty}, ) I #ck = the, WA

T, Tys- e(ClL,,g) /e(Tl,C3J)

=e(H,(tk), He H, (tk),

j€l

e(Hi(ck)”,g) - e(H,(j).g) /e(T,,Cs))

— e(H, (1K), ¢) - e(H, (tK) )T
e(Hi(ck)™,g)-e(H, (j),g) /e (Hi (k) , gl 00ms)
—e (H1 (tk) ’gs+H3(V)) e (Hl(ck)rjs,g) .
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e(H,(j),g) /e(H, (tk) g)HE
= e(H(ck) 9" e (1)) /
(Hi(c

) )+H( )+)

(10)
(11)

= e(H.(j),8)
e(C,,8) = e(Ha(j) - 8)

I, AR SCRA i A5 R IR
3.8 &ML

SE Bl ASCHE H (1 ABASE J7 52 RE S HEAR Py 38 ¢
e NG

WEW]: 7R SOHRA AT, e ck € {0,1} il i
U A bR BCH, {0, 1} —G A BEHL L 7y € Z, Bl 15U £E
Cy MGy, th T H, (ck) M1 H, (j) R REGTHAYICER, H
r R BERLEFERY, BT I0E N Cy MGy, P BRI e B
FR JIAN, TR O T SO, B A H
WA HCWAHASK =s, 25 CuMitH, BC, =
Hy(ck)” - H, (j) o #BTFAHIES, WIJCEASIE H, (k)™
BRIV T ARSI (I 2 i 95 ), L TG 125 81 FH % S
A AR OGO 28 L RTIR, ERECT B
PAFATT, B = M A & AP SKs, JoikAT 358
SHEF S, OAS SR Y ABASE Ty 48 AT IR PR G
ST I GRS

4 fHEESHT

A58 T 55 FOAFG F 4 B9 Ff B XG4 1 1 8k
A7 M BE 43 B o AR SC 56 7F 45 55 12 1€ Intel Core
i7-12800HX 4L FEZS 5 16 GB NAERIZETCAS Higi |-k
7, i T Z ¥ ET Java JIPBC B i~F RS2, w1t
AR Bk, M BIRASCE ) ABASE 755 MABKS
TP ABKSSM J5 R DSA 75 Z 4 S0
Bl 1A A 2 SO R S T S TR S A P RAEH L 6
S S, R R AT T E S RS T X L A A, AR

a0 0 T O O B A (10~100) Fl & M B i
(10~50), SEEE5 IR (s) FT-745 (KB) A,
TR T, A SR I R R A — B 4 P
SR IREE, 4 Type A BUHH 2Ry = X° +x, FF Hi%
|Z,| =1024 bits, |G| = 1024 bits |G| = 1024 bits
41 HEFAESWH

BB R P T E A AR R R . K1
/8T MABKS. ABKSSM, DSA f1 ABASE f{ g
TR b o 5 B N AE, TudRRa A B /et
], Te KNG L ABERIRAERT ], T FRHFGr 1Y
R FRAE T ], To3RoR WAL FL X #RAER R A,
rER IR TERRE, 138 ABKSSM J7 & h A g 4%
RO BT 345 10 8 PR B, de R U n) SR M B4 AR A7
B, wRRUTESG TN TR E, tRRT4E]=
RN W HTTE R

F ROk, i i B 4 MR, T BN
SCHERL BT T A= AN 28 SCR R R S TR R .
B2 i, 4 oG HE 4 E A 10 35 % 100 B, MABKS
BT AT ] AN 20.6 s 38 £ 206.0 s, ABKSSM A 115
IFIE] AN 13.3 s B4 % 133.0 s, DSA HYFHERTAEI M 16.5 s
192 165.0 s, 1M ABASE AYTTFERFEI M 19.7 s 264
K% 197.0 s AT UL, THDA SEHE T A8 K AR SCHE
) ABASE 7E% SCH At R vl e 1 0 i AR M
SRR, HO T3 A X T MABKS HA L%, 1%
i ABKSSM #l DSA &i58. Kl 3BRT 4 1T Ek
I TA AR T T AT L, T T RA T AR
T RS SR R B, ABASE AYRA 1] A B[] 4 241G
THoh 3R, WKEHE-F 2. [H, BE G
B AYIGIN, S350 3 A5 SERAT T A s 1] 14 15 ok i
LT ABASE. BARINF, Y8740 100 B,
ABASE 75 Z B B 1A T T AR 3 A8 3 A4S T7 210
76.19%. 46.38% F1 18.82%.

®1 BIITEFH

EXITEE X
MABKS?! Ty + (4r+3) Tg +2Tgr + Tp
ABKSSM™ Tu+ (2 ri4r42d+ 2) Ts + 3Ter
i=1
DSAP (d+6)Tu+ (3d+5) Te +2Ter +2T»
ABASE (Ww+1) Ty +3wT

PRI EMREE BXWEREE
Tu+ (2r+2)Te 2Ty
Tu+ (2r+1) Tg Ter+ (2r+1) Tp
Ty +10Tg 3Ty+rTer+ (2r+7) Ty
Tu+1Te tTer + (4t +1) Tp
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L 200} L peM 1 DSA HA RN B H . BARM S, Yk
S| s Bt i, MABKS KR I ] i 0.6 s 3% 6.0 s,
i ABKSSM i Z i il i 6.6 s I F 66.0 s, DSA Ky
P ) X R
x 100 | RIHEH 8.7 s 4% 87.0 s, i ABASE A4 K2 At [A] L
g | H 43 sH% 43,05,
) ) ) ) ) ) ) ) ) ) 100
0 10 20 30 40 50 60 70 80 90 100 —=— MABKS
SRR Cosof o g’:AKSSM
2 SO TR AR H £ | T ApAsE
200 ¢ o
i X
» 160 —e— DSA {ga
&= —e— ABASE T20p
3} 120 b
?11%‘; 0 10 20 30 40 50 60 70 80 90 100
S 80 F
2 S
= af %{M/ 4 8 SCR R IFRRT
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An authenticated ciphertext retrieval scheme for cloud data access control
CAO Yibo', XU Shiyuan’, CHEN Xue’, XI Yuxin’, GUO Yu”

1. School of Cyberspace Security, Beijing University of Posts and Telecommunications, Beijing 100876, China
2. Department of Computer Science, The University of Hong Kong, Hong Kong 999077, China
3. School of Artificial Intelligence, Beijing Normal University, Beijing 100875, China

Abstract Searchable encryption is a key technology for enabling data encrypted search, and it has significant application value for cloud
storage. However, existing schemes generally adopt a single—user model and are vulnerable to insider keyword guessing attacks, which
exposes cloud data to the risk of privacy leakage. Therefore, there is an urgent need to design a searchable encryption scheme that support
multi—user models and provide higher security to meet the privacy—preserving of cloud data. In response, this paper proposes an
authenticated ciphertext retrieval scheme for cloud data access control. In terms of access control, the scheme embeds attributes into users'
secret key to generate search trapdoor and incorporates access policies into the keyword ciphertext. The matching of attributes and access
policies is achieved through threshold secret sharing techniques, thus establishing a fine—grained retrieval permission control mechanism.
To enhance security, the secret key of the data owner is embedded into the keyword ciphertext to provide ciphertext authentication,
effectively preventing insider keyword guessing attacks. Performance analysis shows that the trapdoor generation algorithm in our
proposed scheme are computationally efficient, while the user secret key has relatively low storage overhead, making our scheme suitable
for cloud storage applications.

Keywords cloud storage; privacy preserving; ciphertext retrieval; access control
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