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An Efficient Disposition Algorithm for Packet Filters

WANG Jie, DONG Pengfei, LI Zhen

School of Electrical Engineering, Zhengzhou University, Zhengzhou 450001, China

Abstract Packet filtering of the router is the first defense line for the network security and plays a crucial role. The current studies focus
on the data packet detection and filtering, without due consideration of the packet filter device deployment. If the packet filter is deployed
properly, the network performance and efficiency can be significantly improved. Packet filters are always placed on the border of the
administrative network, the boundaries between trusted and non—trusted networks. Generally, the packet filters are placed on the router in
the border of the network, and a tremendous amount of time and space would be consumed, that results in time—delay and congestion, and
hampers the efficiency of the network. In this paper, a new disposition algorithm is proposed. To compare various kinds of risks in the
border and to remove the edge with operation risks, the packet filters can be placed in an efficient way by generating a shortest border, to
provide a perfect protection for trusted networks between the internal network nodes. Experiment results show that the number of packet
filters is reduced by 20% to 50%. The network delay time is reduced and the network connectivity is improved.

Keywords network security; optimal filter placement; packet filter; the shortest path

[2-4]
o

(Shortest Path First ,SPF)b!

, , (Optimal Filter Placement, OPF) ,
o ) s ,
: 2010-04-06; :2010-07-28
(20094101120008) ; (074200510013)
, s N s :wj@zzu.edu.cn
80 2010,28(18)




] jcmik

1 OPF
1.1 OPF
G(N,A), N
JINI=3 A (arc) -
) CQNXN_{UiEN(i’i)}s
(u,w)eC, ueN ,
velN,
C u v , R(u,v)
C o o
k peRu,v), P0sP1sP2s """ sPk>PO=U
PI=vo R“”=(MLL)JECR(u ), nodes (p) P
,ares (p) p R , A
, (i,j)eA, (i,) eares(p)o
0 R 9d ’ b
FM(o.a.d)= ; p €R(0,d),ae arcs(p) )
o d R a,
FM(o,a,d) 0, R 1, ,0
,d ,a o OIN?
0 ddeN,p eR(o,d),ae arcs
FS(o0.a)= ; p €R(0,d) ) 2)
, 0 a, 0;
s I, 1, 1P
M FS , (o,d)eC,
acA, FS(o,a)<FM(o,a,d), peR(o,b) (o,b)eC,
acarcs(p) (o,d)eC,aeA s
R(o,d).
1P o s
(0,d) ¢C, d
1.2 OPF
6=, I(a) s i iy
, S d

€y

eview
S & Fboton]
) l(b) )
I(c) €3 s
5 s V2 V4
) Uy Vy do

Fig. 1

(a)

(b)

(c)

(d)
(d) Router deployment map
1
Decision of router deployment
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